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Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presentedto TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

WLAN is not asingle radio technology, several different technologies fall into the category called WLAN. Existing
industry standard is |EEE 802.11b operating at 2,4 GHz ISM band. New entrant for this same band is Bluetooth and
technol ogies such as |EEE 802.11aand ETSI BRAN Hiperlan2 are being devel oped for the 5GHz band.

Despite the different radio technologies, all these WLAN systems are commonly used for transportation of 1P
datagrams. The specific WLAN technology used in each wireless IP network is not very visible for the layers above I P.

TSG SA WG3 will need to understand the models and mechanisms under which these technologies can be used to
securely interwork with 3GPP networks.

3GPP 5 of 42



Release 6 6 3GPP TS 33.234 V0.45.0 (2003-036)

1 Scope

The present document studies-thespecifies the security architecture, trust model and security requirements for the
interworking of the 3GPP System and WLAN Access Networks.

Recommendations of the appropriate mechanisms for user and network authentication, key management, service
authorization, confidentiality and integrity protection of user and signalling data are also provided.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

(1 3GPP TR 22.934: " Feasibility study on 3GPP system to Wireless Local Area Network (WLAN)
interworking;".

[2] 3GPP TR 23.934: "3GPP system to Wireless Loca Area Network (WLAN) Interworking;
Functional and architectural definition .

[3] RFC 2284, March 1998, "PPP Extensible Authentication Protocol (EAP)".

[4] draft-arkko-pppext-eap-aka-06, November 2002, "EAP AKA Authentication".

[5] draft-haveri nen-pppext-eap-sim-07, November 2002, "EAP SIM Authentication”.

[6] IEEE Std 802.11i/D2.0, March 2002, "Draft Supplement to STANDARD FOR

Telecommunications and | nformation Exchange Between Systems - LAN/MAN Specific
Requirements - Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY)
specifications. Specification for Enhanced Security".

[7] RFC 2716, October 1999, "PPP EAP TL S Authentication Protocol”.

[8] SHAMAN /SHA/DOC/TNO/WP1/D02/v050, 22-June-01, “Intermediate Report: Results of
Review, Requirements and Reference Architecture”

[9 ETSI TS 101 761-1 v1.3.1B “Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
Data Link Control (DLC) layer; Part 1: Basic Data Transport”

[20] ETSI TS 101 761-2 v1.2.1C “Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
DataLink Control (DLC) layer; Part 2: Radio Link Control (RLC) sublayer”

[11] ETSI TS 101 761-4v1.3.1B “Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
DataLink Control (DLC) layer; Part 4 Extension for Home Environment”

[12] ETSI TR 101 683 v1.1.1 “Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
System Overview”

[13] 3GPRPFR-21.905: "\ ocabulary-for- 3GPP-Specifications-3GPP TS 23.234 “3GPP system to
Wireless Loca Area Network (WLAN) Interworking System Description”.

[14] RFC 2486, January 1999, "The Network Access Identifier"

[15] RFC 2865, June 2000, "Remote Authentication Dial In User Service (RADIUS)"
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[16] RFC 1421, February 1993, "Privacy Enhancement for Internet Electronic Mail: Part |I: Message
Encryption and Authentication Procedures’

[17] Federal Information Processing Standard (FIPS) draft standard, "Advanced Encryption Standard
(AES)", SeptemberNovember -2001

[18] 3GPP TS 23.003: "Numbering, addressing and identification"

[19] IEEE P802.1X/D11 ;-Mareh-2001June 2001, "Standards for Loca Area and Metropolitan Area
Networks: Standard for Port Based Network Access Control”.

[20] 3GPP TR 21.905: "V ocabulary for 3GPP Specifications'.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
Data origin authentication: The corroboration that the source of data received is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfreshif it can be guaranteed to be new, as opposed to an old key being reused through actions
of either an adversary or authorised party.

WLAN coverage: an areawhere wireless local area network access services are provided for interworking by an entity
in accordance with WLAN standards.

WLAN-UE: user equipment to access a WLAN interworking with the 3GPP system, including all required security
functions.

[Editors note This WLAN-UE definition needs to be reflected in related specifications]

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply, [20] contains additional applicable
abbreviations:

AAA Authentication A uthorisation Accounting
AKA Authentication and Key Agreement

EAP Extensible Authentication Protocol
WLAN Wireless Local Area Network

4 Security Requirements for the 3GPP-WLAN
Interworking

[Editor’s note: This section shall have a description of the overall architecture for the 3G-WLAN interworking system
and a list of the identified security requirements]

4.1 Security architecture and Roles
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41.1 Reference Model

The home network is responsible for access control. The Wx interface isintra-operator. The 3GPP network interfaces to
other3GPP-networks, WLANS, and-ntermediate networksviathe Wr interface.

The 3GPP proxy AAA relays access control signalling to the home 3GPP AAA server- viathe Wsinterface.

Intranet / Internet

[ | 3GPP Visited Network

WLAN Access Network
(with or without an '
intermediate network) :

' 3GPP

: Proxy AAA

UE

intermediate network)

UE ; 3GPP |
j Proxy AAA ;

T Wr
E 3cPP | 3GPP HomeNetwork |
| AAA i
E Wx i
5 HSS !
Intranet / Internet
I, 3GPP Visited Network
I WLAN Access :
' (with or without an :
| Wr o

3GPP |3GPP Home Network

HSS

Figure 4.1 Access Control Reference Model
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4.1.2 Network elements

The list below describes the access control related functionality in the network elements of the 3aGPP-WLAN
interworking reference model:

* The WLAN-UE, equipped with a UICC (or SIM card), for accessing the WLAN interworking service).
* May be capable of WLAN access only
* May be capable of both WLAN and 3GPP System access.
« May be capable of simultaneous access to both WLAN and 3GPP systems

[Editors note: definition of simultaneous access still TBA with SA1- LSin S3.030169] Reply to SA2 in S3-030188
provides some clarification

* May be alaptop computer or PDA with aWLAN card, UICC (or SIM card) card reader, and suitable
software applications,

es es J May be functionally
split over several phvsucal devlces that communlcate over Iocal mterfaceseq Bluetooth, IR or serial cable
interface.

[Editors Note: All these alternatives must be carefully studied from a security perspective.]

« The AAA proxy represents alogical proxying functionality that may reside in any network between the WLAN
and the 3GPP AAA Server. These AAA proxies are able to relay the AAA information between WLAN and the
3GPP AAA Server.

The number of intermediate AAA proxiesis not restricted by 3GPP specifications. The AAA proxy functionality
can reside in a separate physical network node, it may reside in the 3GPP AAA server or any other physica
network node.

¢ The3GPP AAA server islocated within the 3GPP network. The 3GPP AAA server :

» Retrieves authentication information-a
from the HLR/HSS of the 3GPP subscriber's home BGPP network

e Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signalling may pass through AAA proxies.

HCommunicates authorisation information to the WLAN potentialy via AAA proxies.

4.2 Security Requirements

421 General

¢ Theauthentication scheme shall be based on a challenge response protocol.

» All long-term security credentials used for subscriber and network authentication shall be stored on UICC or
SIM card.

» Long term security credentials, which are stored on the UICC or SIM card, shall not leave the UICC or SIM
card.

* Mutua Authentication shall be supported.
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4.2.2 Signalling and user data protection

» Thesubscriber should have at least the same security level for WLAN access asfor his current cellular access
subscription.

*  3GPP systems should support authentication methods that support protected success/failure indications. Editors
note: FFSif thisispossible.

* Theseected WLAN (re-) authentication mechanisms for 3GPP interworking shall provide at least the same level
of security as[33.102] for USIM based access.

* Theseected WLAN ( re-authentication mechanism for 3GPP interworking shall provide at |east the same level
of security as[43.020} for SIM based access.

» Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying
material.

H3GPP systems should provide the required keying material with sufficient length and the acceptable levels of
entropy as required by the WLAN subsystem_

» [Editorsnote: LS (S3-030166) sent to IEEE 802.11-task group i on their requirements over key length and
entropy of keying material]

» Seected WLAN key agreement and key distribution mechanism shall be secure against man in the middle
attacks.

»  Protection should be provided for WLAN authentication data and keying material on the Wr, Ws and Wx
interfaces.

The WLAN technology specific connection between the WLAN-UE and WLAN AN shall be able to utilise the
generated session keying material for protecting the integrity of an authenticated connection.

[Editor’s note: Threats on the Wr interface are not clear yet, so protection on thisinterfaceis FFS]

4.2.3 User identity privacy

* Any secret keys used in 3G AAA servers for the generation of pseudonyms should be infeasible for an attacker
to recover.

* It shall beinfeasible for an attacker to recover the corresponding permanent identity, given any pseudonym(s).

» Itshall beinfeasible for an attacker to generate a valid pseudonym.

4.2.4  WLAN-UE Functional Split

The security functionality required on the terminal side for WLAN-3G interworking may be split over severa physical
devices that communicate over local interfaces. If thisis the case, then the following requirements shall be satisfied:

* Anyloca interface shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

» Theendpoints of alocal interface should be authenticated and authorised. The authorisation may be implicit in
the security set-up.

» Theinvolved devices shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.
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Securltv Reuse by Penpheral DeV| ceon IocaJ Interface§’ ( B- 030307) The Local interface” undetected modification”

requirement - cryptographic requirement for short range e.g. Bluetooth is FFS pending the completion of this W]

4.2.5 Link layer security requirements

[Editors note: This section isFFS LS (S3-030167) sent to SA2 group. On 1) the need for requiring 802.11i in TS
23.234. SA2 to explain the impact (if any) a change of technology from 802.11i to WPA would have on the
standardisation work. 2) SA2 to study the architectural impacts of implementing protection on Wr interface 3) SA2 to
Investigate the importance of specifying specific WLAN technol ogies to be used for the WLAN access network]

Most WLAN technologies provide (optiona) link-layer protection of user data. Since the wirelesslink islikely to be the
most vulnerablein the entire system, 3GPP-WLAN interworking should take advantage of the link layer security
provided by WLAN technologies. The native link-layer protection can aso prevent against certain |P-layer attacks.

In order to set the bar for allowed WLAN protocols, 3GPP should define requirements on link layer security. The
existing and work-in-progress WLAN standards can then be evaluated based on these requirements.

Areas in which requirements should be defined are:

4.2.5.1 Confidentiality and integrity protection of user data
e Can user databe sent in the clear or is some kind of protection required?
e Isit enoughto integrity protect user data or should it be encrypted as well?

e How strong must the WLAN security protocols be? Compare e.g. WEP, TKIP and CCMP in the case of 802.11
WLAN.

4.2.5.2 Protection of signaling

¢ What implications on 3GPP-WLAN security doesit have if the WLAN control signaling is unprotected? (Currently
802.11 management frames are not protected by 802.11i).

4.2.5.2 Key distribution, key freshness validation and key ageing

e Can encryption keys generated during EAP authentication be used directly as encryption keys for the link layer or
must there be a handshake between UE and AP to e.g. ensure freshness? (Like the 4-way handshake of 802.11i).

*  What are the security implications of not having a UE-AP key handshake?

5 Security features

[Editor’ s note: This section shall explain the provided security featuresin detail]
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51 Authentication of the subscriber and the network and Key
Management

[Editor’s note: This section shall deal with subscriber identity and authentication of the subscriber and Home
Networ k/Serving Network. The authentication and key management mechanisms fulfilling the requirementsin chapter 4
shall be listed here]

51.1 End to End Authentication

WLAN Authentication signalling is executed between WLAN-UE and 3GPP AAA Server. This authentication
signalling shall be independent on the WLAN technology utilised within WLAN Access network.. WLAN
authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as
specified in RFC 2284 (ref. [3])

5.1.2 Transport of authentication signalling over the WLAN Radio
interface

WLAN authentication signalling is carried between WLAN-UE and WLAN Access Network by WLAN Access
Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security
requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multivendor interoperability these
WLAN technology specific protocols shall conform to existing standards of the specific WLAN access technology. For
IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to IEEE 802.11i standard (ref.

()

5.1.3  Transport of authentication signalling between the WLAN access
network and the 3GPP_AAA proxy server-network
WLAN Authentication signalling shall be transported over Wr reference point by standard mechanisms, which are

independent on the specific WLAN technology utilised within the WLAN Access network. The transport of
Authentication signalling over Wr reference point shall be based on standard Diameter or RADIUS protocols:

5.1.4 Transport of authentication signalling between the 3GPP AAA proxy
server and the 3GPP AAA server

WLAN Authentication signalling shall be transported over WSs reference point by standard mechanisms.

5.1.5 Transport of authentication signalling between the 3GPP AAA server
and the HSS

WLAN Authentication signalling shall be transported over Wx reference point by standard mechanisms.

5.1.46 User Identity Privacy

User identity privacy (AnerimityAnonymity) is used to avoid sending the cleartext permanent subscriber identity (NAI)
and make the subscriber's connections unlinkable to eavesdroppers.

User identity privacy is based on temporary identities, or pseudonyms. The procedures for distributing, using and
updating temporary identities are described in ref. [4] and [5]. Support of this feature is mandatory for implementations,
but optional for use.

The AAA server generates and delivers the pseudonym to the WLAN-UE as part of the authentication process. The
WLAN-UE shall not interpret the pseudonym, it will just store the received identifier and use it at the next
authentication. Clause 6.4 describes a mechanism that allows the home network to include the user's identity (IMSI)
encrypted within the pseudonym.
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To avoid user traceability, the user should not be identified for along period by means of the same temporary identity.
On the other hand, the AAA server should be ready to accept at least two different pseudonyms, in case the WLAN-UE
failsto receive the new one issued from the AAA server. The mechanism described in Clause 6.4 also includes facilities
to maintain more than one allowed pseudonym.

If identity privacy is used but the AAA server cannot identify the user by its pseudonym, the AAA server requests the
user to send its permanent identity. This represents a breach in the provision of user identity privacy. It isamatter of
the operator's security policy whether to allow clients to accept requests from the network to send the cleartext
permanent identity. If the client rejects a legitimate request from the AAA server, it will be denied access to the service.

[Editor's note: The use of PEAP with EAP/AKA and EAP/SIM is currently under consideration. If PEAP is used, the
temporary identity privacy scheme provided by EAP/AKA and EAP/SM is not needed.]

5.1.7 Re-authentication

[Editor’s note: The text below requires further study - SA3 have identified areas that will need to be enhanced with
further contributions from SA 3 delegates. For example, the rules on the ratio between full SIM/USIM authentication
and the re-authentication method and the exact details of the replay protection scheme require further study.]

“ On some networks, EAP authentication may be performed frequently. For such cases, EAP SM and EAP AKA include
an optional re-authentication procedure. Re-authentication causes less [oad on the network and is faster to execute than
the full SM/US M authentication procedure. Re-authentication is optional to implement for both the WLAN UE and
3GPP AAA server. On each EAP authentication, either one of the entities may also fall back on full authentication if
they do not want to use re-authentication. Re-authentication is based on the keys derived on the preceding full
authentication.

On re-authentication, the UE protects against replays with an unsigned 16-bit counter. The server includes an
encrypted server nonce (NONCE _S) in the re-authentication request. The Message Authentication Code attribute in the
client's responseis calculated over NONCE Sto provide a challenge/response authentication scheme. The NONCE S
also contributes to the new session keys.

Because one of the objectives of the re-authentication procedure is to reduce load on the network, the re-authentication
procedure does not require the 3GPP AAA server to contact a reliable database. Therefore, the re-authentication
procedure makes use of separate re-authentication user identities. Pseudonyms and the permanent IMS -based identity
are reserved for full authentication only. The network does not need to store re-authentication identities as carefully as
pseudonyms. If a re-authentication identity is lost and the network does not recognize it, the 3GPP AAA server can fall
back on full authentication.

If the 3GPP server supports re-authentication, it may communicate an encrypted re-authentication identity for next re-
authentication to the WLAN UE during full authentication. If the client wants to use re-authentication, it usesthisre-
authentication identity on next authentication.”

5.2 Confidentiality protection
[Editor’s note: This section shall deal with what confidentiality protection that is provided between different nodes both

inter domain, intra domain and the WLAN-UE. It shall justify the selected mechanisms (hop-by-hop or end-to-end) and
protection at different layers]

5.3 Integrity protection

[Editor’s note: This section shall deal with what integrity protection that is provided between different nodes both inter
domain, intra domain and the WLAN-UE. It shall justify the selected mechanisms ( hop-by-hop or end-to-end) and
protection at different layers)

54 Visibility and configurability

[Editor’s note: This section shall contain what the subscriber shall be able to configure and what is visible for the
subscriber regarding the actual protection the subscriber is provided with.]
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55 Immediate Service Termination

[Editor’s note: This section shall deal with the network capability to terminate ongoing subscriber activitiesin the
WLAN access when thisis required due to e.g. end of subscription, expiration of charging account, detection of
fraudulent activities, etc.]

6 Security mechanisms

[Editor’s note: This section shall describe the security mechanisms that are provided inter domain, intra domain and to
the WLAN-UE.]

6.1 Authentication and key agreement

[Editor’s note: This section shall describein detail how the authentication is performed and how the keys are derived
and delivered to the different nodes.]

[Editor’s note: The content of this section is directly copied from TS 23.xxx v0.1.0 and shall be reviewed by SA3]

6.1.1 USIM-based Authentication

USIM based authentlcam onisaproven sol utlon that satisfies the authent|cat|on requwements from %ctlon 4.2

Bmeteeth—mala,—USBer—senal—eabLe Thlsform of authent|cat|on shaII be based on EAP-AKA (ref [4]) as d&ecrlbed in

section 6.1.1.1.

[Editor’s note: also see section 4.2.4 on WLAN-UE Functional Split]

6.1.1.1 EAP/AKA Procedure

mechanlsm is specmed in ref. [4]. The present sectlon deﬂ:n bes how thls mechanismisusedin the WLAN-3GPP

interworking scenario.
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AAA-serv HLR

2. EAP Request/Identity

o
.

3. EAP Response/Identity|
[NAI based on a pseudonym or IMSl]

5. EAP Response/ldentity
[NAI based on a pseudonym or IMSI]
P
6.
I
7.
I
8.
9. EAP Request/AKA -Challenge
[RAND, AUTN,|MAC, Protected pseudonym]
10. EAP Request/AKA -Challenge
[RAND, AUTN, MAC, Protected pseudonym]
11.
12. EAP Response/ AKA-Challenge
[RES, MAC]
13. EAP Response/AK A-Challenge
[RES, MAC]
14.
15. EAP Success
+ keying materid
16. EAP Success |
l_ll — —/ 1

Figure 7.1 Authentication based on EAP AKA scheme
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1 } : : : with-A connection is
establlshed between the WLAN UE and the WLAN AN using aW| releﬁ LAN technol ogy specific procedure (out of
scope for 3GPRthis jspecification).

2. The WEAN- WLAN-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific
protocol.

3. The WLAN-UE starts EAP-AKA-authentication-procedure-by-sending-sends an EAP Response/l dentity message.
The WLAN-UE sendsitsidentity complying tewith Network Access Identifier (NAI) format specified in RFC 2486.

NAI contains either atemporary identifier (pseudonym) allocated to WLAN-UE in previous authentication or, in the
case of first authentication, the IMSI.

Note : generating an identity conforming to NAI format from IMSI is defined in EAP/AKA [4]

4, The3GPRPAAA-Serverischosenbased-onthe NAL The message is routed towards the proper 3GPP AAA Server
based on the realm part of the NAI. The routing path may include one or several AAA proxies (not shown in the
figure)..

Note : diameterfradiusprexy-charning-andfor-dDiameter referral can also -be applied to find the AAA server.
5. The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity.

6. 3GPP AAA Server identifies the subscriber as a candidate for authentication with EAP-AKA, based on the received
identity. The 3GPP AAA Server then checks that it has an unused authentication vector available for that subscriber . If
not, a set of new authentication vectorsis retrieved from HSS/HLR. A mapping from the temporary identifier to the
IMSI may be required.

Note: It could also be the case that the 3GPP AAA Server first obtains an unused authentication vector for the
subscriber and, based on the type of authenticator vector received (i.e. if a UMTS authentication vector is received), it
regards the subscriber as a candidate for authentication with EAP-AKA.

7. 3GPP AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS. 3GPP AAA Server verifiesthat the subscriber is authorized to use the WLAN service.

Although this step is presented after step 6 in this example, it could be performed at some other point, however before
step 14. (Thiswill be specified as part of the Wx interface.)

8. New keying material is derived from IK and CK., cf. [4]. Thelsexnc&keyl ng material |sreqU|red bv EAP- AKA and
some extra keying material #-erde a | :
TFhe keying-material-may also be-used fergenerated fo WLAN technol ogy specmc confldentlahty and/or |ntegr|ty
protection.

A new pseudonym ismat be chosen and-enerypted protected (i.e. encrypted and integrity protected) using EAP-AKA
generated keying material..

9. 3GPP AAA Server sends RAND, AUTN, amessage authentication code (MAC) and protected pseudonym (in case
it was generated) enerypted-temperary-tdentifier-to WEAN-WLAN-AN in EAP Request/ AKA-Challenge message.

10. The WAEAN- WLAN-AN sends the EAP Request/AKA-Challenge message to the WLAN-UE.

11. WLAN-UE runs UMTS algorithm on the USIM. The USIM verifiesthat AUTN is correct and hereby authenticates
the network. If AUTN isincorrect, the termina rejects the authentication (not shown in this example). If the sequence
number is out of synch, terminal initiates a synchronization procedure,cf [4]. If AUTN is correct, the USIM computes
RES, IK and CK.

Using IK and CK the WLAN-UE checks the received MAC and derives required additional keying material from-H<
e

If a protected pseudonym was received, then the WLAN-UE stores the pseudonym for future authentications.

12. WLAN-UE sends EAP Response/AK A-Challenge containing calculated RES and a new MA C value to WEAN.
WLAN-AN

13 WAAN WLAN-AN sends the EAP Response/ AKA-Challenge packet to 3GPP AAA Server
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14. 3GPP AAA Server_checks the received MA C and compares XRES anelto the received RES.

15. If the-comparison-all checksin step 14 is are-successful, then 3GPP AAA Server sends the EAP Success message to-
WEANWLAN-AN. If some extra keying material was generated for WLAN technology specific confidentiality and/or
integrity protection+he then the 3GPP AAA Server includes the this derived-keying materia in the underlying AAA
protocol message- (i.e. not at EAP level). The WAAN-WLAN-AN stores the keying material to be used in
communication with the authenticated WLAN-UE.

16. WAEAN-WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message.
Now the EAP AKA exchange has been successfully completed, and the WLAN-UE and the WEAN-WLAN-AN share
session-keying -material-_derived during that exchange.

6.1.2 GSM SIM based authentication

SIM based authentication is useful for GSM subscribers that do not have a UICC with a USIM application.—. Thisform
of authentication shall be based on EAP-SIM (ref. [5]), as described in section 6.1.2.1. This authentication method
satisfies the authenti cati on requirements from section 4.2., without the need for a UICC with a USIM application

spe(:|f|ed in ref [5] The present sectlon d&ecn bes how this mechan|sm isusedin the WLAN-3GPP interworking

scenario
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7.2 Authentication based on EAP S M scheme
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1 A connectlon is eﬂabllshed between theWLAN UE and theWLAN AN, using After WLAN-connection-
with-aWireless LAN technology specific procedure (out of

scope for this speuflcatl on).

2. The WEAN-WLA-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology specific
protocol.

3. The WLAN-UE sends starts EAP-SHM-authentication-procedure-by-sending-an EAP Response/ldentity message. The
WLAN-UE sendsits identity complying te with -Netwerkthe Network Access Identifier (NAI) format specified in RFC

2486. NAI contains either atemporary identifier (pseudonym) allocated to WLAN-UE in previous authentication or, in
the case of first authentication, the IMSI.

Note : generating an identity conforming to NAI format from IMSI is defined in EAP/SIM-{draft-haverinen-pppext-eap-
4, The messageis routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing path
may include one or several AAA proxies (not shown in the figure). The 3GPP-AAA-Server-ischesen-based-on-the NAL-

Note : diameterfradiusprexy-charning-andlor-dDiameter referral canalso be applied to find the AAA server.
5. The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity.

6. The3GPP AAA Server, identifies the subscriber as a candidate for authentication with EAP-SIM, based on the
received identity, based-on-the-NAt, and then it sends the EAP Request/SIM-Start packet toWAANWLA-AN.

Note: It could also be the case that the 3GPP AAA Server first obtains an authentication vector for the subscriber and,
based on the type of authenticator vector received (i.e. if a GSM authentication vector is received), it regards the
subscriber as a candidate for authentication with EAP-SIM.

7. WLEAN-WLAN-AN sends the EAP Request/SIM-Start packet to WLAN-UE

8. The WLAN-UE chooses a fresh random number NONCE_MT. The random number is used in network
authentication.

The WLAN-UE sends the EAP Response/SIM-Start packet, containing NONCE_MT, to WAAN WLAN-AN
9. WEAN WLAN-AN sends the EAP Response/SIM-Start packet to 3GPP AAA Server

10. The AAA server checksthat it has N-available N unused triplets- authentication vectors for the subscriber. Several
triplets GSM authentication vectors are required in order to generate-tenger-session-keys keying material with effective
length equivalent to EAP-AKA.. If N triplets authentication vectors are not available, a set of authentication triplets.
vectorsisretrieved from HSS/HLR. A mapping from the temporary identifier to the IMSI may be required.

Although this step is presented after step 9 in this examples, it could be performed at some other point, for example
after step 5, however before step 12. (Thiswill be specified as part of the Wx interface.)

11. The AAA server checksthat it has the WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.

Although this step is presented after step 10 in this example, it could performed at some other point, however before
step 18. (Thiswill be the specified as part of the Wx interface.)

12 New keying materlal is derived from NONCE_MT and N Kc keys. IheThlsaqFakeylng materid is reqwred#r

te%her:AN—Ughe bv EAP SIM, and some extra keying material may also beuseeL #ergenerated for WLAN
technology specific confidentiality and/or integrity protection.

A new pseudonym may be chosen and protected (i.e. encrypted and integrity protected) using EAP-SIM generated
keying material.

A message authentication code (MAC) is calculated over the RAND-chaltenges- EAP message using an newly- EAP-
SIM derived key. ThisMAC is used as a network authentication value.

entifier | .
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3GPP AAA Server sends RAND, MAC, and protected pseudonym (in case it was generated)enerypted-temporary-
identifierto WLAN WLA--RAN in EAP Request/SIM-Challenge message.

13. The WLAN sends the EAP Request/SIM-Challenge message to the WLAN-UE

14. WLAN-UE runs N -thetimes the GSM A3/A8 agorithms in the SIM-N-times, once for each received RAND.
This computing gives N SRES and Kc values.

The WLAN-UE derives additional keying material from N K¢ keysand NONCE_MT.

The WLAN-UE calculates its copy of the network authentication MAC and checks that it is equal with the received
MAC. If the MAC isincorrect, the network authentication has failed and the WLAN-UE cancels the authentication (not
shown in this example). The WLAN-UE continues the authentication exchange only if the MAC is correct.

WLAN-UE calculates a new MAC covering the EAP message concatenated to a-combined-response-value MAC-SRES
fromthe N SRES responses.

If a protected pseudonym was received, then the WLAN-UE stores the pseudonym for future authentications.

15. WLAN-UE sends EAP Response/SIM-Challenge containing calculated MAC-SRES to WAAN WLAN-AN
16 WEANWLAN-AN sends the EAP Response/SIM-Challenge packet to 3GPP AAA Server
17. 3GPP AAA Server compares its copy of the -MACresponse MAC-SRES with the received MAC-SRES.

18. If the comparison in step 17 is successful, then 3GPP AAA Server sends the EAP Success message to-WEAN.
WLAN-AN. If some extra keying material was generated for WLAN technology specific confidentiality and/or
integrity protection, then the: The- 3GPP AAA Server includes the- this derived keying material in the underlying AAA
protocol message. (i.e. not at EAP level). The WAAN- WLAN-AN stores the keying material to be used in
communication with the authenticated WLAN-UE.

19. WEAN-WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message.
Now the EAP SIM exchange has been successfully completed, and the WLAN-UE and the WAAN- WLAN_AN may
share session-keying material- derived during that exchange.

Note2: the derivation of the value of N isfor further study

6.1.3 EAP support in Smart Cards

[Editors note LS (S3-030187/ S1-030546 ) from SA1 has stated that “There are requests from operators for a secure
SIM based WLAN authentication solution”. SA3 has SAlinan LS (S3-030306) if this request is confirmed. The input
paper to SA 3 on this can be found at:

http://www.3gpp.org/ftp/tsg_salWG3_Security/TSGS3 28 Berlin/Docs/ZIP/S3-030198.zip |

6.1.4 Re-authentication mechanisms

[Editor’s note: This section shall describe the mechanisms to support the re-authentication feature described in 5.1.7]

6.2 Confidentiality mechanisms

[Editor’ s note: This section shall deal with cipher algorithms]

6.3 Integrity mechanisms

[Editor’ s note: This section shall deal with integrity algorithms]
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6.4 Temporary identity management

6.4.1 Pseudonym Generation

Pseudonyms are generated as some form of encrypted IMSI. Advanced Encryption Standard (AES) (seeref. [17]) in
Electronic Codebook (ECB) mode of operation with 128-bit keys is used for this purpose.

In order to encrypt with AESin ECB mode, it is necessary that the length of the clear text isamultiple of 16 octets.
This clear text isformed as follows:

1. A Compressed IMS iscreated utilising 4 bitsto represent each digit of the IMSI. According to ref. [18], the
length of the IMSI is not more than 15 digits (numerical characters, O through 9). The length of the Compressed
IMS shall be 64 bits (8 octets), and the most significant bits will be padded by setting all the bitsto 1.

E.g. IMSI =214070123456789 (MCC =214 ; MNC = 07 ; MSIN = 0123456789)
Compressed IMS| = 0xF2 0x14 0x07 0x01 0x23 0x45 0x67 0x89

Observe that, at reception of a pseudonym, it is easy to remove the padding of the Compressed IMS as none of
the IMSI digits will be represented with 4 bits set to 1. Moreover, a sanity check should be done at reception of a
pseudonym, by checking that the padding, the MCC and the MNC are correct, and that al characters are digits.

2. A Padded IMS is created by concatenating an 8-octet random number to the Compressed IMS.

A 128-bit secret key, Kpsey, is used for the encryption. The same secret key must be configured at all the WLAN AAA
serversin the operator network so that any WLAN AAA server can obtain the permanent identity from a pseudonym
generated at any other WLAN AAA server (see section 6.4.2).

The figure below summarises how the Encrypted IMS is obtained.

Kpseu

v

AES in
Padded IMSI ——» ECB mode —» Encrypted IMSI

Once the Encrypted IMS has been generated, the following fields are concatenated:
e Encrypted IMS, so that a AAA server can later obtain the IMSI from the pseudonym.

» Key Indicator, so that the AAA server that receives the pseudonym can locate the appropriate key to de-
encrypt the Encrypted IMSI. (See section 6.4.2.)

*  Pseudonym Tag, used to mark the identity as a pseudonym. The tag should be different for pseudonyms
generated for EAP-SIM and for EAP-AKA.

«—6 bits—»<«—4 bits—»<«————128 bits (16 octets) —— >
Key
Tag | hgicator Encrypted IMSI
) 138 bits

The Pseudonym Tag is necessary so that when aWLAN AAA receives a user identity it can determine whether to
process it as a permanent or atemporary user identity. Moreover, according to EAP-SIM/AKA specifications, when the
Authenticator node (i.e. the AAA server) receives atemporary user identity from which a permanent user identity
cannot be successfully obtained, then the permanent user identity must be requested from the WLAN client. Asthe
procedure to request the permanent user identity is different in EAP-SIM and EAP-AKA, the Pseudonym Tag must be
different for EAP-SIM pseudonyms and for EAP-AKA pseudonyms, so that the AAA can determine which procedure
to follow.
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The last step in the generation of the pseudonym consists on converting the concatenation above to a printable string
using the BASE64 method described in section 4.3.2.4 of ref. [16]. With this mechanism, each 6-bit group is used as an
index into an array of 64 printable characters. Asthe length of the concatenation is 138 bits, the length of the resulting
pseudonym is 23 characters, and no padding is necessary. Observe that the length of the Pseudonym Tag has been
chosen to be 6 bits, so that it directly translates into one printable character after applying the transformation. Therefore,
at reception of a user identity, the AAA server can recognise that it is a pseudonym for EAP-SIM or a pseudonym for
EAP-AKA without performing any reverse transformation (i.e. without translating any printable character into the
corresponding 6 bits).

6.4.2 Key Management

A 128-bit encryption key shall be used for the generation of pseudonyms for a given period of time determined by the
operator. Once that time has expired, a new key shall be configured at all the WLAN AAA servers. The old key shall
not be used any longer for the generation of pseudonyms, but the AAA servers must keep a number of suspended (old)
keys for the interpretation of received pseudonyms that were generated with those old keys. The number of suspended
keys kept in the AAA servers (up to 16) should be set by the operator, but it must be at least one, in order to avoid that a
just-generated pseudonym becomes invalid immediately due to the expiration of the key.

Each key must have associated a Key Indicator value. This value is included in the pseudonym (see Key Indicator field
in section 6.4.1), so that when aWLAN AAA receives the pseudonym, it can use the corresponding key for obtaining
the Padded IMS (and thence the Username).

If apseudonym is sent toa WLAN client but then the user does not initiate new authentication attempts for along
period of time, the key used for the generation of that pseudonym could eventually be removed from all the WLAN
AAA servers. If the user initiates an authentication attempt after that time using that old pseudonym, the receiving AAA
server will not be able to recognise the pseudonym as a valid one, and it will request the permanent user identity from
the WLAN client. Hence, in order to achieve that permanent user identities are used aslittle as possible, it is
recommended that the encryption key is not renewed very often.

The configuration of the keys could be done via O&M, as shown in the figure below.

AAA AAA AAA

O&M Interface

Periodic Key
Generator

Handling of these secret keys, including generation, distribution and storage, should be done in a secure way.

6.4.3 Impact on Permanent User ldentities

User identities (permanent or temporary) are sent with the form of a NAI, according to the EAP-SIM/AKA
specifications, and the maximum length of a NAI that we can expect to be handled correctly by standard equipment is
72 octets (seeref. [14]). Moreover, this NAI will be transported inside the User-Name attribute of a RADIUS Access-
Request, with standard length up to 63 octets (seeref. [15]). Therefore, it can be assumed that the maximum length of a
WLAN user identity should be 63 octets (i.e. 63 characters).

Since the length of the pseudonym proposed in section 6.4.1 is 23 characters, the length of the realm part of any WLAN
permanent user identity must always be 40 characters or less. This applies regardless of whether the length of the
username part of the permanent user identity isless than 23 characters. (Note that a WLAN temporary user identity is
formed as a NAI with the pseudonym as the username part and the same realm part as the permanent user identity.)

Moreover, the WLAN permanent user identities should not begin with the character resulting of the printable encoding
transformation (see section 6.4.1) of the Pseudonym Tag used for EAP-SIM and EAP-AKA pseudonyms. Thisis
needed so that at reception of aWLAN user identity, the AAA server can determine whether it is a permanent or a
temporary user identity.
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6.4.4  Acknowledged Limitations

This mechanism does not prevent forging of pseudonyms generated with keys that are no longer maintained in the AAA
servers. That is, an attacker may form a pseudonym by concatenating the desired Pseudonym Tag and 132 bits of
random information, and then applying the printable encoding transf ormation (see section 6.4.1). At reception of such
pseudonym ina AAA server, the following cases are possible:

* TheKey Indicator may not correspond to any key (active or suspended) maintained at the AAA server.

» If theKey Indicator corresponds to any of the keys maintained at the AAA server, then that key is used for the
de-encryption of the Encrypted IMS, but the sanity check over the padding, the MCC and the MNC would
show that the IMSI isnot correct.

In any case, the AAA server must interpret that the received pseudonym was generated with a key that is no longer
available, and therefore it must request the permanent user identity to the WLAN client.

This could be exploited to perform DoS attacks by initiating a large amount of authentication attempts presenting
different forged temporary identities. Nonethel ess, the consequences of this attack should not be worse than the aready
possible attack of initiating alarge amount of authentication attempts presenting different forged permanent identities.

6.4.5 UE behavior on receiving requests to send the IMSI-based user
identity

When the 3GPP AAA server does not recognize atemporary identifier used by the UE, the 3GPP AAA server requests
the UE to send the IM SI-based user identity. The UE can operate according to one of the following three alternatives.

1. Ignorethe Request: This alternative may result in deadlock situations that prevent the UE from connecting to a
valid network. If this dternative is implemented, then there must be a separate mechanism available for the user to
override the policy (for example to delete the stored temporary identifier, which would result in using the IMSI-
based identity upon the next connection).

2. Prompt the User: In this alternative, the UE prompts the user during the EAP authentication whether to send the
IM SI-based identity to the network. If the user denies sending the IMSI, then the authentication exchange is
cancelled.

3. Always Send the IMSI-Based Identity:In aternative #3, the UE always sends the IM SI-based identity when
requested

The decision is UE specific and outside the scope of this specification.

Annex A (informative):
Review of the security of existing WLAN-related
technologies

Al IEEE

A.1.1 IEEE 802 Project

IEEE Project 802 develops LAN and MAN standards, mainly for the lowest 2 layers of the OS| Reference Model. |IEEE
802.11 is the Wireless LAN Working Group (WG) within Project 802. The existing 802.11 standard with amendments
are;

e 80211 WirelessLAN Medium Access Control (MAC) and Physical Layer (PHY') specifications
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e 802.11a High-speed Physical Layer in the5 GHz Band.
e 802.11b Higher-Speed Physical Layer Extension in the 2.4 GHz Band.
» 802.11d Specification for operation in additional regulatory domains.

Currently there are anumber of Task Groups (TG) in the 802.11 WG that each work on new amendments to the
standard:

* 802.11e Medium Access Control (MAC) Enhancements for Quality of Service (QoS).

e 802.11f Inter Access Point Protocol (IAPP). (A recommended practice, not a standard).
e 802.11g Higher-Speed Physical Layer Extension in the 2.4 GHz Band

e 802.11h Spectrum and Power Management extensions in the 5 GHz band in Europe.

e 802.11i Specification for Enhanced Security.

Membership in IEEE 802.11 isindividua (i.e. not based on company) and anyone that has been present at a certain
number of meetings becomes member in the WG. Membership is required in order to get voting rights and all members
have one vote (again, votes are not company based).

A.1.2 Authentication

Legacy 802.11 authentication

The 802.11-1999 authentication mechanism works at the data link layer (MAC layer). Two authentication methods
exist, open system authentication and shared key authentication. Open system authentication isin principle a null
authentication scheme and accepts anyone that requests authentication.

Shared key authentication is a challenge-response authentication based on a shared secret. The mobile station sends an
Authentication request to the Access Point (AP). The Access Point sends a chosen plaintext string to the station and the
station responds with the WEP-encrypted string. (See below for more details on WEP). If the string is correctly
encrypted the AP sends an A uthentication message to the station to indicate that the authentication was successful. The
standard allows for up to four keysin acell but in practice all communication partiesin the cell share the same secret.
Note that the authentication is not mutual, only the mobile terminals are authenticated. Shared key authentication is very
weak. An attacker that listens to a successful authentication exchange will have al elementsthat are needed to
successfully perform an authentication of his’her own, even if the shared key is unknown. Today shared key
authentication is not considered useful.

|IEEE 802.1X and EAP

The 802.11i Task Group (TGi) within |EEE is working on enhancements to the 802.11 security ref. [6]. It has been
decided to use |[EEE 802.1X as the authentication framework ref. [19]. IEEE 802.1X in turn uses the Extensible
Authentication Protocol (EAP) that alows for end-to-end mutual authentication between a Mobile Station and an
Authentication Server (seeref. [3]). Thus, even though 802.11i still performs access control on layer 2, the
authentication message exchange is not restricted to the MAC layer but uses other |EEE standard aswell as IETF
standards.

IEEE 802.1X is astandard for port-based access control. IEEE 802.1X can be described to lie between the MAC layer
and higher layers and takes care of filtering of frames to/from non-authenticated stations. Before authentication is
completed only EAP-traffic is allowed to pass. This allows an authentication exchange to cross the Access Point before
general datais allowed to pass. When the 802.1X entity in the Access Point (AP) isinformed that a mobile station has
successfully authenticated, the AP starts to forward data packets to/from that station.
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4 802.1x 4
v

802.11 MAC

802.11 PHY

Figure 1 [EEE 802.1X in part of protocol stack in Access Point or mobile station. EAP
messages ar e always accepted while other packets arefiltered based on authentication status.

EAP alows for end-to-end authentication between a Mobile Station and an Authentication Server (AS). EAPisa
generic protocol that allows different authentication mechanisms (called EAP methods) to be transported. EAP has a
genera part that describes the general packet format and header content. Each EAP method then has a more specific
description for how the actual authentication mechanism is carried by the EAP packets. The EAP packets can then be
transported over different protocols. In 802.1X a special frame format called EAP over LAN (EAPOL) is defined for
sending EAP messages over 802 links. This allows EAP messages to be sent over the LAN before higher layer
protocals, e.g. |P, have been initiated. Between the Access Point (AP) and the AS, EAP messages are typically
encapsulated in an AAA protocol, e.g. in RADIUS or DIAMETER (see Figure 2). It is out of the scope of 802.11i to
specify acertain AAA protocol. |[EEE 802.11i can in principle aso be used without AAA protocol if the EAP method is
implemented in the AP.

MS AP AS
EAP over LAN EAP over eg.
(802.1X) RADIUS

Figure 2 Example of end-to-end authentication using EAP.

Examples of EAP methods (RFCs or Internet Drafts) are:
EAP-SIM for SIM-based authentication. (Internet Draft) (ref. [5])
EAP-AKA for SIM and USIM-based authentication (Internet Draft) (ref. [4])
EAP-TLSfor certificate-based authentication (RFC) [EAP-TLS] (ref. [7])

The actual EAP authentication takes place between the MS and the AS and isin principle transparent to the AP. The AP
only hasto forward EAP messages: EAPOL -encapsulated on the wireless side and e.g. RADIUS-encapsulated on the
wired side. If authentication is successful, the AS sends a RADIUS-Access Accept message to the AP (in the case
RADIUS isused as AAA protocol). The AP then knows that the MS has been authenticated and can start forwarding
traffic to/from the MS. After reception of the Access-Accept message from the AS, the AP sends an EAP-Success
message to the MS (see Figure 3).

Key management

To use an EAP method with 802.11i it is required that a 256-bit master key is established as part of the authentication
process. Many EAP methods generate key material as part of the authentication (e.g. EAP-SIM, EAP-AKA, EAP-TLS)
but the exact way in which the master key is generated depends on the EAP method and is outside the scope of 802.11i.
After the EAP authentication is finished, both the MS and the AS will know the master key. If RADIUS is used, the AS
then sends the master key to the AP as an attribute in the RADIUS-Access Accept message. The MS and AP use the
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master key to derive session keys for encryption and integrity protection, as specified in 802.11i. This provides unique
unicast keys for each MS-AP association.

The broadcast/multicast key in acell is generated by the AP and sent in an EAPOL-Key message (defined in 802.1X) to
each station. To protect the broadcast/multicast key the EAPOL packet is encrypted with TKIP or AES (see below)
using the unicast key. The AP can in principle update the broadcast/multicast key any time, e.g. when aMS leaves the
cell.

It shall also be possible to use a pre-shared key instead of the EAP master key material.

M essage exchange (example with RADIUS)

: Authentication (AS)
AP with with

-802.1X - RADIUS server

MS - RADIUS Client

802.11 Association Request

802.11 Association Response

EAPOL-Start (optional)

<EAF>0|_ | EAP- Request/Identity

EAPOL / EAP-Response/| dentitz
RADIUS-Access Request

EAP message exchange
MS-AP EAP-messages encapsulated in EAPOL,
AP-AS EAP-messages carried in RADIUS attribute

RADIUS-Access Accept

EAPOL / EAP -Success

EAPOL - Key

Start forwarding traffic
I to/from the MS

Figure 3 General EAP authentication with 802.11i and RADIUS as AAA protocoal.

A.1.3 Encryption and integrity protection

The air-link protectionin IEEE 802.11 occursin the MAC layer. This means that all layer-2 data frames, including
LAN broadcasts, are protected. The 802.11-1999 standard specifies the Wired Equivalent Privacy (WEP) for encryption
and integrity protection. The 802.11i task group is specifying two new encryption/integrity-protection protocols, the
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Tempora Key Integrity Protocol (TKIP) and the Wireless Robust Authenticated Protocol (WRAP). The 802.1X/EAP
authentication mechanism can in principle be used with any of the three encryption protocols but configuration can
restrict the number of allowed encryption protocolsin acell.

In order to be backwards compatible, an 802.11i-capable cell could support several encryption protocols
simultaneously. For example, to support legacy stations a manually configured shared WEP key may need to be used
for those stations. This key will then also be used as broadcast/multicast key for 802.11i-capable stations that instead
use unique pair-wise keys for unicast traffic.

WEP

The |IEEE 802.11-1999 Standard specified the Wireless Equiva ent Privacy (WEP). WEP uses RC4 with a 40-bit key
and 24-bit initialisation vector (IV) for encryption. RC4 is a stream cipher where a seed is used as input to the RC4
PRNG which produces an output bit string that is XOR:ed with the plaintext to produce the ciphertext. For WEP the
seed to the RC4 PRNG is the key concatenated with the IV. The key is shared between the communicating parties and
the IV istransmitted in clear text in each packet. Message integrity is provided using a CRC checksum that is added to
the payl oad and then encrypted together with the rest of the payload. WEP does not protect against replay.

Since the publication of the standard, several shortcomings of WEP have been discovered. Attacks to retrieve the WEP
key and to modify the payload have been described. One weakness is the seed derivation. With RC4 it isimportant that
each packet has a different RC4 seed. The RC4 seed in 802.11-1999 is constructed by concatenating the IV and the 40-
bit key but the standard did not contain specifications to ensure uniqueness of <key,|V> pairs.

Today, WEP is not considered useful.
TKIP

The Temporal Key Integrity Protocol (TKIP) isanew protocol that will fix the known problems with WEP. TKIP uses
the same ciphering kernel as WEP (RC4) but adds a number of functions:

o 128-hit encryption key.

» 48-hit Initialisation Vector.

* New Message Integrity Code (MIC).

 Initialisation Vector (1V) sequencing rules.

»  Per-packet key mixing algorithm that provides a RC4 seed for each packet.
+ Active countermeasures.

The purpose of TKIP isto provide afix for WEP for existing 802.11b products. It is believed that essentialy al existing
802.11b products can be software-upgraded with TKIP (&l major 802.11 vendors participate in the 802.11i
standardisation).

The TKIP MIC was designed with the constraint that it must run on existing 802.11 hardware. It does not offer very
strong protection but was considered the best that could be achieved with the majority of legacy hardware. It is based on
an algorithm called Michael that is a64-bit MIC with 20-bit design strength. Details can be found in ref. [6].

The IV sequence is implemented as a monotonically incrementing counter that is unique for each key. This makes sure
that each packet is encrypted with a unique <key,|V> pair, i.e. that an IV is not reused for the same key. The receiver
shall also use the sequence counter to detect replay attacks. Since frames may arrive out of order due to traffic-class
priority values, areplay window (16 packets) has to be used.

A number of “weak” RC4 keys have been identified for which knowledge of afew number of RC4 seed bits makes it
possible to determine the initial RC4 output bits to a non-negligible probability. This makes it easier to cryptanayze
data encrypted under these keys. The per-packet mixing function is designed to defeat weak-key attacks. In WEP, the
IV and the key are concatenated and then used as seed to RC4. In TKIP, the cryptographic per-packet mixing function
combinesthe key and the IV into a seed for RC4.

Because the TKIP MIC is relatively weak, TKIP uses countermeasures to compensate for this. If the receiver detectsa
MIC failure, the current encryption and integrity protection keys shall not be used again. To allow afollow-up by a

system administrator the event shall be logged. The rate of MIC failure must also be kept below one per minute, which
means that new keys shall not be generated if the last key update due to a MIC failure occurred less than a minute ago.
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In order to minimize the risk of false alarms, the MIC shall be verified after the CRC, 1V and other checks have been
performed.

TKIP isan interim solution to support 802.11i on legacy hardware. It is not considered as secure as the AES solution
(WRAP) but very much better than WEP.

WRAP (AES)

The Wireless Robust Authenticated Protocol (WRAP) is the long-term solution and is based on the Advanced
Encryption Standard (AES). AESis ablock cipher that can be used in different modes of operation. In 802.11i, two
modes have been discussed: Offset Codebook (OCB) and Counter-mode with CBC-MAC (CCM). These two modes use
AES differently to provide encryption and message integrity. OCB is a mode that provides both encryption and integrity
in one run. CCM uses the Counter-mode for encryption and CBC-MAC for integrity. It is currently undecided if both or
only one of the modes will be included in the final 802.11i spec. Both modes have been submitted to NIST as proposed
block cipher modes.

The AES implementation requires hardware support and the mgjority of legacy 802.11b products will thus not be able
to run WRAP.

A.2  ETSI/BRAN

A.2.1 HIPERLANY/2 Security architecture

The BRAN Hiperlan/2 (references[9], [10], [11] and [12]) protocol stack consists of a physical layer at the bottom, a
DLC layer in the middle, which includes the RLC sub-layer and the convergence layer(s) at the top. The RLC sub-layer
isresponsible for Radio Resource Control, Association Control and Data Link Control Connection Control. The DLC
take cares of error control. Between the RLC and the DLC is the Medium Access Control located per instance of AP, cf.
the two figures below.

Control Plane User Plane

Higher Layers

Convergence Layer
DLC Control SAP DLC User SAP

Radio Link Control sublayer Data Link Control -

Basic Data Transport Function
Radio DLC
One instance per MAC-ID Resoure | (AS0ciation (o e o)
Contrg Cantro) oo
\ I Scope of
Error Control HIPERLAN/2

One instance per AP RLC standards
(if several transceivers (APTS)

per AP, one instance per APT]

i
Medium Access Control }j/l

Physical Layer

Figure4: Protocol stack in the AP/CC
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Control Plane User Plane

Higher Layers
CL SAPs

Convergence Layer
DLC Control SAP DLC User SAP

Radio Link Control sublayer Data Link Control -

Bad oLe Basic Data Transport Function
One instance per MAC ID pmado N ssasiato
Contro Control antro Scope of
\ ﬁl HIPERLAN/2
Error Contral standards
RLC

[ Medium Access Control J

Physical Layer

Figure5: Protocol stack intheMT

An AP isadeviceresponsible for the centralized control of the resourcesin aradio cell and isin the most cases

connected to afixed network. A CC isadevice that that provides with the same functionality as an AP but is not
necessarily connected to afixed network. The term CC is normally used when the central controller and the MT
functionality islocated in single device.

The Association Control Function performs 1) encryption startup, 2) authentication and 3) DM Common Key
Distribution (OMT/OAP) in that order, see figure below.

7

MT_DISASSOCIATED_FROM_AP

L. ] A { RBCH_Association_
RBCH_Association L Request
)
MAC Id_Assignment
Link Capability

Encryption_Startup

Authentication
DM_Common_Key
Distribution

Info_Transfer

MT_ASSOCIATED TO AP

A

Figure 6: The Association Control Function
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A.2.1.1 Confidentiality protection
Confidentiality protection is provided for user data and part of RLC signaling. The protection can be provided between:
1 MTandAP/CC
2 MT and MT (note that the AP has to be trusted)
The following algorithms are defined for confidentiality protection:
1 No-encryption
2 DES, Data Encryption Standard
3 Triple-DES (Optional)

A.2.1.2 Authentication

The authentication mechanism provides mutual authentication between the MT and the AP. If the authentication of the
MT is successful then access to the connected fixed network is granted. It is the policy of the operator that decides
whether authentication of the MT is necessary or not for access.

The authentication of the AP allowsthe MT to cancel an access attempt if the AP can not be proven to be authentic. The
mechanism allowsthe MT to detect false AP. The authentication protocol is a challenge-response protocol.

Three protocols are defined, based on:
1. Pre-shared keys
- A pre-shared key shall be at least 128 bits.
2. RSA signatures
- Threelengths are supported: 512, 768 and 1024 bits (OAP/OMT)
3. NoAuthentication

How the keys for the authentication is generated, configured, stored and fetched is out of the scope of the Hiperlan/2
standard.

Each MT will be assigned an authentication key identifier (AK1). The AKI will be sent to the AP with which the MT
has a Security Association. There are six different types that can be used:

1. 48-bit IEEE address
. 64-bit extended |IEEE address
. A NAI, Network Access Identifier

2
3
4. Distinguished name
5. Compressed type which is used when an available AK1 isto long to be carried in the RLC messages
6

. Generic type, which is a non-structured octet string

A.2.1.3 Integrity protection

No integrity mechanism is defined for HIPERLAN/2.
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A.2.2 Security mechanisms

A.2.2.1 Confidentiality

Confidentiality protection can be used for Unicast, Multicast and Broadcast scenarios. In order to have Multicast and/or
Broadcast confidentiality protection a Unicast encryption has to be established first. The Unicast encryption is optional
to use.

The agorithms defined for confidentiality protection are:
» DESwhich is mandatory to implement for AP/CC and MT
* Triple-DES (EDE mode) which is optional to implement for AP/CC and MT

Itis possible to provide confidentiality protection for the User Data Channel, User Multicast Channel, User Broadcast
Channel, the Dedicated Control Channel and all LCH PDUs except the downlink RLC Broadcast Channel since it has to
reach all MT’s.  The encryption/decryption mechanismis visualized in the figure bel ow.

Seed startPointer (12 LSB bits)

‘ IV generator ‘

IV ve—

DES

Kev(s) —* or
V() [Triple DES

Keys treaml

’@—' Ciphertext/Plaintext

Sender/Receiver

Plaintext/Ciphertext

Figure 7: The encryption/decryption function

Unicast
A Unicast security association is defined between aMT and an AP.
Calculate a Session Secret Key (SSK)

During an Encryption Startup both the MT and the AP calculate a public Diffie-Hellman value and send it to the other
party.

This material is used at both sides to calculate an SSK.

Assume that the MT sends gx mod n and the AP sends gy mod n where

g=2 the generator of the group

n=2768-2704-1+264 *{ [2638pi] + 149686 }, First Oakley Group 1 (768 hit prime)

The AP and the M T now have a shared secret: gxy mod n, which is the basis for calculating the Session Secret Key.
DES

DES is mandatory to implement.

SSK is defined as the most significant 8 octets defined from KeyMat where
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KeyMat=HMA C-MD5(gxy mod n, 0x00)
KeyMat=HMAC-MD5(gxy mod n, 0x01)
KeyMat=HMA C-MD5(gxy mod n, 0x02)

A W Dd P

etc.

This process ends when the SSK is found to be a non-weak and a non-semi-weak DES key.
Triple-DES

Triple-DES is optional to implement.

SSK isfor this case defined as three keys k1, k2 and k3 where k1 is taken from KeyMat=K 1|K 2 as the most significant
8 octets, k2 asthe next 8 octets and k3 as the following 8 octets where

1. K1=HMAC-MD5(gxy mod n, 0x00) & K2=HMAC-MD5(gxy mod n, K1]0x00)
2. K1= HMAC-MD5(gxy mod n, 0x01) & K2= HMAC-MD5(gxy mod n, K1|0x01)
3. K1= HMAC-MD5(gxy mod n, 0x02) & K2= HMAC-MD5(gxy mod n, K1|0x02)
4. etc.
Until al three keys k1, k2 and k3 are unequal and that all of them are non-weak and non-semi-weak DES keys.

Multicast and Broadcast

MT
< Association >
] ]
] 1
' RLC GROUP JOIN ' >
< RLC GROUP JOIN ACK

] 1
RLC COMMON KEY REFRESH
RLC_COMMON_KEY REFRESH ACK |
¢ RLC COMMON KEY_ACTIVATE

RLC GROUP LEAVE
< RLC GROUP LEAVE ACK

Figure8: A Multicast example.

To join abroadcast or multicast group, the MT must first be associated with an AP/CC. There are two ways of
implementing multicast:

e Using multicast MAC ID and transmitting the information once to the multicast group over the air
» Using ntimes unicadt, i.e. transmitting the information individually to each member of the group.

The figure above describes a scenario where the M T joins a multicast group. The MT begins with sending ajoin-
message, to indicate what group(s) it would like to join. In this message it also specifies what encryption algorithms it
supports or would like to use. The AP/CC response consists of an acknowledgment, which includes the encryption
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algorithm and encryption key to be used for the group(s). The AP/CC isresponsible for handling the key refresh. When
aMT wishesto leave a group it sends a group-leave request to the AP/CC, which the AP/CC must acknowledge.

For the broadcast scenario, similar join and leave procedures apply for the MT, as in the multicast case. Instead of
sending an RLC_GROUP_JOIN request the MT sendsan RLC_CL_BROADCAST_JOIN request.

Direct Link Scenario

Inadirect link connection, two mobile terminals set up a direct communication channel between themselves. The data
will be sent directly between the terminal, while the AP/CC still handles the control functions (see figure below). Note
that when direct link is not used between two parties, al traffic must go viathe AP/CC. Therefore, the direct link isa
feature that helps to off-load the AP/CC, so not al traffic have to be routed through it.

MT 1
‘*

DATA _ ‘ Hw N
MT 24/ M’ ’

Figure 9: Thedata and control flow in adirect link scenario.

The figure above describes a small scenario where the AP/CC initiates a Direct Link Setup. Both terminals must be
associated with the AP/CC before this can be done. The AP/CC initiates by sending the RLC_DM_SETUP message,
which include information about the peer’s MAC id, common attributes etc. The AP/CC is responsible for distributing a
common encryption key to the terminals and a so for handling (when needed) the key refresh. To synchronize the two
terminals, the AP/CC sendsthe RLC_DM_CONNECT_COMPLETE message.
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MT 1 MT 2 ) MWHH APICC
Association
< >
Association
: < : >
<RLC DM SEpr !
RLC DM CONNECT >

‘RLC DM CONNECT ACH
J?LC DM_SETUP

RLC DM_CONNECT
J?LC DM CONNECT ACK

<RLC DM_CONNECT COMPLETE

RLC DM CONNECT COMPLETE ACK >
ﬁLC DM_CONNECT COMPLETE
RLC DM CONNECT COMﬂ ETE_ACK

[}
< RL(IZ COMMON KEY REFRéSH

<
RLC COMMON KEY REFRESH ACK

< RLC COMMON KEY ACTIVATE
<

Figure 10: AP/CC Initiated DiL setup with key refresh.

A.2.2.2 Authentication

When encryption has been activated the mechanism for mutual authentication can start. Authentication with a pre-
shared key is mandatory to implement and RSA based signatures are optional to implement. There are six different key
identifiers and one of them is mandatory to be implement but since al of them are optional it is a choice to choose one
of them. The MT fetches the authentication key of the AP based on identities that are sent over the broadcast channels.

The MT sendsaRLC_AUTHENTICATION including the type of the AKI. Upon receiving this message the AP sends
achallengeto the MT. The MT calculates the response and creates a challenge to the AP. The MT sends a
RLC_AUTHENTICATION_AP to the AP including the response and the challenge. The AP checks the response and it
is equals the expected response the AP sendsaRLC_AUTHENTICATION_ACK including the response based on the
challenge sent by the MT. The MT checks the responseif itisavalid onei.e. if the AP is authentic.

Since the Diffie-Hellman exchange is vulnerable to a man-in-the-middle attack this mutual authentication mechanism
prevents this attack. Furthermore the proposed and selected encryption and authentication alternative is checked to
prevent an attack aiming for a lower security level than requested.

The challenge response protocol is based on a good random number generator but there is no random generator
specified in the standards so it isimplementation specific.

Pre-shared key

The keys have to be distributed to the MTs and the APs in a secure manner. It is suggested in the standard to use this
key management to business and residential environment for scalability reasons.
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The responses are calculated as:
Response=HMA C-MD5(Preshared Key, AuthenticationString)
AuthenticationString = challenge [| mt_dh | ap_dh [] auth_encryption_list | auth_encr_selected

The AuthenticationString shall include the received challenge, the proposed encryption and authentication algorithms
proposed by the MT and the selected encryption and authentication algorithms selected by the AP. If encryption is
chosen, i.e. Encryption Startup proceeded the Authentication, then the received Diffie-Hellman public value and the
sent Diffie-Hellman public value shall aso be included in the AuthenticationString. The challenge is 128 bit long and
the Diffie-Hellman public valueis 768 bit long. The length of the pre-shared keys shall be at least 128 bit long.

RSA-based

It is suggested in the standard that a public-key certificate signed by atrusted party is an efficient way to implement this
system. A PKI, Public Key Infrastructure, is needed to issue, verify and revoke public-key certificates. The signature
and the verification shall be calculated by using PK CS#1 and the MD5 hash algorithm. The response is calculated as:

Response=RSASSA_PKCS V1 5 SIGN(Private Key, AuthenticationString)

The AuthenticationString is specified in the same way as for the pre-shared key case. There are three public key lengths
specified: 512, 768 and 1024 bits.

A3 IETF

A.4 Bluetooth
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Annex B (informative):
Trust Model

B.1 Trust model entities

Although any real implementation of atrusted access solution will depend on the exact system architecture, for the
high-level concepts presented in this contribution we restrict attention to the three key players: the user/customer, the
cellular operator, and the WLAN access provider.

Figure 1 shows a simplified system model showing only the three roles and their trust relationships.

Cdluler
Operator
U-O oW
Usr WLAN
€ - = P | Aces
U-W Provider

Figure 1 Trust model

The cellular operator offers GSM/GPRS/UMTS services. Architecture-wise, the “cellular operator” box represents the
complete cellular network (including radio access network, core network, service network), and a so extends to partners
in aroaming consortium.

The WLAN access provider offers public Wireless LAN accessasaservice. The“WLAN Access Provider” box in the
figure groups the WLAN access network and its possible supporting nodes. The WLAN access provider may be “part
of” (owned by) the cellular operator or a cellular roaming partner, or it could be aWLAN-only access provider or
Wireless | SP.

The user in thismodel is assumed to be a subscriber/customer of the cellular operator who wishes to use both the
traditional cellular services and the complementary (but not complimentary) WLAN access, when available. As such,
the user is assumed to operate equipment capable of both GPRS/UMTS and WLAN access. This could be some
combination of a phone (handset or PC-card) and alaptop / PDA, or possibly a combined WLAN/GPRS terminal. The
collection of a user’s devices acting on behalf of the user will often be called aclient.

Legally, the user-operator trust relation, labelled “U-O” in Figure 1, is based on the service agreement between these
two parties. From atechnological perspective, thistrust is embodied in a shared secret stored securely both on the
user's (U)SIM and at the operator’s Authentication Centre, and allows for an authenticated secure connection between
the user’sterminal and the cellular network.

If the cellular operator and the WLAN access provider are part of the same legal entity their trust relation is self-
evident, and resultsin an intra-domain security solution. In the more general case, the operator-WLAN trust, |abelled
O-W in Figure 1, is based on roaming agreements or other partnerships (such as a Single Sign-On federation).
Physically, thistrust can trandate to a security solution for roaming, AAA, trusted or semi-trusted serversin the context
of WAP, or SMS-gateway access.

B.2 Trust relations

To design or evaluate a security solution, the trust relations between the participants must be identified. In a public
WLAN access scenario, we have one or more operators and (possibly independent) access providers, and several
subscribers.
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The subscribers cannot trust each other. Someone else accessing the network from the same WLAN access network as
the user, may be trying to perform DoS attacks targeted at the user, or eavesdrop on histraffic, steal his credentialsto
gain access at alater time etc.

An operator cannot trust any mobile terminal that tries to connect to the network. Before authentication, the mobile
station could belong to anyone, with or without a subscription. Even after a mobile station has been authenticated, the
device may act maliciously. The user himself may be performing fiendish activities, or someone else may have hijacked
his session.

The operators and/or access providers may choose to trust each other. Such trust relations normally rely on (legally
binding) roaming agreements. If such an agreement isin place, auser may use another operator’s access network, and
will be authenticated by the "home operator”. Depending on which solution is chosen, the user may have to put trust in
other, visited operators, aswell asin his home operator.

[Editor's note: It is probable that the cellular operators will provide the WLAN access in the future, and that small
WLAN-only operators will be few or non-existent. It is, however, not impossible that there will be important WLAN-only
operators on the market. These could team up with one or more cellular operators. The trust relations that are induced
by access through such an operator are the same as the ones considered in the case of roaming between two cellular
operators,]
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Annex C (informative):
Analysis of Threats

C.1  Security for Public WLAN Access

These questions related to security in the 3GPP-WLAN architecture must be addressed:
*  What needs to be protected? |.e., what are the assets, and to whom are they valuable?

*  What trust relations can be assumed? |.e., who can trust whom, and to what degree? The Trust Modd is
described in Annex B.

* What are possible attacks against the assets, how can they be performed, and what is done to detect/prevent
them?

In Sec. 3 the relevant assents and threats to those assets are identified. Sec. 4 contains examples of possible attacks.
Countermeasures are not discussed in this contribution but the threats and specific attacks should be taken into
consideration when defining security mechanisms for 3GPP-WLAN interworking.

C.2 Assets and Threats

This section describes different types of assets that are valuable to the parties involved. Threats to these assets are also
identified.

C.2.1 3GPP Operator’s Assets

Access to WLAN Services

The WLAN Servicesiswhat the 3GPP Network Operator is offering to its WLAN customers. The 3GPP Network
Operator expects some benefit in return for providing this asset.

The following threats are relevant for this asset:
e An attacker bypasses the access control and authorisation mechanismsin order to get the WLAN servicesfor free.

e An attacker impersonates alegitimate WLAN user. This way the attacker has free accessto WLAN services and
the victim gets charged for the attacker's usage of the services.

e Theattacker isalegitimate WLAN user in the sense that he has a customer relationship with the operator (i.e. a
WLAN user account), but he bypasses the authorisation mechanism to get services he has not paid for.

e Theattacker interferes with the charging mechanism for the WLAN services, rending alegitimate user's bills
incorrect.

e Theattacker isalegitimate WLAN user and he gets to interfere with the charging mechanism, e.g. to reduce the
own hill.

» Theattacker is alegitimate prepaid user that avoids disconnection when the prepaid account expires.
e Theattacker prevents WLAN users from accessing to WLAN services (DoS).

e Theattacker prevents WLAN users from accessing to the operator's WLAN services, and sets up rogue "services'
(e.g. propaganda) instead.
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Non-WLAN Assets

Other 3GPP operator assets may not be offered over WLAN access networks. Such assets are e.g. access to
GSM/UMTS CS services, accessto GPRS services, etc. Thereisathreat that an attacker takes advantage of the WLAN
access to perform attacks (e.g. impersonation, DoS, MitM, etc.) against these assets whenever the WLAN accessis not
properly secured and isolated.

C.2.2 WLAN User’s Assets

Since the user’ s subscription can be considered as an asset for the 3GPP Network Operator, the assets of the user can be
considered, to some extent, as 3GPP Operator's assets too. That is, if the user perceives that the utilisation of WLAN
services poses athreat to higher assets, it islikely that the user will avoid using those services, or that the price the user
iswilling to pay for the services will diminish. Moreover, users might claim liability of the 3GPP Network Operator for
the damage caused to their assets.

Access to WLAN Services

From the WLAN user's standpoint, thisis the asset the user expects to obtain. The user iswilling to pay a price to get
this asset.

The following threats should be considered:

e TheWLAN user getsimpersonated by an attacker, which obtains access to WLAN services at the user's expense.
Moreover, the attacker can utilise the WLAN services of the victim to perform deceitful activities.

e An attacker gets to make the user charged for servicesthat the victim has not requested.

e TheWLAN user cannot get WLAN services due to a DoS attack against the network, or to atargeted DoS attack
against that specific user.

e The WLAN user cannot access to the operator's WLAN services, and getsrogue "services' (e.g. propaganda) set up
by an attacker instead.

Note that there is some overlapping between these threats and those relevant for this asset from the 3GPP Network
Operator's standpoint. For instance, a DoS attack is a problem for the user in the sense that he/she cannot get the WLAN
services. It is aso aproblem for the Operator because it cannot charge the users for the services while they are
unavailable (unless they are charged as aflat rate) and the Operator's image gets damaged. Similar arguments can be
used for the rest of the overlaps.

User Data and Privacy

The user expects that the data he sends/receives while accessing to WLAN services, and persona information (such as
identity, which services he/she uses or where he/she islocated at a given time) is kept away from unauthorised parties.

The following threats are relevant:

*  An attacker obtains the information that the user sends/receives while accessing to WLAN services. Thisincludes
user credentials transferred during the authentication phase, as well as any other data (e.g. documents) exchanged
once the user has gained access to the WLAN services. The attacker might know or not who the user is.

e  An attacker manipulates or substitutes the information that the user sends/receives while accessing to WLAN
services. The attacker might know or not who the user is.

e An attacker analyses the information sent/received by users (evenif it is mostly concealed) in order to derive some
personal information about the users (such as which services they are using or where they are located at a given
time).

e An attacker obtains information about the user (permanent identity etc.) and traces where and when the user has
been accessing WLAN services.
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C.2.3 WLAN Access Network Provider’'s Assets

In principle, the WLAN Access Network is outside the scope of 3GPP-WLAN interworking standardisation.
Nevertheless, it isimportant to consider the "Accessto WLAN Services' asset of the WLAN Access Network provider,
sinceit can be regarded as apart of the "Accessto WLAN Services' asset of the 3GPP Operator. In fact, many threats
against the 3GPP Operator’ s assets can be realised by attacking the WLAN AN. Therefore, it isimportant that 3GPP-
WLAN interworking sets security requirements on the WLAN AN and/or chooses a security solution that is robust to
different levels of WLAN AN security.

The same threats as for the "Accessto WLAN Services' asset of the 3GPP Operator are valid here.

C.3 Attacks

This section is an attempt to give a concrete form to the threats of the previous section, and to identify several attacks
that are applicable in atypical WLAN-3GPP interworking scenario. A single attack can be used to realise one or
possibly several of the threats described in the Sec. 3, depending on the intent of the attacker. An attacker setting up a
rouge AP may e.g. attempt to get free access, modify alegitimate user’ s traffic or do a Denial of Service attack. Most of
the attacks are performed by an attacker in the WLAN AN but may have implications on the 3GPP operator’ s assets.
Attacks can a so be performed remotely over the Internet. For certain types of attacks, the perpetrator does not need to
“beapart” of the network. Examples are some types of layer 2 attacks and certain DoS attacks, e.g. setting up aradio
jammer in a hotspot. Other attacks require that the attacker has access to the WLAN AN or the Internet. It should be
noted that an easy way of getting accessto the WLAN AN isto simply become alegitimate subscriber.

The attacks are classified according to where the attack is performed/launched:
e VictimsWLAN UE
+ Attacker'sWLAN UE and/or AP
*  WLAN Access Network infrastructure
»  Other device on the Internet

The attacks mentioned are by no means the only ones possible. Moreover, the actual possibility to carry out an attack
may depend on the WLAN technology and the level of WLAN specific protection used.

Even though some attacks can be easily prevented no effort is made in this section to describe countermeasures.

Attacks at the Victim's WLAN UE

Open platform terminals may be infected by viruses, Trojan horses or other malicious software. The software operates
without the knowledge of the user on his terminal, and can be used for different types of attacks:

» If the user has credentials stored on a smart card connected to histerminal, a Trojan residing in the terminal
can make fake requests to the smart card and send challenge-response results to another MS. For example, the
owner of the latter MS could then get access with the stolen credentials.

Note that this attack is performed inside the terminal, and it isindependent of the external link between the
terminal and the smartcard reader, which can be secured or assumed to be physically secure.

*  Trojans may perform all the usual activities: monitor the user’s keyboard or sensitive data, and forward the
information to another machine.

» Malicious software can be used to perform Distributed DoS (DDoS) attacks. That is, several instantiations of
the software (residing on different hosts) synchronise and start a DoS attack simultaneously against a target.

*  Malicious software could be trying to connect to different WLAN:s, just to annoy the user.

Alternatively, the (U)SIM in the cellular phone can be used remotely from the WLAN client through a serial, infrared,
or Bluetooth connection; in order to use the phone as a smartcard reader. As the terminal must access the (U)SIM in the
phone, the link in between must be secure. Both cable and IR can be assumed physically secure, and Bluetooth will
depend highly on the current Bluetooth security mechanism.
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Attacks from an Attacker's WLAN UE and/or AP

Several types of attacks are possibleif the attacker has accessto a laptop with WLAN interfaces and/or an Access Paint.
Denia of Service (DoS) attacks are easy to launch, e.g. by setting up aradio jammer at the hot spot. For some WLAN
technologies, the layer 2 control signalling is not integrity protected opening up for DoS attacks by e.g. disassociating
legitimate users.

Unless protected, an attacker can easily eavesdrop on the traffic between a user and an AP. The only equipment needed
to do thisisalaptop withaWLAN interface

In arogue AP/ rogue network attack, the attacker e.g. employs an AP (masqueraded as a legitimate AP in a given
hotspot) connected to a WLAN UE. Based on signal strength, an unsuspecting WLAN UE may connect to the rogue
AP. Thistype of attack can be used to realise severa different threats. The attacker could possibly modify the user’s
traffic or divert the traffic to a network other than the WLAN AN the user intended to use. The attacker could e.g. also
fake a network or acommercial site to get accessto e.g. credit card information. The attacker can also act asaMinin
the Middle during the authentication procedure and cause the MAC/IP address-pair of the attacking WLAN UE to be
bound to the credentials of the legitimate user. As a consequence, the attacker gains access to anything the legitimate
user would, while the legitimate user is denied access.

An important class of |P-network attacks relevant in connection with rogue AP / networks are “ service spoofing”
attacks, where the attacker impersonates one or several services/serversin the network, e.g., a DNS server or a DHCP
server. These attacks could be performed e.g. by setting up arouge AP. Another set of attacks uses fake
configuration/control messages (such as ARP or ICMP messages) to redirect a user’ straffic. ARP spoofing could aso
be used to redirect the AP straffic, e.g. AAA messages generated by the AP. Note that the above include only the best-
known and most serious attacks. Given the rich (and always expanding) set of protocols run over IP, al possible attacks
could not be accounted for.

Another way to interfere or possibly gain access for an attacker isto simply eavesdrop on the traffic around an AP.
Depending on WLAN technology and the level of protection, the MAC and IP addresses may be sent in the clear (they
are not encrypted) and the attacker can record these. When the attacker knows the MAC/IP address-pair of a user
currently connected, he can set his own addresses to the same values.

Attacks at the WLAN AN Infrastructure

Attacks can be performed at the WLAN AN infrastructure, e.g. Access Points (AP), the LAN connecting the APs,
Ethernet switches etc. To perform any type of attacks “inside” the WLAN AN, the attacker needs access to the network
in some way. For ordinary wired networks, an attacker needs to somehow hook up to the wires to get access. The
WLAN AN ispartially awired network, and an attacker may hook up to that part of the network. In public spaces the
APs and corresponding wired connections may be physically accessible by attackers. Simply connecting a laptop to the
wired LAN “behind” the APs may give the attacker free access to WLAN services as well as access to other user’s data
and signalling traffic.

Depending on where charging dataiis collected, an attacker with access to the wired LAN of the WLAN AN can also
interfere with the charging functions. If the volume based charging model is applied, an attacker could e.g. inject
packets with any chosen source or destination MAC and | P addresses, just to increase a user’ s hill.

Attacks Performed by Other Devices on the Internet
Several attacks can be performed from devices connected to the Internet.

If the volume based charging model is applied, an attacker could flood a user with garbage packets, just to increase the
user’shill. Thisise.g. effective if the attacker resides somewhere on the Internet with aflat rate charging model, or if
the attacker has infected other users’ machines with “bot”-software. (Bot is short for robot, and refers to software that
“lives on itsown”.) The bot could for instance listen for connections on a certain port, and when receiving a command
from the attacker on that port, it starts flooding a given IP address with packets. Various distributed denial of service
(DDoS) tools using such bots are known and available in the hacker world.
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Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presentedto TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

WLAN is not asingle radio technology, several different technologies fall into the category called WLAN. Existing
industry standard is |EEE 802.11b operating at 2,4 GHz ISM band. New entrant for this same band is Bluetooth and
technol ogies such as IEEE 802.11aand ETSI BRAN Hiperlan2 are being devel oped for the 5GHz band.

Despite the different radio technologies, all these WLAN systems are commonly used for transportation of 1P
datagrams. The specific WLAN technology used in each wireless IP network is not very visible for the layers above IP.

TSG SA WG3 will need to understand the models and mechanisms under which these technologies can be used to
securely interwork with 3GPP networks.
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1 Scope

The present document specifies the security architecture, trust model and security requirements for the interworking of
the 3GPP System and WLAN Access Networks.

Recommendations of the appropriate mechanisms for user and network authentication, key management, service
authorization, confidentiality and integrity protection of user and signalling data are also provided.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

(1 3GPP TR 22.934: " Feasibility study on 3GPP system to Wireless Local Area Network (WLAN)
interworking;".

[2] 3GPP TR 23.934: "3GPP system to Wireless Loca Area Network (WLAN) Interworking;
Functional and architectural definition".

[3] RFC 2284, March 1998, "PPP Extensible Authentication Protocol (EAP)".

[4] draft-arkko-pppext-eap-aka-06, November 2002, "EAP AKA Authentication".

[5] draft-haveri nen-pppext-eap-sim-07, November 2002, "EAP SIM Authentication”.

[6] IEEE Std 802.11i/D2.0, March 2002, "Draft Supplement to STANDARD FOR

Telecommunications and | nformation Exchange Between Systems - LAN/MAN Specific
Reguirements - Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY)
specifications. Specification for Enhanced Security".

[7] RFC 2716, October 1999, "PPP EAP TL S Authentication Protocol”.

[8] SHAMAN /SHA/DOC/TNO/WP1/D02/v050, 22-June-01, "Intermediate Report: Results of
Review, Requirements and Reference Architecture”.

[9 ETSI TS 101 761-1 v1.3.1B "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
Data Link Control (DLC) layer; Part 1: Basic Data Transport".

[20] ETSI TS 101 761-2 v1.2.1C "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
DataLink Control (DLC) layer; Part 2: Radio Link Control (RLC) sublayer”.

[11] ETSI TS 101 761-4v1.3.1B "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
Data Link Control (DLC) layer; Part 4 Extension for Home Environment".

[12] ETSI TR 101 683 v1.1.1 "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
System Overview".

[23] 3GPP TS 23.234 "3GPP system to Wireless Local Area Network (WLAN) Interworking System
Description".

[14] RFC 2486, January 1999, "The Network Access I dentifier”.

[15] RFC 2865, June 2000, "Remote Authentication Dial In User Service (RADIUS)".

3GPP



Release 6 7 3GPP TS 33.234 V0.5.0 (2003-06)

[16] RFC 1421, February 1993, "Privacy Enhancement for Internet Electronic Mail: Part |I: Message
Encryption and Authentication Procedures'.

[17] Federal Information Processing Standard (FIPS) draft standard, "Advanced Encryption Standard
(AES)", November 2001.

[18] 3GPP TS 23.003: "Numbering, addressing and identification".

[19] IEEE P802.1X/D11 June 2001, "Standards for Local Area and Metropolitan Area Networks:
Standard for Port Based Network Access Control".

[20] 3GPP TR 21.905: "V ocabulary for 3GPP Specifications'.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
Data origin authentication: The corroboration that the source of data received is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfreshif it can be guaranteed to be new, as opposed to an old key being reused through actions
of either an adversary or authorised party.

WLAN coverage: an areawhere wireless local area network access services are provided for interworking by an entity
in accordance with WLAN standards.

WLAN-UE: user equipment to accessa WLAN interworking with the 3GPP system, including all required security
functions.

[Editors note This WLAN-UE definition needs to be reflected in related specifications)

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply, [20] contains additional applicable
abbreviations:

AAA Authentication Authorisation Accounting
AKA Authentication and Key Agreement

EAP Extensible Authentication Protocol
WLAN Wireless Local Area Network
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4 Security Requirements for the 3GPP-WLAN
Interworking

[Editor’s note: This section shall have a description of the overall architecture for the 3G-WLAN interworking
system and alist of the identified security requirements]

4.1 Security architecture and Roles

41.1 Reference Model

The home network is responsible for access control. The Wx interface is intra-operator. The 3GPP network interfaces
to, WLANS, viathe Wr interface.

The 3GPP proxy AAA relays access control signalling to the home 3GPP AAA server viathe Wsinterface.

Intranet / Internet

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

WLAN Access
(with or without an
! intermediate network) LW

UE | ! | 3GPP
: Proxy AAA

3GPP | 3GPP Home Network i

HSS

Figure 4.1: Access Control Reference Model

4.1.2 Network elements

The list below describes the access control related functionality in the network elements of the 3SGPP-WLAN
interworking reference model:

- the WLAN-UE, equipped with aUICC (or SIM card), for accessing the WLAN interworking service):
- may be capable of WLAN access only;
- may be capable of both WLAN and 3GPP System access,
- may be capable of simultaneous access to both WLAN and 3GPP systems;

[Editors note: definition of simultaneous access still TBA with SA1- LSin S3030169] Reply to SA2 in S3-030188
provides some clarification
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- May be alaptop computer or PDA withaWLAN card, UICC (or SIM card) card reader, and suitable
software applications;

- May befunctionally split over several physical devices, that communicate over local interfaces e.g.
Bluetooth, IR or serial cable interface;

[Editors Note: All these alternatives must be carefully studied from a security perspective.]

4.2

the AAA proxy represents alogical proxying functiondity that may reside in any network between the WLAN
and the 3GPP AAA Server. These AAA proxies are able to relay the AAA information between WLAN and the
3GPP AAA Server.

The number of intermediate AAA proxiesis not restricted by 3GPP specifications. The AAA proxy functionality
can reside in a separate physical network node, it may reside in the 3GPP AAA server or any other physica
network node;

the 3GPP AAA server islocated within the 3GPP network. The 3GPP AAA server:
- retrieves authentication information from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

- authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signalling may pass through AAA proxies,

- communicates authorisation information to the WLAN potentially via AAA proxies.

Security Requirements

421 General

The authentication scheme shall be based on a challenge response protocol.

All long-term security credentials used for subscriber and network authentication shall be stored on UICC or
SIM card.

Long term security credentials, which are stored on the UICC or SIM card, shall not leave the UICC or SIM
card.

Mutual Authentication shall be supported.

4.2.2 Signalling and user data protection

The subscriber should have at least the same security level for WLAN access asfor his current cellular access
subscription.

3GPP systems should support authentication methods that support protected success/failure indications. Editors
note: FFSif thisispossible.

The selected WLAN (re-) authentication mechanisms for 3GPP interworking shall provide at least the same level
of security as[33.102] for USIM based access.

The selected WLAN ( re-authentication mechanism for 3GPP interworking shall provide at least the same level
of security as[43.020} for SIM based access.

Selected WLAN Authentication mechanisms for 3GPP interworking shall support agreement of session keying
material.

3GPP systems should provide the required keying material with sufficient length and the acceptable level s of
entropy as required by the WLAN subsystem

[Editors note: LS (S3-030166) sent to IEEE 802.11-task group i on their requirements over key length and entropy

of keying material]

Selected WLAN key agreement and key distribution mechanism shall be secure against man in the middle
attacks.
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- Protection should be provided for WLAN authentication data and keying material on the Wr, Ws and Wx
interfaces.

-  TheWLAN technology specific connection between the WLAN-UE and WLAN AN shall be able to utilise the
generated session keying material for protecting the integrity of an authenticated connection.

[Editor’s note: Threats on the Wr interface are not clear yet, so protection on thisinterface is FFS]

4.2.3 User identity privacy

- Any secret keys used in 3G AAA servers for the generation of pseudonyms should be infeasible for an attacker
torecover.

- It shall beinfeasible for an attacker to recover the corresponding permanent identity, given any pseudonym(s).

- It shall beinfeasible for an attacker to generate a valid pseudonym.

4.2.4  WLAN-UE Functional Split

The security functionality required on the terminal side for WLAN-3G interworking may be split over severd physical
devicesthat communicate over local interfaces. If thisisthe case, then the following requirements shall be satisfied:

- Any locd interface shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

- Theendpoints of alocal interface should be authenticated and authorised. The authorisation may be implicitin
the security set-up.

- Theinvolved devices shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

[ Editor’s note: New work item approved at SA3#28" U(SIM) Security Reuse by Peripheral Device on local
Interfaces" (S3-030307). The Local interface" undetected modification™ requirement - cryptographic
requirement for short range e.g. Bluetooth is FFS pending the completion of this WI]

4.2.5 Link layer security requirements

[Editors note: This section is FFS, LS (S3-030167) sent to SA2 group. On 1) the need for requiring 802.11i in TS
23.234. SA2 to explain the impact (if any) a change of technology from 802.11i to WPA would have on
the standardisation work. 2) SA2 to study the architectural impacts of implementing protection on Wr
interface 3) SA2 to Investigate the importance of specifying specific WLAN technologies to be used for
the WLAN access network]

Most WLAN technologies provide (optiona) link-layer protection of user data. Since the wirelesslink islikely to be the
most vulnerable in the entire system, 3GPP-WLAN interworking should take advantage of the link layer security
provided by WLAN technologies. The native link-layer protection can also prevent against certain IP-layer attacks.

In order to set the bar for allowed WLAN protocols, 3GPP should define requirements on link layer security. The
existing and work-in-progress WLAN standards can then be evaluated based on these requirements.

Areas in which requirements should be defined are:

4.25.1 Confidentiality and integrity protection of user data
- Can user databe sent in the clear or is some kind of protection required?
- Isit enough to integrity protect user data or should it be encrypted as well?

- How strong must the WLAN security protocols be? Compare e.g. WEP, TKIP and CCMP in the case of 802.11
WLAN.
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4.2.5.2 Protection of signalling
- What implications on 3GPP-WLAN security doesit have if the WLAN control signalling is unprotected?
(Currently 802.11 management frames are not protected by 802.11i).
4.2.5.2 Key distribution, key freshness validation and key ageing

- Can encryption keys generated during EAP authentication be used directly as encryption keys for the link layer
or must there be a handshake between UE and AP to e.g. ensure freshness? (Like the 4-way handshake of
802.11i).

- What are the security implications of not having a UE-AP key handshake?

5 Security features

[Editor’s note: This section shall explain the provided security featuresin detail]

5.1 Authentication of the subscriber and the network and Key
Management

[Editor’s note: This section shall deal with subscriber identity and authentication of the subscriber and Home
Network/Serving Network. The authentication and key management mechanisms fulfilling the
requirementsin chapter 4 shall be listed here]

51.1 End to End Authentication

WLAN Authentication signalling is executed between WLAN-UE and 3GPP AAA Server. This authentication
signalling shall be independent on the WLAN technology utilised within WLAN Access network.. WLAN
authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as
specified in RFC 2284 (ref. [3])

5.1.2 Transport of authentication signalling over the WLAN Radio
interface

WLAN authentication signalling is carried between WLAN-UE and WLAN Access Network by WLAN Access

Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security

requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multi-vendor interoperability

these WLAN technology specific protocols shall conform to existing standards of the specific WLAN access

technology. For |IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shal conform to IEEE 802.11i
standard (ref. [6]).

5.1.3  Transport of authentication signalling between the WLAN access
network and the 3GPP AAA proxy server
WLAN Authentication signalling shall be transported over Wr reference point by standard mechanisms, which are

independent on the specific WLAN technology utilised within the WLAN Access network. The transport of
Authentication signalling over Wr reference point shall be based on standard Diameter or RADIUS protocols.

5.1.4  Transport of authentication signalling between the 3GPP AAA proxy
server and the 3GPP AAA server

WLAN Authentication signalling shall be transported over Ws reference point by standard mechanisms.
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5.1.5  Transport of authentication signalling between the 3GPP AAA server
and the HSS

WLAN Authentication signalling shall be transported over Wx reference point by standard mechanisms.

5.1.6 User ldentity Privacy

User identity privacy (Anonymity) is used to avoid sending the cleartext permanent subscriber identity (NAI) and make
the subscriber's connections unlinkabl e to eavesdroppers.

User identity privacy is based on temporary identities, or pseudonyms. The procedures for distributing, using and
updating temporary identities are described in ref. [4] and [5]. Support of this feature is mandatory for implementations,
but optional for use.

The AAA server generates and delivers the pseudonym to the WLAN-UE as part of the authentication process. The
WLAN-UE shall not interpret the pseudonym, it will just store the received identifier and use it at the next
authentication. Clause 6.4 describes a mechanism that allows the home network to include the user's identity (IMSI)
encrypted within the pseudonym.

To avoid user traceability, the user should not be identified for along period by means of the same temporary identity.
On the other hand, the AAA server should be ready to accept at least two different pseudonyms, in case the WLAN-UE
fails to receive the new oneissued from the AAA server. The mechanism described in Clause 6.4 also includes facilities
to maintain more than one allowed pseudonym.

If identity privacy is used but the AAA server cannot identify the user by its pseudonym, the AAA server requests the
user to send its permanent identity. This represents a breach in the provision of user identity privacy. It isamatter of
the operator's security policy whether to allow clients to accept requests from the network to send the cleartext
permanent identity. If the client rejects a legitimate request from the AAA server, it will be denied access to the service.

[Editor's note: The use of PEAP with EAP/AKA and EAP/SIM is currently under consideration. If PEAP is used,
the temporary identity privacy scheme provided by EAP/AKA and EAP/SIM is not needed.]

51.7 Re-authentication

[Editor’s note: The text below requires further study - SA3 have identified areas that will need to be enhanced with
further contributions from SA3 delegates. For example, the rules on the ratio between full SIM/USIM
authentication and the re-authentication method and the exact details of the replay protection scheme
require further study.]

"On some networks, EAP authentication may be performed frequently. For such cases, EAP SM and EAP AKA include
an optional re-authentication procedure. Re-authentication causes less |oad on the network and is faster to execute than
the full SIM/USIM authentication procedure. Re-authentication is optional to implement for both the WLAN UE and
3GPP AAA server. On each EAP authentication, either one of the entities may also fall back on full authentication if
they do not want to use re-authentication. Re-authentication is based on the keys derived on the preceding full
authentication.

On re-authentication, the UE protects against replays with an unsigned 16-bit counter. The server includes an
encrypted server nonce (NONCE_S) in the re-authentication request. The Message Authentication Code attribute in the
client'sresponseis calculated over NONCE_Sto provide a challenge/response authentication scheme. The NONCE_S
also contributes to the new session keys.

Because one of the objectives of the re-authentication procedure is to reduce load on the network, the re-authentication
procedure does not require the 3GPP AAA server to contact a reliable database. Therefore, the re-authentication
procedure makes use of separate re-authentication user identities. Pseudonyms and the permanent IMS -based identity
are reserved for full authentication only. The network does not need to store re-authentication identities as carefully as
pseudonyms. If a re-authentication identity is lost and the network does not recognize it, the 3GPP AAA server can fall
back on full authentication.

If the 3GPP server supports re-authentication, it may communicate an encrypted re-authentication identity for next re-
authentication to the WLAN UE during full authentication. If the client wants to use re-authentication, it uses this re-
authentication identity on next authentication."
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5.2 Confidentiality protection

[Editor’s note: This section shall deal with what confidentiality protection that is provided between different nodes
both inter domain, intra domain and the WLAN-UE. It shall justify the selected mechanisms (hop-by-hop
or end-to-end) and protection at different layers]

5.3 Integrity protection

[Editor’s note: This section shall deal with what integrity protection that is provided between different nodes both
inter domain, intradomain and the WLAN-UE. It shall justify the selected mechanisms ( hop-by-hop or
end-to-end) and protection at different layers]

54 Visibility and configurability

[Editor’s note: This section shall contain what the subscriber shall be able to configure and what is visible for the
subscriber regarding the actual protection the subscriber is provided with.]

55 Immediate Service Termination

[Editor’s note: This section shall deal with the network capability to terminate ongoing subscriber activitiesin the
WLAN access when thisis required due to e.g. end of subscription, expiration of charging account,
detection of fraudulent activities, etc.]

6 Security mechanisms

[Editor’s note: This section shall describe the security mechanisms that are provided inter domain, intra domain and
to the WLAN-UE.]

6.1 Authentication and key agreement

[Editor’s note: This section shall describe in detail how the authentication is performed and how the keys are derived
and delivered to the different nodes.]

[Editor’s note: The content of this section is directly copied from TS 23.xxx v0.1.0 and shall be reviewed by SA3]

6.1.1 USIM-based Authentication

USIM based authentication is a proven solution that satisfies the authentication requirements from section 4.2. This
form of authentication shall be based on EAP-AKA (ref. [4]), as described in section 6.1.1.1.

[Editor’s note: also see section 4.2.4 on WLAN-UE Functional Split]

6.1.1.1 EAP/AKA Procedure

The EAP-AKA authentication mechanismis specified in ref. [4]. The present section describes how this mechanismis
used in the WLAN-3GPP interworking scenario.
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Figure 7.1: Authentication based on EAP AKA scheme

1. A connection is established between the WLAN-UE and the WLAN-AN, using a Wireless LAN technology
specific procedure (out of scope for this specification).
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2. The WLAN-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

3. The WLAN-UE sends an EAP Response/l dentity message. The WLAN-UE sends itsidentity complying with
Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either atemporary identifier
(pseudonym) allocated to WLAN-UE in previous authentication or, in the case of first authentication, the IMSI.

NOTE: Generating an identity conforming to NAI format from IMSI is defined in EAP/AKA [4]

4. The message isrouted towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE: Diameter referral can also be applied to find the AAA server.
5. The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity.

6. 3GPP AAA Server identifies the subscriber as a candidate for authentication with EAP-AKA, based on the
received identity. The 3GPP AAA Server then checksthat it has an unused authentication vector available for
that subscriber . If not, a set of new authentication vectorsis retrieved from HSS/HLR. A mapping from the
temporary identifier to the IMSI may be required.

NOTE: It could also be the case that the 3GPP AAA Server first obtains an unused authentication vector for the
subscriber and, based on the type of authenticator vector received (i.e. if aUMTS authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-AKA.

7. 3GPP AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS. 3GPP AAA Server verifiesthat the subscriber is authorized to use the WLAN service.

Although this step is presented after step 6 in this example, it could be performed at some other point, however
before step 14. (This will be specified as part of the Wx interface.)

8. New keying material is derived from IK and CK., cf. [4]. This keying material isrequired by EAP-AKA, and
some extra keying material may also be generated for WLAN technology specific confidentiality and/or integrity
protection.

A new pseudonym mat be chosen and protected (i.e. encrypted and integrity protected) using EAP-AKA
generated keying material ..

9. 3GPP AAA Server sends RAND, AUTN, a message authentication code (MAC) and protected pseudonym (in
case it was generated) to WLAN-AN in EAP Request/AKA-Challenge message.

10. The WLAN-AN sends the EAP Request/AKA-Challenge message to the WLAN-UE.

11. WLAN-UE runs UMTS agorithm on the USIM. The USIM verifiesthat AUTN is correct and hereby
authenticates the network. If AUTN isincorrect, the terminal rejects the authentication (not shown in this
example). If the sequence number is out of synch, terminal initiates a synchronization procedure, c.f. [4]. If
AUTN iscorrect, the USIM computes RES, IK and CK.

Using IK and CK the WLAN-UE checks the received MA C and derives required additional keying material
If aprotected pseudonym was received, then the WLAN-UE stores the pseudonym for future authentications.

12. WLAN-UE sends EAP Response/AK A-Challenge containing calculated RES and anew MAC valueto WLAN-
AN

13. WLAN-AN sends the EAP Response/AKA-Challenge packet to 3GPP AAA Server
14. 3GPP AAA Server checksthe received MAC and compares XRES to the received RES.

15. If al checksin step 14 are successful, then 3GPP AAA Server sends the EAP Success message to WLAN-AN.
If some extra keying material was generated for WLAN technology specific confidentiality and/or integrity
protection then the 3GPP AAA Server includes this keying material in the underlying AAA protocol message
(i.e. not at EAP level). The WLAN-AN stores the keying material to be used in communication with the
authenticated WLAN-UE.
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16. WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message. Now the
EAP AKA exchange has been successfully completed, and the WLAN-UE and the WLAN-AN share keying
material derived during that exchange.

6.1.2 GSM SIM based authentication

SIM based authentication is useful for GSM subscribers that do not have a UICC with a USIM application. Thisform of
authentication shall be based on EAP-SIM (ref. [5]), as described in section 6.1.2.1. This authentication method satisfies
the authentication requirements from section 4.2., without the need for a UICC with a USIM application

[Editor’s note: also see section 4.2.4 on WLAN UE split]

6.1.2.1 EAP SIM procedure

The EAP-SIM authentication mechanism is specified in ref. [5]. The present section describes how this mechanismis
used in the WLAN-3GPP interworking scenario.
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7.2: Authentication based on EAP SIM scheme

1. A connection is established between the WLAN-UE and the WLAN-AN, using a Wireless LAN technology
specific procedure (out of scope for this specification).
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2. The WLA-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

3. The WLAN-UE sends an EAP Response/l dentity message. The WLAN-UE sendsitsidentity complying with
the Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either atemporary identifier
(pseudonym) allocated to WLAN-UE in previous authentication or, in the case of first authentication, the IMSI.

NOTE: Generating an identity conforming to NAI format from IMSI is defined in EAP/SIM.

4. The messageis routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE: Diameter referral can also be applied to find the AAA server.
5. The3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity.

6. The 3GPP AAA Server, identifies the subscriber as a candidate for authentication with EAP-SIM, based on the
received identity, , and then it sends the EAP Request/SIM-Start packet to WLAN-AN.

NOTE: It could also be the case that the 3GPP AAA Server first obtains an authentication vector for the
subscriber and, based on the type of authenticator vector received (i.e. if a GSM authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-SIM.

7. WLAN-AN sends the EAP Request/SIM-Start packet to WLAN-UE

8. The WLAN-UE chooses a fresh random number NONCE_MT. The random number is used in network
authentication.

The WLAN-UE sends the EAP Response/SIM-Start packet, containing NONCE_MT, to WLAN-AN.
9. WLAN-AN sends the EAP Response/SIM-Start packet to 3GPP AAA Server

10. The AAA server checks that it hasavailable N unused authentication vectors for the subscriber. Several GSM
authentication vectors are required in order to generate keying material with effective length equivalent to EAP-
AKA.. If N authentication vectors are not available, a set of authentication t vectorsisretrieved from HSS/HLR.
A mapping from the temporary identifier to the IMSI may be required.

Although this step is presented after step 9 in this examples, it could be performed at some other point, for
example after step 5, however before step 12. (Thiswill be specified as part of the Wx interface.)

11. The AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.

Although this step is presented after step 10 in this example, it could performed at some other point, however
before step 18. (This will be the specified as part of the Wx interface).

12. New keying material is derived from NONCE_MT and N Kc keys. This keying material is required by EAP-
SIM, and some extra keying material may also be generated for WLAN technology specific confidentiality
and/or integrity protection.

A new pseudonym may be chosen and protected (i.e. encrypted and integrity protected) using EAP-SIM
generated keying material.

A message authentication code (MAC) is calculated over the EAP message using an EAP-SIM derived key.
ThisMAC is used as a network authentication value.

3GPP AAA Server sends RAND, MAC, and protected pseudonym (in case it was generated) WLA-AN in EAP
Request/SIM-Challenge message.

13. The WLAN sends the EAP Request/SIM-Challenge message to the WLAN-UE.
14. WLAN-UE runs N times the GSM A3/A8 algorithmsin the SIM, once for each received RAND.

This computing gives N SRES and Kc values.
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The WLAN-UE derives additional keying material from N K¢ keys and NONCE_MT.

The WLAN-UE calculates its copy of the network authentication MAC and checksthat it is equal with the
received MAC. If the MAC isincorrect, the network authentication has failed and the WLAN-UE cancels the
authentication (not shown in this example). The WLAN-UE continues the authentication exchange only if the
MAC is correct.

WLAN-UE calculates anew MAC covering the EAP message concatenated to the N SRES responses.

If aprotected pseudonym was received, then the WLAN-UE stores the pseudonym for future authentications.
15. WLAN-UE sends EAP Response/SIM-Challenge containing calculated MAC to WLAN-AN.
16. WLAN-AN sends the EAP Response/SIM-Challenge packet to 3GPP AAA Server.
17. 3GPP AAA Server compares its copy of the response MAC with the received MAC.

18. If the comparison in step 17 is successful, then 3GPP AAA Server sends the EAP Success message to WLAN-
AN. If some extra keying material was generated for WLAN technology specific confidentiality and/or integrity
protection, then the 3GPP AAA Server includes this derived keying material in the underlying AAA protocol
message. (i.e. not at EAP level). The WLAN-AN stores the keying materia to be used in communication with
the authenticated WLAN-UE.

19. WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message. Now the
EAP SIM exchange has been successfully completed, and the WLAN-UE and the WLAN_AN may share
keying material derived during that exchange.

NOTE: Thederivation of the value of N isfor further study.

6.1.3 EAP support in Smart Cards

[Editors note LS (S3-030187/ S1-030546 ) from SA1 has stated that "There are requests from operators for a secure
SIM based WLAN authentication solution". SA3 has SA1linan LS (S3-030306) if thisrequest is
confirmed. The input paper to SA3 on this can be found at:

http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3 28 Berlin/Docs/ZI1P/S3-030198.zip |

6.1.4 Re-authentication mechanisms

[Editor’s note: This section shall describe the mechanisms to support the re-authentication feature described in
5.1.7]

6.2 Confidentiality mechanisms

[Editor’s note: This section shall deal with cipher agorithmg]

6.3 Integrity mechanisms

[Editor’s note: This section shall deal with integrity agorithms]
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6.4 Temporary identity management

6.4.1 Pseudonym Generation

Pseudonyms are generated as some form of encrypted IMSI. Advanced Encryption Standard (AES) (seeref. [17]) in
Electronic Codebook (ECB) mode of operation with 128-bit keys is used for this purpose.

In order to encrypt with AESin ECB mode, it is hecessary that the length of the clear text isamultiple of 16 octets.
This clear text isformed as follows:

1. A Compressed IMS is created utilising 4 bits to represent each digit of the IMSI. According to ref. [18], the
length of the IMSI is not more than 15 digits (numerical characters, 0 through 9). The length of the Compressed
IMS shall be 64 bits (8 octets), and the most significant bits will be padded by setting all the bitsto 1.

E.g. IMSI =214070123456789 (MCC =214 ; MNC =07 ; MSIN = 0123456789)
Compressed IMS| = OxF2 0x14 0x07 0x01 0x23 0x45 0x67 0x89

Observe that, at reception of a pseudonym, it is easy to remove the padding of the Compressed IMS as none of
the IMSI digits will be represented with 4 bits set to 1. Moreover, a sanity check should be done at reception of a
pseudonym, by checking that the padding, the MCC and the MNC are correct, and that all characters are digits.

2. A Padded IMS is created by concatenating an 8-octet random number to the Compressed IMS.

A 128-bit secret key, Kpsey, is used for the encryption. The same secret key must be configured at all the WLAN AAA
serversin the operator network so that any WLAN AAA server can obtain the permanent identity from a pseudonym
generated at any other WLAN AAA server (see section 6.4.2).

The figure below summarises how the Encrypted IMS is obtained.

Kpseu

\ 4

AES in

Padded IMSI ——» ECB mode

—» Encrypted IMS]|

Once the Encrypted IMS has been generated, the following fields are concatenated:
- Encrypted IMS, so that a AAA server can later obtain the IMSI from the pseudonym.

- Key Indicator, so that the AAA server that receives the pseudonym can locate the appropriate key to de-encrypt
the Encrypted IMSI. (See section 6.4.2.)

- Pseudonym Tag, used to mark the identity as a pseudonym. The tag should be different for pseudonyms
generated for EAP-SIM and for EAP-AKA.

«—6 bits—»<«—4 bits—»«———128 bits (16 octets) ——»|

Key
Indicator

Tag Encrypted IMSI

138 bits

A

The Pseudonym Tag is necessary so that when aWLAN AAA receives a user identity it can determine whether to
processit as a permanent or atemporary user identity. Moreover, according to EAP-SIM/AKA specifications, when the
Authenticator node (i.e. the AAA server) receives atemporary user identity from which a permanent user identity
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cannot be successfully obtained, then the permanent user identity must be requested from the WLAN client. Asthe
procedure to request the permanent user identity is different in EAP-SIM and EAP-AKA, the Pseudonym Tag must be
different for EAP-SIM pseudonyms and for EAP-AKA pseudonyms, so that the AAA can determine which procedure
to follow.

The last step in the generation of the pseudonym consists on converting the concatenation above to a printable string
using the BASE64 method described in section 4.3.2.4 of ref. [16]. With this mechanism, each 6-bit group is used as an
index into an array of 64 printable characters. Asthe length of the concatenation is 138 bits, the length of the resulting
pseudonym is 23 characters, and no padding is necessary. Observe that the length of the Pseudonym Tag has been
chosen to be 6 bits, so that it directly translates into one printable character after applying the transformation. Therefore,
a reception of auser identity, the AAA server can recognise that it is a pseudonym for EAP-SIM or a pseudonym for
EAP-AKA without performing any reverse transformation (i.e. without translating any printable character into the
corresponding 6 bits).

6.4.2 Key Management

A 128-bit encryption key shall be used for the generation of pseudonyms for a given period of time determined by the
operator. Once that time has expired, a new key shall be configured at all the WLAN AAA servers. The old key shall
not be used any longer for the generation of pseudonyms, but the AAA servers must keep a number of suspended (ol d)
keys for the interpretation of received pseudonyms that were generated with those old keys. The number of suspended
keys kept in the AAA servers (up to 16) should be set by the operator, but it must be at least one, in order to avoid that a
just-generated pseudonym becomes invalid immediately due to the expiration of the key.

Each key must have associated aKey Indicator value. This valueisincluded in the pseudonym (see Key Indicator field
in section 6.4.1), so that when aWLAN AAA receives the pseudonym, it can use the corresponding key for obtaining
the Padded IMS (and thence the Username).

If apseudonym is sent to a WLAN client but then the user does not initiate new authentication attempts for along
period of time, the key used for the generation of that pseudonym could eventually be removed from all the WLAN
AAA servers. If the user initiates an authentication attempt after that time using that old pseudonym, the receiving AAA
server will not be able to recognise the pseudonym as a valid one, and it will request the permanent user identity from
the WLAN client. Hence, in order to achieve that permanent user identities are used as little as possible, it is
recommended that the encryption key is not renewed very often.

The configuration of the keys could be done via O&M, as shown in the figure below.

AAA AAA AAA

O&M Interface

Periodic Key
Generator

Handling of these secret keys, including generation, distribution and storage, should be done in a secure way.

6.4.3  Impact on Permanent User Identities

User identities (permanent or temporary) are sent with the form of a NAI, according to the EAP-SIM/AKA
specifications, and the maximum length of a NAI that we can expect to be handled correctly by standard equipment is
72 octets (seeref. [14]). Moreover, this NAI will be transported inside the User-Name attribute of a RADIUS Access-
Request, with standard length up to 63 octets (seeref. [15]). Therefore, it can be assumed that the maximum length of a
WLAN user identity should be 63 octets (i.e. 63 characters).

Since the length of the pseudonym proposed in section 6.4.1 is 23 characters, the length of the realm part of any WLAN
permanent user identity must always be 40 characters or less. This applies regardless of whether the length of the
username part of the permanent user identity is less than 23 characters. (Note that a WLAN temporary user identity is
formed as a NAI with the pseudonym as the username part and the same realm part as the permanent user identity.)
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Moreover, the WLAN permanent user identities should not begin with the character resulting of the printable encoding
transformation (see section 6.4.1) of the Pseudonym Tag used for EAP-SIM and EAP-AKA pseudonyms. Thisis
needed so that at reception of aWLAN user identity, the AAA server can determine whether it isa permanent or a
temporary user identity.

6.4.4  Acknowledged Limitations

This mechanism does not prevent forging of pseudonyms generated with keys that are no longer maintained in the AAA
servers. That is, an attacker may form a pseudonym by concatenating the desired Pseudonym Tag and 132 bits of
random information, and then applying the printable encoding transformation (see section 6.4.1). At reception of such
pseudonymin a AAA server, the following cases are possible:

- TheKey Indicator may not correspond to any key (active or suspended) maintained at the AAA server.

- If the Key Indicator correspondsto any of the keys maintained at the AAA server, then that key isused for the
de-encryption of the Encrypted IMS, but the sanity check over the padding, the MCC and the MNC would show
that the IMSI is not correct.

In any case, the AAA server must interpret that the received pseudonym was generated with a key that is no longer
available, and therefore it must request the permanent user identity to the WLAN client.

This could be exploited to perform DoS attacks by initiating a large amount of authentication attempts presenting
different forged temporary identities. Nonetheless, the consequences of this attack should not be worse than the aready
possible attack of initiating a large amount of authentication attempts presenting different forged permanent identities.

6.4.5 UE behaviour on receiving requests to send the IMSI-based user
identity

When the 3GPP AAA server does not recognize atemporary identifier used by the UE, the 3GPP AAA server requests
the UE to send the IM SI-based user identity. The UE can operate according to one of the following three alternatives.

1. Ignorethe Request: This aternative may result in deadlock situations that prevent the UE from connecting to a
valid network. If this aternative isimplemented, then there must be a separate mechanism available for the user
to override the policy (for example to delete the stored temporary identifier, which would result in using the
IMSI-based identity upon the next connection).

2. Prompt the User: In this alternative, the UE prompts the user during the EAP authentication whether to send the
IMSI-based identity to the network. If the user denies sending the IMSI, then the authentication exchangeis
cancelled.

3. Always Send the IMSI-Based Identity: In aternative #3, the UE always sends the IM Sl-based identity when
requested.

The decision is UE specific and outside the scope of this specification.
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Annex A (informative):
Review of the security of existing WLAN-related
technologies

Al IEEE

A.1.1 IEEE 802 Project

|EEE Project 802 develops LAN and MAN standards, mainly for the lowest 2 layers of the OSI Reference Model. |EEE
802.11 isthe Wireless LAN Working Group (WG) within Project 802. The existing 802.11 standard with amendments
are:

- 80211 WirelessLAN Medium Access Control (MAC) and Physical Layer (PHY) specifications.

802.11a High-speed Physical Layer in the 5 GHz Band.

802.11b Higher-Speed Physical Layer Extension in the 2.4 GHz Band.
- 802.11d Specification for operation in additional regulatory domains.

Currently there are anumber of Task Groups (TG) in the 802.11 WG that each work on new amendments to the
standard:

- 802.11e Medium Access Control (MAC) Enhancements for Quality of Service (QoS).

- 802.11f Inter Access Point Protocol (IAPP). (A recommended practice, not a standard).
- 802.11g Higher-Speed Physical Layer Extensionin the 2.4 GHz Band.

- 802.11h Spectrum and Power Management extensions in the 5 GHz band in Europe.

- 802.11i Specification for Enhanced Security.

Membership in IEEE 802.11 isindividua (i.e. not based on company) and anyone that has been present at a certain
number of meetings becomes member in the WG. Membership is required in order to get voting rights and all members
have one vote (again, votes are not company based).

A.1.2 Authentication

Legacy 802.11 authentication

The 802.11-1999 authentication mechanism works at the data link layer (MAC layer). Two authentication methods
exist, open system authentication and shared key authentication. Open system authentication isin principle a null
authentication scheme and accepts anyone that requests authentication.

Shared key authentication is a challenge-response authentication based on a shared secret. The mobile station sends an
Authentication request to the Access Point (AP). The Access Point sends a chosen plaintext string to the station and the
station responds with the WEP-encrypted string. (See below for more details on WEP). If the string is correctly
encrypted the AP sends an A uthentication message to the station to indicate that the authentication was successful. The
standard allows for up to four keysin acell but in practice all communication partiesin the cell share the same secret.
Note that the authentication is not mutual, only the mobile terminals are authenticated. Shared key authentication is very
weak. An attacker that listens to a successful authentication exchange will have al elementsthat are needed to
successfully perform an authentication of his’her own, even if the shared key is unknown. Today shared key
authentication is not considered useful.
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|EEE 802.1X and EAP

The 802.11i Task Group (TGi) within |EEE is working on enhancements to the 802.11 security ref. [6]. It has been
decided to use |[EEE 802.1X as the authentication framework ref. [19]. IEEE 802.1X in turn uses the Extensible
Authentication Protocol (EAP) that allows for end-to-end mutual authentication between a Mobile Station and an
Authentication Server (seeref. [3]). Thus, even though 802.11i still performs access control on layer 2, the
authentication message exchange is not restricted to the MAC layer but uses other |EEE standard aswell as|ETF
standards.

IEEE 802.1X is astandard for port-based access control. IEEE 802.1X can be described to lie between the MAC layer
and higher layers and takes care of filtering of frames to/from non-authenticated stations. Before authentication is
completed only EAP-traffic is allowed to pass. This allows an authentication exchange to cross the Access Point before
general datais allowed to pass. When the 802.1X entity in the Access Point (AP) isinformed that a mobile station has
successfully authenticated, the AP starts to forward data packets to/from that station.

EAP

4 802.1x 4
v

802.11 MAC

802.11 PHY

Figure A.1: IEEE 802.1X in part of protocol stack in Access Point or mobile station.
EAP messages are always accepted while other packets are filtered based on authentication status

EAP alows for end-to-end authentication between a Mobile Station and an Authentication Server (AS). EAPisa
generic protocol that allows different authentication mechanisms (called EAP methods) to be transported. EAP has a
general part that describes the general packet format and header content. Each EAP method then has a more specific
description for how the actual authentication mechanism is carried by the EAP packets. The EAP packets can then be
transported over different protocols. In 802.1X a special frame format called EAP over LAN (EAPOL) is defined for
sending EAP messages over 802 links. This allows EAP messages to be sent over the LAN before higher layer
protocols, e.g. IP, have been initiated. Between the Access Point (AP) and the AS, EAP messages are typically
encapsulated in an AAA protocol, e.g. in RADIUS or DIAMETER (seefigure A.2). It is out of the scope of 802.11i to
specify acertain AAA protocol. |[EEE 802.11i can in principle aso be used without AAA protocol if the EAP method is
implemented in the AP.

MS AP AS
EAP over LAN EAP over eg.
(802.1X) RADIUS

Figure A.2: Example of end-to-end authentication using EAP

Examples of EAP methods (RFCs or Internet Drafts) are:
- EAP-SIM for SIM-based authentication. (Internet Draft) (ref. [5]);
- EAP-AKA for SIM and USIM-based authentication (Internet Draft) (ref. [4]);
-  EAP-TLSfor certificate-based authentication (RFC) [EAP-TLS] (ref. [7]).

The actual EAP authentication takes place between the MS and the AS and isin principle transparent to the AP. The AP
only hasto forward EAP messages. EAPOL-encapsulated on the wireless side and e.g. RADIUS-encapsulated on the
wired side. If authentication is successful, the AS sends a RADIUS-Access Accept message to the AP (in the case
RADIUS isused as AAA protocol). The AP then knows that the MS has been authenticated and can start forwarding
traffic to/from the MS. After reception of the Access-Accept message from the AS, the AP sends an EAP-Success
message to the MS (seefigure A.3).

3GPP



Release 6 25 3GPP TS 33.234 V0.5.0 (2003-06)

Key management

To use an EAP method with 802.11i it is required that a 256-bit master key is established as part of the authentication
process. Many EAP methods generate key material as part of the authentication (e.g. EAP-SIM, EAP-AKA, EAP-TLS)
but the exact way in which the master key is generated depends on the EAP method and is outside the scope of 802.11i.
After the EAP authentication is finished, both the MS and the AS will know the master key. If RADIUS is used, the AS
then sends the master key to the AP as an attribute in the RADIUS-Access Accept message. The MS and AP use the
master key to derive session keys for encryption and integrity protection, as specified in 802.11i. This provides unique
unicast keys for each MS-AP association.

The broadcast/multicast key in acell is generated by the AP and sent in an EAPOL-Key message (defined in 802.1X) to
each station. To protect the broadcast/multicast key the EAPOL packet is encrypted with TKIP or AES (see below)
using the unicast key. The AP can in principle update the broadcast/multicast key any time, e.g. when aMS leaves the
cell.

It shall also be possible to use a pre-shared key instead of the EAP master key material.

M essage exchange (example with RADIUS)

- Authentication (AS)
AP with with

-802.1X - RADIUS server

MS - RADIUS Client

802.11 Association Reguest

802.11 Association Response

EAPOL-Start (optional)

<EAPOL | EAP- Request/Identity

EAPOL / EAP-Response/| dentitx

RADIUS-Access Request

EAP message exchange
MS-AP EAP-messages encapsulated in EAPOL,
AP-AS EAP-messages carried in RADIUS attribute

RADIUS-Access Accept

EAPOL / EAP -Success

EAPOL - Key

Start forwarding traffic
; to/from the MS

Figure A.3: General EAP authentication with 802.11i and RADIUS as AAA protocol
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A.1.3 Encryption and integrity protection

The air-link protectionin IEEE 802.11 occursin the MAC layer. This means that all layer-2 data frames, including
LAN broadcasts, are protected. The 802.11-1999 standard specifies the Wired Equivaent Privacy (WEP) for encryption
and integrity protection. The 802.11i task group is specifying two new encryption/integrity-protection protocols, the
Temporal Key Integrity Protocol (TKIP) and the Wireless Robust Authenticated Protocol (WRAP). The 802.1X/EAP
authentication mechanism can in principle be used with any of the three encryption protocols but configuration can
restrict the number of allowed encryption protocolsin acell.

In order to be backwards compatible, an 802.11i-capable cell could support several encryption protocols
simultaneously. For example, to support legacy stations a manually configured shared WEP key may need to be used
for those stations. This key will then aso be used as broadcast/multicast key for 802.11i-capable stations that instead
use unique pair-wise keys for unicast traffic.

WEP

The |IEEE 802.11-1999 Standard specified the Wireless Equiva ent Privacy (WEP). WEP uses RC4 with a40-bit key
and 24-bit initialisation vector (V) for encryption. RC4 is a stream cipher where a seed is used as input to the RC4
PRNG which produces an output bit string that is XOR:ed with the plaintext to produce the ciphertext. For WEP the
seed to the RC4 PRNG is the key concatenated with the IV. The key is shared between the communicating parties and
the IV istransmitted in clear text in each packet. Message integrity is provided using a CRC checksum that is added to
the payl oad and then encrypted together with the rest of the payload. WEP does not protect against replay.

Since the publication of the standard, several shortcomings of WEP have been discovered. Attacks to retrieve the WEP
key and to modify the payload have been described. One weakness is the seed derivation. With RC4 it isimportant that
each packet has a different RC4 seed. The RC4 seed in 802.11-1999 is constructed by concatenating the IV and the 40-
bit key but the standard did not contain specifications to ensure uniqueness of <key,|V> pairs.

Today, WEP is not considered useful.
TKIP

The Temporal Key Integrity Protocol (TKIP) isanew protocol that will fix the known problems with WEP. TKIP uses
the same ciphering kernel as WEP (RC4) but adds a number of functions:

- 128-hit encryption key.

- 48-bit Initiaisation Vector.

- New Message Integrity Code (MIC).

- Initialisation Vector (1V) sequencing rules.

- Per-packet key mixing algorithm that provides a RC4 seed for each packet.
- Active countermeasures.

The purpose of TKIP isto provide afix for WEP for existing 802.11b products. It is believed that essentidly al existing
802.11b products can be software-upgraded with TKIP (al major 802.11 vendors participate in the 802.11i
standardisation).

The TKIP MIC was designed with the constraint that it must run on existing 802.11 hardware. It does not offer very
strong protection but was considered the best that could be achieved with the majority of legacy hardware. It is based on
an algorithm called Michael that is a64-bit MIC with 20-bit design strength. Details can be found in ref. [6].

The IV sequence is implemented as a monotonically incrementing counter that is unique for each key. This makes sure
that each packet is encrypted with aunique <key,IV> pair, i.e. that an 1V is not reused for the same key. The receiver
shall aso use the sequence counter to detect replay attacks. Since frames may arrive out of order due to traffic-class
priority values, areplay window (16 packets) has to be used.

A number of "weak" RC4 keys have been identified for which knowledge of afew number of RC4 seed bits makes it
possible to determine the initial RC4 output bits to a non-negligible probability. This makes it easier to cryptanayze
data encrypted under these keys. The per-packet mixing function is designed to defeat weak-key attacks. In WEP, the
IV and the key are concatenated and then used as seed to RC4. In TKIP, the cryptographic per-packet mixing function
combines the key and the IV into a seed for RCA4.
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Because the TKIP MIC is relatively weak, TKIP uses countermeasures to compensate for this. If the receiver detectsa
MIC failure, the current encryption and integrity protection keys shall not be used again. To allow afollow-up by a
system administrator the event shall be logged. The rate of MIC failure must also be kept below one per minute, which
means that new keys shall not be generated if the last key update due to a MIC failure occurred less than a minute ago.
In order to minimize the risk of false alarms, the MIC shall be verified after the CRC, 1V and other checks have been
performed.

TKIP isan interim solution to support 802.11i on legacy hardware. It is not considered as secure as the AES solution
(WRAP) but very much better than WEP.

WRAP (AES)

The Wireless Robust Authenticated Protocol (WRAP) is the long-term solution and is based on the Advanced
Encryption Standard (AES). AESis ablock cipher that can be used in different modes of operation. In 802.11i, two
modes have been discussed: Offset Codebook (OCB) and Counter-mode with CBC-MAC (CCM). These two modes use
AES differently to provide encryption and message integrity. OCB is a mode that provides both encryption and integrity
in one run. CCM uses the Counter-mode for encryption and CBC-MAC for integrity. It is currently undecided if both or
only one of the modes will be included in the final 802.11i spec. Both modes have been submitted to NIST as proposed
block cipher modes.

The AES implementation requires hardware support and the mgjority of legacy 802.11b products will thus not be able
to run WRAP.

A.2  ETSI/BRAN

A.2.1 HIPERLANY/2 Security architecture

The BRAN Hiperlan/2 (references[9], [10], [11] and [12]) protocol stack consists of a physical layer at the bottom, a
DLC layer in the middle, which includes the RLC sub-layer and the convergence layer(s) at the top. The RLC sub-layer
isresponsible for Radio Resource Control, Association Control and Data Link Control Connection Control. The DLC
take cares of error control. Between the RLC and the DLC is the Medium Access Control located per instance of AP, cf.
the two figures below.

Control Plane User Plane

Higher Layers

Convergence Layer
DLC Control SAP DLC User SAP

Radio Link Control sublayer Data Link Control -

Basic Data Transport Function
One instance per MAC-ID Riﬁie (hssociatio Cmﬁitm P
contrg Control ontrg
\ Scope of
e (o) | BB
One instance per AP standards

(if several transceivers (AFTs)
per AP, one instance per APT]

[ Medium Access Control

Physical Layer

Figure A.4: Protocol stack in the AP/CC
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Control Plane User Plane

Higher Layers
CL SAPs

Convergence Layer
DLC Control SAP DLC User SAP

Radio Link Control sublayer Data Link Control -

Bad oLe Basic Data Transport Function
One instance per MAC ID pmado N ssasiato
Contro Control antro Scope of
\ ﬁl HIPERLAN/2
Error Contral standards
RLC

[ Medium Access Control J

Physical Layer

Figure A.5: Protocol stack in the MT

An AP isadeviceresponsible for the centralized control of the resourcesin aradio cell and isin the most cases

connected to a fixed network. A CC isadevice that that provides with the same functionality as an AP but is not
necessarily connected to afixed network. The term CC is normally used when the central controller and the M T
functionality islocated in single device.

The Association Control Function performs 1) encryption startup, 2) authentication and 3) DM Common Key
Distribution (OMT/OAP) in that order, see figure below.

7

MT_DISASSOCIATED_FROM_AP

. ] A { RBCH_Association_
RBCH_Association ) Request
)
MAC_Id_Assignment
Link Capability

Encryption_Startup

Authentication
DM _Common_Key
Distribution

Info Transfer

MT_ASSOCIATED TO AP

A

Figure A.6: The Association Control Function

A.2.1.1 Confidentiality protection

Confidentiality protection is provided for user data and part of RLC signalling. The protection can be provided between:
1 MT and AP/CC;
2 MT and MT (note that the AP has to be trusted).
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The following algorithms are defined for confidentiality protection:
1 No-encryption;
2 DES, Data Encryption Standard;
3 Triple-DES (Optional).

A.2.1.2 Authentication

The authentication mechanism provides mutual authentication between the MT and the AP. If the authentication of the
MT is successful then access to the connected fixed network is granted. It is the policy of the operator that decides
whether authentication of the MT is necessary or not for access.

The authentication of the AP allowsthe MT to cancel an access attempt if the AP can not be proven to be authentic. The
mechanism allowsthe MT to detect false AP. The authentication protocol is a challenge-response protocol.

Three protocols are defined, based on:
1. Pre-shared keys
- A pre-shared key shall be at least 128 hits;
2. RSA signatures
- Threelengths are supported: 512, 768 and 1024 bits (OAP/OMT));
3. No Authentication.

How the keys for the authentication is generated, configured, stored and fetched is out of the scope of the Hiperlan/2
standard.

Each MT will be assigned an authentication key identifier (AKI1). The AKI will be sent to the AP with which the MT
has a Security Association. There are six different types that can be used:

1. 48-bit IEEE address;
. 64-bit extended |EEE address,
. A NAI, Network Access Identifier;

2

3

4. Distinguished name;

5. Compressed type which is used when an available AKI isto long to be carried in the RLC messages;
6

. Generic type, which is a non-structured octet string.

A.2.1.3 Integrity protection

No integrity mechanism is defined for HIPERLAN/2.

A.2.2 Security mechanisms

A.2.2.1 Confidentiality

Confidentiality protection can be used for Unicast, Multicast and Broadcast scenarios. In order to have Multicast and/or
Broadcast confidentiality protection a Unicast encryption has to be established first. The Unicast encryption is optional
to use.

The algorithms defined for confidentiality protection are:
- DESwhich is mandatory to implement for AP/CC and MT;
- Triple-DES (EDE mode) which is optional to implement for AP/CC and MT.
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Itis possible to provide confidentiality protection for the User Data Channel, User Multicast Channel, User Broadcast
Channel, the Dedicated Control Channel and all LCH PDUs except the downlink RLC Broadcast Channel since it has to
reach all MT's. The encryption/decryption mechanism is visualized in the figure below.

Seed startPointer (12 LSB bits)

|

‘ IV generator ‘

IV e—

DES
Key(s) — or

[TripleDES

Keystream

@—' Ciphertext/Plaintext

Sender/Receiver

Plaintext/Ciphertext

Figure A.7: The encryption/decryption function

Unicast
A Unicast security association is defined between aMT and an AP.
Calculate a Session Secret Key (SSK)

During an Encryption Startup both the MT and the AP calculate a public Diffie-Hellman value and send it to the other
party.

This material is used at both sides to calculate an SSK.

Assume that the MT sends gx mod n and the AP sends gy mod n where

g=2 the generator of the group

n=2768-2704-1+264 *{ [2638pi] + 149686 }, First Oakley Group 1 (768 bit prime)
The AP and the M T now have a shared secret: gxy mod n, which is the basis for calculating the Session Secret Key.
DES

DESis mandatory to implement.

SSK is defined as the most significant 8 octets defined from KeyMat where:
KeyMat=HMA C-MD5(gxy mod n, 0x00)

KeyMat=HMAC-MD5(gxy mod n, 0x01)

KeyMat=HMA C-MD5(gxy mod n, 0x02)

A 0w NP

etc.

This process ends when the SSK is found to be a non-weak and a non-semi-weak DES key.
Triple DES

Triple-DES is optional to implement.

SSK isfor this case defined as three keys k1, k2 and k3 where k1 istaken from KeyMat=K 1|K 2 as the most significant
8 octets, k2 asthe next 8 octets and k3 as the following 8 octets where:

1. K1=HMAC-MD5(gxy mod n, 0x00) & K2= HMAC-MD5(gxy mod n, K1]0x00)
2. K1= HMAC-MD5(gxy mod n, 0x01) & K2= HMAC-MD5(gxy mod n, K1|0x01)
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3. K1= HMAC-MD5(gxy mod n, 0x02) & K2= HMAC-MD5(gxy mod n, K1|0x02)

4. etc.
Until al three keys k1, k2 and k3 are unequal and that all of them are non-weak and non-semi-weak DES keys.
Multicast and Broadcast

MT ° \Wﬂw APICC
< Association ‘>
' RLC GROUP JOIN ' >
< RLC GROUP JOIN ACK

] 1
RLE COMMON KEY REFRESH
RLC COMMON KEY REFRESH ACK |
|« RLC COMMON KEY ACTIVATE

RLC GROUP LEAVE
< RLC GROUP LEAVE ACK

Figure A.8: A Multicast example

To join abroadcast or multicast group, the MT must first be associated with an AP/CC. There are two ways of
implementing multicast:

- Using multicast MAC ID and transmitting the i nformation once to the multicast group over the air;
- Using ntimes unicadt, i.e. transmitting the information individually to each member of the group.

The figure above describes a scenario where the M T joins a multicast group. The MT begins with sending ajoin-
message, to indicate what group(s) it would liketo join. In this message it also specifies what encryption algorithms it
supports or would like to use. The AP/CC response consists of an acknowledgment, which includes the encryption
algorithm and encryption key to be used for the group(s). The AP/CC isresponsible for handling the key refresh. When
aMT wishesto leave a group it sends a group-leave request to the AP/CC, which the AP/CC must acknowledge.

For the broadcast scenario, similar join and leave procedures apply for the MT, as in the multicast case. Instead of
sending an RLC_GROUP_JOIN request the MT sendsan RLC_CL_BROADCAST_JOIN request.

Direct Link Scenario

In adirect link connection, two mobile terminals set up a direct communication channel between themselves. The data
will be sent directly between the terminal, while the AP/CC still handles the control functions (see figure below). Note
that when direct link is not used between two parties, all traffic must go viathe AP/CC. Therefore, the direct link isa
feature that helps to off-load the AP/CC, so not al traffic have to be routed through it.
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Figure A.9: The data and control flow in a direct link scenario

The figure above describes a small scenario where the AP/CC initiates a Direct Link Setup. Both terminals must be
associated with the AP/CC before this can be done. The AP/CC initiates by sending the RLC_DM_SETUP message,
which include information about the peer’s MAC id, common attributes etc. The AP/CC is responsible for distributing a
common encryption key to the terminals and a so for handling (when needed) the key refresh. To synchronize the two
terminals, the AP/CC sendsthe RLC_DM_CONNECT_COMPLETE message.

MT 1 MT 2

Association
¢ — P
Association

| < .
| |
| |
&LC DM SETUP '

RLC DM _CONNECT q

<RLC DM_CONNECT ACH

J?LC DM_SETUP
RLC DM CONNECT
ﬁLC DM_CONNECT ACK

<RLC DM CONNECT COMPLETE
RLC DM _CONNECT COMPLETE ACK >
J?LC DM CONNECT COMPLETE
RLC DM_CONNECT COMa ETE_ACK

[}
< RL'C COMMON KEY REFREISH

<
RLC COMMON KEY REFRESH ACK >
< RLC COMMON KEY_ ACTIVATE
<

Figure A.10: AP/CC Initiated DiL setup with key refresh
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A.2.2.2 Authentication

When encryption has been activated the mechanism for mutual authentication can start. Authentication with a pre-

shared key is mandatory to implement and RSA based signatures are optional to implement. There are six different key
identifiers and one of them is mandatory to be implement but since all of them are optional it is a choice to choose one
of them. The MT fetches the authentication key of the AP based on identities that are sent over the broadcast channels.

The MT sendsaRLC_AUTHENTICATION including the type of the AKI. Upon receiving this message the AP sends
achalengetothe MT. The MT calculates the response and creates a challenge to the AP. The MT sends a
RLC_AUTHENTICATION_AP to the AP including the response and the challenge. The AP checks the response and it
is equals the expected response the AP sendsaRLC_AUTHENTICATION_ACK including the response based on the
challenge sent by the MT. The MT checks the responseif itisavalid onei.e. if the AP is authentic.

Since the Diffie-Hellman exchange is vulnerable to a man-in-the-middl e attack this mutual authentication mechanism
prevents this attack. Furthermore the proposed and selected encryption and authentication alternative is checked to
prevent an attack aiming for alower security level than requested.

The challenge response protocol is based on a good random number generator but there is no random generator
specified in the standards so it isimplementation specific.

Pre-shared key

The keys have to be distributed to the MTs and the APs in a secure manner. It is suggested in the standard to use this
key management to business and residential environment for scalability reasons.

The responses are calculated as:
Response=HM A C-MD5(Preshared Key, AuthenticationString)
AuthenticationString = challenge [| mt_dh | ap_dh [ auth_encryption_list | auth_encr_selected

The AuthenticationString shall include the received challenge, the proposed encryption and authentication algorithms
proposed by the MT and the selected encryption and authentication algorithms selected by the AP. If encryptionis
chosen, i.e. Encryption Startup proceeded the Authentication, then the received Diffie-Hellman public value and the
sent Diffie-Hellman public value shall aso be included in the AuthenticationString. The challenge is 128 bit long and
the Diffie-Hellman public value is 768 bit long. The length of the pre-shared keys shall be at least 128 bit long.

RSA-based

It is suggested in the standard that a public-key certificate signed by atrusted party is an efficient way to implement this
system. A PKI, Public Key Infrastructure, is needed to issue, verify and revoke public-key certificates. The signature
and the verification shall be calculated by using PK CS#1 and the MD5 hash algorithm. The response is calculated as:

Response=RSASSA_PKCS_V1 5 SIGN(Private Key, AuthenticationString)

The AuthenticationString is specified in the same way as for the pre-shared key case. There are three public key lengths
specified: 512, 768 and 1024 bits.

A3 IETF

A.4 Bluetooth
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Annex B (informative):
Trust Model

B.1 Trust model entities

Although any real implementation of atrusted access solution will depend on the exact system architecture, for the
high-level concepts presented in this contribution we restrict attention to the three key players: the user/customer, the
cellular operator, and the WLAN access provider.

Figure B.1 shows a simplified system model showing only the three roles and their trust relationships.

Cdluler
Operator
U-O ow
Usr WLAN
€ = P | Aces
U-W Provider

Figure B.1: Trust model

The cellular operator offers GSM/GPRS/UMTS services. Architecture-wise, the "cellular operator” box represents the
complete cellular network (including radio access network, core network, service network), and aso extends to partners
in aroaming consortium.

The WLAN access provider offers public Wireless LAN access as aservice. The"WLAN Access Provider" box in the
figure groups the WLAN access network and its possible supporting nodes. The WLAN access provider may be "part
of" (owned by) the cdlular operator or a cellular roaming partner, or it could be a WLAN-only access provider or
Wireless | SP.

The user in this modd is assumed to be a subscriber/customer of the cellular operator who wishes to use both the
traditional cellular services and the complementary (but not complimentary) WLAN access, when available. As such,
the user is assumed to operate equipment capable of both GPRS/UMTS and WLAN access. This could be some
combination of a phone (handset or PC-card) and alaptop / PDA, or possibly a combined WLAN/GPRS terminal. The
collection of auser’s devices acting on behaf of the user will often be called a client.

Legally, the user-operator trust relation, labelled "U-O" in figure B.1, is based on the service agreement between these
two parties. From atechnological perspective, thistrust is embodied in a shared secret stored securely both on the
user's (U)SIM and at the operator’ s Authentication Centre, and alows for an authenticated secure connection between
the user’ sterminal and the cellular network.

If the cellular operator and the WLAN access provider are part of the same legal entity their trust relation is self-
evident, and resultsin an intra-domain security solution. In the more general case, the operator-WLAN trust, |abelled
O-W infigure B.1, is based on roaming agreements or other partnerships (such as a Single Sign-On federation).
Physically, thistrust can trandate to a security solution for roaming, AAA, trusted or semi-trusted serversin the context
of WAP, or SMS-gateway access.

B.2 Trust relations

To design or evaluate a security solution, the trust relations between the participants must be identified. In a public
WLAN access scenario, we have one or more operators and (possibly independent) access providers, and severa
subscribers.
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The subscribers cannot trust each other. Someone el se accessing the network from the same WLAN access network as
the user, may be trying to perform DoS attacks targeted at the user, or eavesdrop on histraffic, steal his credentialsto
gain access at alater time, etc.

An operator cannot trust any mobile terminal that tries to connect to the network. Before authentication, the mobile
station could belong to anyone, with or without a subscription. Even after a mobile station has been authenticated, the
device may act maliciously. The user himself may be performing fiendish activities, or someone else may have hijacked
his session.

The operators and/or access providers may choose to trust each other. Such trust relations normally rely on (legally
binding) roaming agreements. If such an agreement isin place, auser may use another operator’s access network, and
will be authenticated by the "home operator”. Depending on which solution is chosen, the user may have to put trust in
other, visited operators, aswell asin his home operator.

[Editor's note: It is probable that the cellular operators will provide the WLAN access in the future, and that small
WLAN-only operators will be few or non-existent. It is, however, not impossible that there will be
important WLAN-only operators on the market. These could team up with one or more cellular operators.
Thetrust relations that are induced by access through such an operator are the same as the ones
considered in the case of roaming between two cellular operators.]
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Annex C (informative):
Analysis of Threats

C.1  Security for Public WLAN Access

These questions related to security in the 3GPP-WLAN architecture must be addressed:
- What needs to be protected? |.e., what are the assets, and to whom are they valuable?

- What trust relations can be assumed? |.e., who can trust whom, and to what degree? The Trust Model is
described in Annex B.

- What are possible attacks against the assets, how can they be performed, and what is done to detect/prevent
them?

In section 3 the relevant assents and threats to those assets are identified. section 4 contains examples of possible
attacks. Countermeasures are not discussed in this contribution but the threats and specific attacks should be taken into
consideration when defining security mechanisms for 3GPP-WLAN interworking.

C.2 Assets and Threats

This section describes different types of assets that are valuable to the partiesinvolved. Threats to these assets are also
identified.

C.2.1 3GPP Operator’s Assets

C.2.1.1 Access to WLAN Services

The WLAN Servicesiswhat the 3GPP Network Operator is offering to its WLAN customers. The 3GPP Network
Operator expects some benefit in return for providing this asset.

The following threats are relevant for this asset:

- An attacker bypasses the access control and authorisation mechanismsin order to get the WLAN services for
free.

- An attacker impersonates a legitimate WLAN user. This way the attacker has free accessto WLAN services and
the victim gets charged for the attacker's usage of the services.

- Theattacker isalegitimate WLAN user in the sense that he has a customer relationship with the operator (i.e. a
WLAN user account), but he bypasses the authorisation mechanism to get services he has not paid for.

- Theattacker interferes with the charging mechanism for the WLAN services, rending alegitimate user's bills
incorrect.

- Theattacker isalegitimate WLAN user and he gets to interfere with the charging mechanism, e.g. to reduce the
own hill.

- Theattacker is alegitimate prepaid user that avoids disconnection when the prepaid account expires.
- Theattacker prevents WLAN users from accessing to WLAN services (DoS).

- Theattacker prevents WLAN users from accessing to the operator's WLAN services, and sets up rogue
"services' (e.g. propaganda) instead.

3GPP



Release 6 37 3GPP TS 33.234 V0.5.0 (2003-06)

C.2.1.2 Non-WLAN Assets

Other 3GPP operator assets may not be offered over WLAN access networks. Such assets are e.g. access to
GSM/UMTS CS services, accessto GPRS services, etc. Thereisathreat that an attacker takes advantage of the WLAN
access to perform attacks (e.g. impersonation, DoS, MitM, etc.) against these assets whenever the WLAN accessis not
properly secured and isolated.

C.2.2 WLAN User’s Assets

Since the user’ s subscription can be considered as an asset for the 3GPP Network Operator, the assets of the user can be
considered, to some extent, as 3GPP Operator's assetstoo. That is, if the user perceives that the utilisation of WLAN
services poses a threat to higher assets, it islikely that the user will avoid using those services, or that the price the user
iswilling to pay for the services will diminish. Moreover, users might claim liability of the 3GPP Network Operator for
the damage caused to their assets.

C.2.2.1 Access to WLAN Services

From the WLAN user's standpoint, thisis the asset the user expects to obtain. The user iswilling to pay a price to get
this asset.

The following threats should be considered:

-  TheWLAN user getsimpersonated by an attacker, which obtains accessto WLAN services at the user's expense.
Moreover, the attacker can utilise the WLAN services of the victim to perform deceitful activities.

- An attacker gets to make the user charged for services that the victim has not requested.

- TheWLAN user cannot get WLAN services due to a DoS attack against the network, or to atargeted DoS attack
against that specific user.

- The WLAN user cannot access to the operator's WLAN services, and gets rogue "services' (e.g. propaganda) set
up by an attacker instead.

Note that there is some overlapping between these threats and those relevant for this asset from the 3GPP Network
Operator's standpoint. For instance, a DoS attack is a problem for the user in the sense that he/she cannot get the WLAN
services. It isaso a problem for the Operator because it cannot charge the users for the services while they are
unavailable (unless they are charged as a flat rate) and the Operator's image gets damaged. Similar arguments can be
used for the rest of the overlaps.

C.2.2.2 User Data and Privacy

The user expects that the data he sends/receives while accessing to WLAN services, and persona information (such as
identity, which services he/she uses or where he/she is located at a given time) is kept away from unauthorised parties.

The following threats are relevant:

- An attacker obtains the information that the user sends/receives while accessing to WLAN services. This
includes user credentials transferred during the authentication phase, as well as any other data (e.g. documents)
exchanged once the user has gained access to the WLAN services. The attacker might know or not who the user
is.

- An attacker manipulates or substitutes the information that the user sends/receives while accessing to WLAN
services. The attacker might know or not who the user is.

- An attacker analyses the information sent/received by users (even if it is mostly conceaed) in order to derive
some personal information about the users (such as which services they are using or where they are located at a
giventime).

- An attacker obtainsinformation about the user (permanent identity etc.) and traces where and when the user has
been accessing WLAN services.
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C.2.3 WLAN Access Network Provider’'s Assets

In principle, the WLAN Access Network is outside the scope of 3GPP-WLAN interworking standardisation.
Nevertheless, it isimportant to consider the "Accessto WLAN Services' asset of the WLAN Access Network provider,
sinceit can be regarded as apart of the "Accessto WLAN Services' asset of the 3GPP Operator. In fact, many threats
against the 3GPP Operator’ s assets can be realised by attacking the WLAN AN. Therefore, it isimportant that 3GPP-
WLAN interworking sets security requirements on the WLAN AN and/or chooses a security solution that is robust to
different levels of WLAN AN security.

The same threats as for the "Accessto WLAN Services' asset of the 3GPP Operator are valid here.

C.3 Attacks

This section is an attempt to give a concrete form to the threats of the previous section, and to identify several attacks
that are applicable in atypical WLAN-3GPP interworking scenario. A single attack can be used to realise one or
possibly several of the threats described in the Sec. 3, depending on the intent of the attacker. An attacker setting up a
rouge AP may e.g. attempt to get free access, modify alegitimate user’ straffic or do a Denial of Service attack. Most of
the attacks are performed by an attacker in the WLAN AN but may have implications on the 3GPP operator’ s assets.
Attacks can aso be performed remotely over the Internet. For certain types of attacks, the perpetrator does not need to
"be apart" of the network. Examples are some types of layer 2 attacks and certain DoS attacks, e.g. setting up aradio
jammer in a hotspot. Other attacks require that the attacker has access to the WLAN AN or the Internet. It should be
noted that an easy way of getting accessto the WLAN AN isto simply become alegitimate subscriber.

The attacks are classified according to where the attack is performed/launched:

- victim's WLAN UE;

attacker’sWLAN UE and/or AP;
- WLAN Access Network infrastructure;
- other device on the Internet.

The attacks mentioned are by no means the only ones possible. Moreover, the actual possibility to carry out an attack
may depend on the WLAN technology and the level of WLAN specific protection used.

Even though some attacks can be easily prevented no effort is made in this section to describe countermeasures.

C.3.1 Attacks at the Victim's WLAN UE

Open platform terminals may be infected by viruses, Trojan horses or other malicious software. The software operates
without the knowledge of the user on his terminal, and can be used for different types of attacks:

- If the user has credentials stored on a smart card connected to histerminal, a Trojan residing in the terminal can
make fake requests to the smart card and send challenge-response results to another MS. For example, the owner
of the latter MS could then get access with the stolen credentials.

Note that this attack is performed inside the terminal, and it is independent of the external link between the
terminal and the smart card reader, which can be secured or assumed to be physically secure.

- Trojans may perform all the usual activities: monitor the user’s keyboard or sensitive data, and forward the
information to another machine.

- Malicious software can be used to perform Distributed DoS (DDoS) attacks. That is, several instantiations of the
software (residing on different hosts) synchronise and start a DoS attack simultaneoudy against atarget.

- Madlicious software could be trying to connect to different WLANS, just to annoy the user.

Alternatively, the (U)SIM in the cellular phone can be used remotely from the WLAN client through a serial, infrared,
or Bluetooth connection; in order to use the phone as a smart card reader. As the termina must access the (U)SIM in the
phone, the link in between must be secure. Both cable and IR can be assumed physically secure, and Bluetooth will
depend highly on the current Bluetooth security mechanism.
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C.3.2 Attacks from an Attacker's WLAN UE and/or AP

Several types of attacks are possible if the attacker has access to a laptop with WLAN interfaces and/or an Access Point.
Denia of Service (DoS) attacks are easy to launch, e.g. by setting up aradio jammer at the hot spot. For some WLAN
technologies, the layer 2 control signalling is not integrity protected opening up for DoS attacks by e.g. disassociating
legitimate users.

Unless protected, an attacker can easily eavesdrop on the traffic between a user and an AP. The only equipment needed
to do thisisalaptop withaWLAN interface.

In arogue AP/ rogue network attack, the attacker e.g. employs an AP (masqueraded as a legitimate AP in a given
hotspot) connected to a WLAN UE. Based on signal strength, an unsuspecting WLAN UE may connect to the rogue
AP. Thistype of attack can be used to realise several different threats. The attacker could possibly modify the user’'s
traffic or divert the traffic to a network other than the WLAN AN the user intended to use. The attacker could e.g. also
fake anetwork or acommercial site to get accessto e.g. credit card information. The attacker can also act asaMinin
the Middle during the authentication procedure and cause the MAC/IP address-pair of the attacking WLAN UE to be
bound to the credentials of the legitimate user. As a consequence, the attacker gains access to anything the legitimate
user would, while the legitimate user is denied access.

An important class of |P-network attacks relevant in connection with rogue AP / networks are " service spoofing"”
attacks, where the attacker impersonates one or several services/serversin the network, e.g., a DNS server or aDHCP
server. These attacks could be performed e.g. by setting up arouge AP. Another set of attacks uses fake
configuration/control messages (such as ARP or ICMP messages) to redirect a user’ straffic. ARP spoofing could aso
be used to redirect the AP straffic, e.g. AAA messages generated by the AP. Note that the above include only the best-
known and most serious attacks. Given the rich (and always expanding) set of protocols run over IP, al possible attacks
could not be accounted for.

Another way to interfere or possibly gain access for an attacker isto simply eavesdrop on the traffic around an AP.
Depending on WLAN technology and the level of protection, the MAC and IP addresses may be sent in the clear (they
are not encrypted) and the attacker can record these. When the attacker knows the MAC/IP address-pair of a user
currently connected, he can set his own addresses to the same values.

C.3.3 Attacks at the WLAN AN Infrastructure

Attacks can be performed at the WLAN AN infrastructure, e.g. Access Points (AP), the LAN connecting the APs,
Ethernet switches etc. To perform any type of attacks "inside" the WLAN AN, the attacker needs access to the network
in some way. For ordinary wired networks, an attacker needs to somehow hook up to the wires to get access. The
WLAN AN ispartially awired network, and an attacker may hook up to that part of the network. In public spaces the
APs and corresponding wired connections may be physically accessible by attackers. Simply connecting alaptop to the
wired LAN "behind" the APs may give the attacker free accessto WLAN services aswell as access to other user’'s data
and signalling traffic.

Depending on where charging datais collected, an attacker with access to the wired LAN of the WLAN AN can also
interfere with the charging functions. If the volume based charging model is applied, an attacker could e.g. inject
packets with any chosen source or destination MAC and |P addresses, just to increase a user’ s hill.

C.3.4 Attacks Performed by Other Devices on the Internet
Several attacks can be performed from devices connected to the Internet.

If the volume based charging model is applied, an attacker could flood a user with garbage packets, just to increase the
user’shill. Thisise.g. effective if the attacker resides somewhere on the Internet with aflat rate charging model, or if
the attacker has infected other users machines with "bot"-software. (Bot is short for robot, and refers to software that
"lives on its own"). The bot could for instance listen for connections on a certain port, and when receiving a command
from the attacker on that port, it starts flooding a given IP address with packets. Various distributed denial of service
(DDoS) tools using such bots are known and available in the hacker world.
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Annex D (informative):
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