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Foreword

This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version X.y.z
where;
X thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

This Technica Specification has been produced by the 3GPP TSG SA to alow for the standardization in the area of
lawful interception of telecommunications. This document addresses the handover interfaces for lawful interception of
Packet-Data Services, Circuit Switched Services, and Multimedia Services within the Universal Mobile
Telecommunication System (UMTS). The specification defines the handover interfaces for delivery of lawful
interception Intercept Related Information (IRI) and Content of Communication (CC) to the Law Enforcement
Monitoring Facility.

Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and operating
conditions define a need to intercept telecommunications traffic and related information in modern telecommunications
systems. It has to be noted that lawful interception shall aways be done in accordance with the applicable national or
regional laws and technical regulations.

This specification should be used in conjunction with 3GPP TS 33.106 and 33.107 in the same release. This
specification may also be used with earlier releases of 33.106 and 33.107, aswell asfor earlier releases of UMTS and
GPRS.

3GPP
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1 Scope

This specification addresses the handover interfaces for lawful interception of Packet-Data Services, Circuit Switched
Services, and Multimedia Services within the UMTS network. The handover interface in this context includes the
delivery of Intercept Related Information (HI2) and Content of Communication (H13) to the Law Enforcement
Monitoring Facility.

3GPP
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2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

* References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsegquent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] TR 101 331: Telecommunications security; Lawful Interception (LI); requirements of Law Enforcement
Agencies

[2] ES 201 158: "Telecommunications security; Lawful Interception (L1); Requirements for network functions'.
[3] ETR 330: "Security Techniques Advisory Group (STAG); A guideto legidative and regulatory environment”.

[4] GSM 09.02: "Digita cédlular telecommunications system (Phase 2+); Mobile Application Part (MAP)
specification”.

[5] ITU-T Recommendation X.680: " Specification of Abstract Syntax Notation One (ASN.1)".

[6] ITU-T Recommendation X.690: "Specification of basic encoding rules for Abstract Syntax Notation One
(ASN.1)".

[7] 1TU-T Recommendation X.880: "Information technology - Remote Operations: Concepts, model and
notation".

[8] ITU-T Recommendation X.882: "Information technology - Remote Operations: OSI redlizations - Remote
Operations Service Element (ROSE) protocol specification”.

[9] EN 300940, GSM 04.08: " Digita cellular communications system (Phase 2+) ; Mobile radio interface layer 3
specification ".

[10] TS 101509 "Digita celular telecommunications system (Phase 2+);
Lawful interception; Stage 2 (GSM 03.33)

[11] GSM 03.03: “Digita cellular telecommunications system (Phase 2+); Numbering, addressing and
identification”.

[12] GSM 09.60 (EN 301 347): "Digital cellular telecommunications system (Phase 2+); Genera Packet Radio
Service (GPRS); GPRS tunelling protocol (GTP) across Gn and Gp Interface

[13] STD 9"File Transfer Protocol (FTP)", October 1985

[14] GSM 12.15 “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects,
Telecommunication Management; Charging & Billing; GSM call and event data for the Packet Switched (PS)
domain) ”

[15] STDO00O05 "Internet Protocol”

[16] STDO0007 “Transmission Control Protocol”

[17] 3GPP TS 29.060 GPRS Tunnelling Protocol

[18] 3GPP TS 33.106 Lawful Interception Requirements

[19] 3GPP TS 33.107 Lawful Interception Architecture and Functions
[20] 3GPP TS 23.107 — QoS Concepts and Architecture

[21] 3GPP TS 24.008: “3GPP Technica Specification Group Core Network; Mobile radio interface layer 3
specification “.
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.
access provider: access provider provides a user of some network with access from the user’s terminal to that network.

NOTE 1. Thisdefinition applies specifically for the present document. In a particular case, the access provider and
network operator may be a common commercial entity.

(to) buffer: temporary storing of information in case the necessary tel ecommunication connection to transport
information to the LEMF is temporarily unavailable.

communication: Information transfer according to agreed conventions.

content of communication: information exchanged between two or more users of atelecommuni cations service,
excluding intercept related information. This includesinformation which may, as part of some telecommunications
service, be stored by one user for subsequent retrieval by another.

handover interface: physical and logical interface across which the interception measures are requested from network
operator / access provider / service provider, and the results of interception are delivered from a network operator /
access provider / service provider to alaw enforcement monitoring facility.

identity: technical label which may represent the origin or destination of any telecommunications traffic, asarule
clearly identified by a physical telecommunications identity number (such as a tel ephone number) or the logica or
virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical
access on a case-by-case basis.

interception: action (based on the law), performed by an network operator / access provider / service provider, of
making available certain information and providing that information to alaw enforcement monitoring facility.

NOTE 2: Inthe present document the term interception is not used to describe the action of observing communications by a
law enforcement agency.

inter ception configuration infor mation: information related to the configuration of interception.

inter ception interface: physical and logical locations within the network operator’'s/ access provider's/ service
provider’s telecommunications facilities where access to the content of communication and intercept related information
is provided. The interception interface is not necessarily a single, fixed point.

inter ception measur e: technical measure which facilitates the interception of telecommunications traffic pursuant to
the relevant national 1aws and regulations.

intercept related information: collection of information or data associated with telecommunication services involving
the target identity, specifically communication associated information or data (e.g. unsuccessful communication
attempts), service associated information or data (e.g. service profile management by subscriber) and location
information.

interception subject: person or persons, specified in alawful authorization, whose telecommunications are to be
intercepted.

internal inter cepting function: point within a network or network element a which the content of communication and
the intercept related information are made available.

internal network interface: network’s internal interface between the Internal Intercepting Function and amediation
device.

invocation and oper ation: describes the action and conditions under which the service is brought into operation; in the
case of alawful interception this may only be on a particular communication. It should be noted that when lawful

3GPP
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interception is activated, it shall beinvoked on al communications (Invocation takes place either subsequent to or
simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.

NOTE 3: Thedefinitionis based on [8], but has been adapted for the specia application of lawful interception, instead of
supplementary services.

law enfor cement agency: organization authorized by alawful authorization based on anational law to request
interception measures and to receive the results of telecommunications interceptions.

law enfor cement monitoring facility: law enforcement facility designated as the transmission destination for the
results of interception relating to a particular interception subject.

lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications
and requiring co-operation from a network operator / access provider / service provider. Typically thisrefersto a
warrant or order issued by alawfully authorized body.

lawful interception: seeinterception.
lawful inter ception identifier: identifier for a particular interception.

location infor mation: information relating to the geographic, physical or logicd location of an identity relating to an
interception subject.

mediation device: equipment, which realizes the mediation function.

mediation function: mechanism which passes information between a network operator, an access provider or service
provider and a handover interface, and information between the internal network interface and the handover interface.

network element: component of the network structure, such as aloca exchange, higher order switch or service control
processor.

network element identifier: uniquely identifiesthe relevant network element carrying out the lawful interception.

network identifier: internationally uniqueidentifier that includes a unique identification of the network operator,
access provider, or service provider and, optionaly, the network element identifier.

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals
between defined network termination points by wire, by microwave, by optical means or by other electromagnetic
means.

quality of service: quality specification of atelecommunications channel, system, virtual channel, computer-
telecommuni cations session, etc. Quality of service may be measured, for example, in terms of signal-to-noiseratio, bit
error rate, message throughput rate or call blocking probability.

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when
used under specific operating conditions.

result of interception: information relating to atarget service, including the content of communication and intercept
related information, which is passed by a network operator, an access provider or a service provider to alaw
enforcement agency. Intercept related information shall be provided whether or not cal activity istaking place.

service information: information used by the telecommunications infrastructure in the establishment and operation of a
network related service or services. The information may be established by a network operator, an access provider, a
service provider or a network user.

service provider: natural or legal person providing one or more public telecommuni cations services whose provision
consists wholly or partly in the transmission and routing of signals on atelecommunications network. A service
provider needs not necessarily run his own network.

SM S: Short Message Service gives the ability to send character messages to phones. SM 'S messages can be MO
(mobile originate) or M T(mobile terminate).

target identity: technical identity (e.g. the interception’s subject directory number), which uniquely identifies atarget
of interception. One target may have one or severa target identities.

3GPP
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target service: telecommunications service associated with an interception subject and usually specified in alawful
authori zation for interception.

NOTE 4: There may be more than one target service associated with a single interception subject.

telecommunications: any transfer of signs, signals, writing images, sounds, data or intelligence of any nature
transmitted in whole or in part by awire, radio, electromagnetic, photoel ectronic or photo-optical system.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AP Access Provider

ASN.1 Abstract Syntax Notation, Version 1
ASE Application Service Element

BER Basic Encoding Rules

CcC Content of Communication

DF Delivery Function

FTP File Transfer Protocol

GGSN  Gateway GPRS Support Node

GLIC  GPRSLI Correlation

GPRS  General Packet Radio Service

GSM Global System for Mobile communications
GSN GPRS Support Node (SGSN or GGSN)
GTP GPRS Tunnélling Protocol

HI Handover Interface

HI1 Handover Interface Port 1 (for Administrative Information)
HI2 Handover Interface Port 2 (for Intercept Related Information)
HI3 Handover Interface Port 3 (for Content of Communication)
HLC High Layer Compatibility

1A Interception Area

IA5 International Alphabet No. 5

IAP Interception Access Point

ICl I nterception Configuration Information

IE Information Element

IF Internal Interception Function

IMEI International Mobile station Equipment Identity
IMSI International Mobile Subscriber Identity

INI Internal network interface

IP Internet Protocol

IPS Internet Protocol Stack

IRI Intercept Related Information

LEA Law Enforcement Agency

LEMF  Law Enforcement Monitoring Facility
LI Lawful Interception

LIID Lawful Interception Identifier

LLC Lower layer compatibility

LSB Least significant bit

MAP Mobile Application Part

MF Mediation Function

MS Mobile Station

MSB Most significant bit

MSISDN Mobile Subscriber ISDN Number
MSN Multiple Subscriber Number

NEID  Network Element Identifier

NID Network Identifier

NWO  Network Operator

OA&M Operation, Administration & Maintenance
PDP Packet Data Protocol

PLMN  Public land mobile network

PSTN  Public Switched Telephone Network
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ROSE
R«
SGSN
SMAF
SMF
SMS
SVP
TCP
TI

TP
T-PDU
Tx
ul
UMTS
VPN

11

Remote Operation Service Element
Receive direction

Serving GPRS Support Node
Service Management Agent Function
Service Management Function

Short Message Service

Service Provider

Transmission Control Protocol
Target identity

Termina Portability

tunneled PDU

Transmit direction

User Interaction

Universal Mobile Telecommunication System
Virtual Private Network
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4 General

The present document focuses on the handover interface related to the provision of information related to LI between a
network operator, access provider and/or service provider and a Law Enforcement Agency (LEA).

4.1 Basic principles for the handover interface

The network requirements mentioned in the present document are derived, in part, from the requirements defined in
ES 201 158 [2].

Lawful interception requires functions to be provided in some, or al of, the switching or routing nodes of a
telecommuni cations network.

The specification of the handover interface is subdivided into three ports each optimised to the different purposes and
types of information being exchanged.

Theinterfaceis extensible.

4.2 Legal requirements

It shall be possible to select elements from the handover interface specification to conform with:
- national requirements;
- nationa law;
- any law applicable to a specific LEA.

As a consequence, the present document shall define, in addition to mandatory requirements, which are aways
applicable, supplementary options, in order to take into account the various influences listed above. See also [1] and [3].

4.3 Functional requirements

A lawful authorization shall describe the kind of information (Intercept Related Information (IRI) only, or IRl with
Content of Communication (CC)) that is required by this LEA, the interception subject, the start and stop time of LI,
and the addresses of the LEAs for delivery of CC and/or IRI and further information.

A single interception subject may be the subject of interception by different LEAS. It shall be possible strictly to
separate these interception measures.

If two targets are communicating with each other, each target is dealt with separately.

4.4 Overview of handover interface

The generic handover interface adopts athree port structure such that administrative information (HI1), intercept related
information (H12), and the content of communication (H13) are logically separated.

Figure 2 shows a block diagram with the relevant entities for Lawful Interception.

The outer circle represents the NWO/AP/SvP’s domain with respect to lawful interception. It contains the network
internal functions, the internal network interface (INI), the administration function and the mediation functions for IRI
and CC. The inner circle contains the internal functions of the network (e.g. switching, routing, handling of the
communication process). Within the network internal function the results of interception (i.e., IRl and CC) are
generated in the Internal Interception Function (11F).

3GPP
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1  ThellF providesthe Content of Communication (CC) and the Intercept Related Information (IRI), respectively, at the
2 Internal Network Interface (INI). For both kinds of information, mediation functions may be used, which provide the
3 final representation of the standardized handover interfaces at the NWO/AP/SvP’'s domain boundary.

NWO/AP/SvP’s domain LEA
domain

NWO/APSvP’s
ad ministration ]
function

ittercept related [}

ormation (IRI)

IRI mediation

MNetwark function

Internal
Functions

content of
coft g e ati g (0 C)

¥ r
CC mediation
function

I 1smF
LI handover interface HI
IIF: internal interception function HI1: administrative information

INEinternal network interface HIZ: intercept related information
HB3: content of communication

4
Figure 4.1: Functional block diagram showing handover interface Hi
6 NOTE 1. Figure 2 shows only areference configuration, with alogical representation of the entitiesinvolved in lawful
7 interception and does not mandate separate physical entities.
8 NOTE 2: The mediation functions may be transparent.

9 4.4.1 Handover interface port 2 (HI2)
10  Thehandover interface port 2 shall transport the IRl from the NWO/AP/SvP's [ F to the LEMF.

11  Theddivery shall be performed via data communication methods which are suitable for the network infrastructure and
12 for the kind and volume of data to be transmitted.

13 Theddivery canin principle be made via different types of lower communication layers, which should be standard or
14  widely used data communication protocols.

15  Theindividua IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the
16 parameter’s information content shall be based on existing telecommunication standards, where possible.

17  Theindividua IRI parameters have to be sent to the LEMF at least once (if available).

18  ThelRI records shal contain information available from normal network or service operating procedures. In addition
19  thelRI records shal include information for identification and control purposes as specifically required by the HI2 port.

20  ThellFisnot required to make any attempt to request explicitly extrainformation which has not aready been supplied
21 by asignalling system.
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4.4.2 Handover interface port 3 (HI3)

The port HI3 shall transport the content of the communication (CC) of the intercepted tel ecommunication service to the
LEMF. The content of communication shall be presented as a transparent en-clair copy of the information flow during
an established, frequently bi-directional, communication of the interception subject.

As the appropriate form of HI3 depends upon the service being intercepted, HI3 is described in relevant annexes

The HI2 and HI3 are logicaly different interfaces, even though in some installations the HI2 and HI3 packet streams
might also be delivered viaa common transmission path from aMF to aLEMF. It is possible to correlate HI2 and HI3
packet streams by having common (referencing) data fields embedded in the IRl and the CC packet streams.

4.5 HI2: Interface port for intercept related information

The HI2 interface port shall be used to transport al intercept-related information (IRI), i.e. the information or data
associated with the communication services of the target identity apparent to the network. It includes signalling
information used to establish the telecommunication service and to control its progress, time stamps, and, if available,
further information such as location information. Only information which is part of standard network signalling
procedures shall be used within communication related IRI.

Sending of the intercept-related information (IRI) to the LEMF shall in general take place as soon as possible, after the
relevant information is available.

In exceptional cases (e.g. datalink failure), the intercept related information may be buffered for later transmission for a
specified period of time.

Within this section only definitions are made which apply in general for al network technologies. Additional
technology specific HI2 definitions are specified in related Annexes.
4.5.1 Data transmission protocols

The protocol used by the"LI application" for the encoding and the sending of data between the MF and the LEMF is
based on aready standardized data transmission protocols like ROSE or FTP.

The specified data communication methods provide a general means of data communication between the LEA and the
NWO/AP/SvP's mediation function. They are used for the delivery of:

- HI2type of information (IRI records);
- Certain types of content of communication (e.g., SMS).

The present document specifies the use of the two possible methods for delivery: ROSE or FTP on the application layer
and the BER on the presentation layer. The lower layers for data communication may be chosen in agreement with the
NWO/AP/SvP and the LEA.

The ddivery to the LEMF should use the internet protocol stack.

4.5.2 Application for IRI (HI2 information)

The handover interface port 2 shall transport the intercept related information (IRI) from the NWO/AP/SvP's MF to the
LEMF.

Theindividual IRl parameters shall be coded using ASN.1 and the basic encoding rules (BER). Where possible, the
format of the information content shall be taken over from existing telecommunication standards, which are used for
these parameters with the network already (e.g., IP). Within the ASN.1 coding for IRI, such standard parameters are
typically defined as octet strings.

3GPP
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4.5.3 Types of IRI records

Intercept related information shall be conveyed to the LEMF in messages, or |RI data records, respectively. Four types
of IRI records are defined:

1) IRI-BEGIN record at the first event of a communication attempt,
opening the IRI transaction

2) IRI-END record at the end of a communication attempt,
closing the IRI transaction

3) IRI-CONTINUE record  at any time during a communication attempt
within the IRI transaction

4) IRI-REPORT record used in general for non-communication related events

For information related to an existing communication case, the record types 1 to 3 shall be used. They form an IRI
transaction for each communication case or communication attempt, which corresponds directly to the communication
phase (set-up, active or release).

For packet oriented data services, the first event of a communication attempt shall be the PDP context activation or a
similar event and an IRI-BEGIN record shall be issued. The end of the communication attempt shall be the PDP context
deactivation or asimilar event and an IRI-END record shall be issued. While a PDP context is active, IRI-CONTINUE
records shall be used for CC relevant IRI datarecords, |RI-REPORT records otherwise.

Record type 4 is used for non-communication related subscriber action, like subscriber controlled input (SCI) for
service activation. For ssimple cases, it can aso be applicable for reporting unsuccessful communication attempts.

The record type is an explicit part of the record. The 4 record types are defined independently of target communication
events. The actud indication of one or several communication events, which caused the generation of an IRI record, is
part of further parameters within the record’s, information content. Consequently, the record types of the IRI
transactions are not related to specific messages of the signaling protocol s of a communication case, and are therefore
independent of future enhancements of the intercepted services, of network specific features, etc. Any transport level
information (i.e. higher-level services) on the target communication-state or other target communication rel ated
information is contained within the information content of the IRI records.

For packet oriented data services, if LI is being activated during an aready established PDP context or similar, an IRI-
BEGIN record will mark the start of the interception. If LI is being deactivated during an established PDP context or
similar, no IRI-END record will be transmitted. The end of interception can be communicated to the LEA by other
means (e.g., HI1).

3GPP



Release 5 16 3GPP TS 33.108 V0.7.3 (2002-02)

2> 5 Circuit-switch domain

3 For further study.
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6 Packet data domain

6.1 Identifiers

Specific identifiers are necessary to identify atarget for interception uniquely and to correl ate between the data, which
is conveyed over the different handover interfaces (HI2 and HI3). The identifiers are defined in the subsections bel ow.

For the délivery of CC and IRI the SGSN or GGSN provide correlation numbers and target identities to the HI2 and
HI3. The correlation number is unique per PDP context and is used to correlate CC with IRI and the different IRI’ s of
one PDP context

6.1.1 Lawful interception identifier

For each target identity related to an interception measure, the authorized NWO/AP/SvP operator shall assign a specid
Lawful Interception Identifier (LI11D), which has been agreed between the LEA and the NWO/AP/SvP.

Using an indirect identification, pointing to atarget identity makesit easier to keep the knowledge about a specific
interception target limited within the authorized NWO/AP/SvP operators and the handling agents at the LEA.

The LIID is acomponent of the CC delivery procedure and of the IRI records. It shall be used within any information
exchanged at the handover interfaces HI2 and HI3 for identification and correlation purposes.

The LIID format shall consist of alphanumeric characters. It might for example, among other information, contain a
lawful authorization reference number, and the date, when the lawful authorization was i ssued.

The authorized NWO/AP/SvP shall either enter aunique LIID for each target identity of the interception subject or a
single LIID for multiple target identities al pertaining to the same interception subject.

If more than one LEA intercepts the same target identity, there shall be unique LI1Ds assigned relating to each LEA.

6.1.2 Network identifier

The network identifier (NID) is a mandatory parameter; it should be internationaly unique. It consists of the following
two identifiers.

1) NWO/AP/SvP- identifier (mandatory):
Unique identification of network operator, access provider or service provider.

2) Network element identifier NEID (optional):
The purpose of the network element identifier isto uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRI record sending, etc.

A network element identifier may be an IP address or other identifier. For GSM and UMTS systems deployed in
the U.S,, the network element identifier is required.
6.1.3 Correlation number
The Correlation Number is unique per PDP context and used for the following purposes:
» correlate CC with IRI,
« correlate different IRI records within one PDP context.

As an example, in the UMTS system, the Correlation Number may be the combination of GGSN address and charging
ID.

3GPP



g AW N

© 00~ »

10

11
12

13
14

15

16

17
18

19
20

21
22

23
24

25
26
27
28

29
30
31

Release 5 18 3GPP TS 33.108 V0.7.3 (2002-02)

6.2 Performance, reliability, and quality

6.2.1 Timing

As ageneral principle, within atelecommunication system, intercept related information (IRl), if buffered, should be
buffered for as short atime as possible.

NOTE: If the transmission of intercept related information fails, it may be buffered or lost.

6.2.2 Quality

The quality of service associated with the result of interception should be (at least) equal to the quality of service of the
origina content of communication. This may be derived from the QoS class used for the original intercepted session

[71.
6.2.3 Reliability

The reliability associated with the result of interception should be (at |east) equal to the reliability of the origina content
of communication. This may be derived from the QoS class used for the origina intercepted session [7].

6.3 Security aspects

Security is defined by national requirements.

6.4 Quantitative aspects

The number of target interceptions supported is a national requirement.

6.5 [RI for packet domain

Intercept related information will in principle be available in the following phases of a data transmission:

1. At connection attempt when the target identity becomes active, at which time packet transmission may or may
not occur (set up of adata context, target may be the originating or terminating party).

2. Attheend of aconnection, when the target identity becomesinactive (removal of adata context).
3. At certain times when relevant information are available.

In addition, information on non-transmission rel ated actions of atarget constitute IRl and is sent via HI2, e.g.
information on subscriber controlled input.

The intercept related information (IRI) may be subdivided into the following categories:

1. Control information for HI2 (e.g. correlation information).

2. Basic data context information, for standard data transmission between two parties.
The events defined in ref [11] are used to generate records for the delivery via HI 2.

There are eight different event types received at DF2 level. According to each event, a Record is sent to the LEMF if
thisisrequired. The following table gives the mapping between event type received at DF2 level and record type sent to
the LEMF.

3GPP
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Table 1. Mapping between UMTS Data Events and HI2 records type

Event IRI Record Type
GPRS attach REPORT
GPRS detach REPORT
PDP context activation (successful) BEGIN
PDP context modification CONTINUE
PDP context activation (unsuccessful) REPORT
Start of intercept with PDP context active | BEGIN
PDP context deactivation END
Location update REPORT
SMS REPORT

3GPP



AOWN =

(&)

© 0o ~NO®

Release 5 20 3GPP TS 33.108 V0.7.3 (2002-02)

A set of information is used to generate the records. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the GSN or DF2 MF, if thisis necessary in a specific country. The
following table gives the mapping between information received per event and information sent in records.

Table 2: Mapping between Events information and IRl information

parameter

description

HI2 ASN.1 parameter

observed MSISDN

Target Identifier with the MSISDN of the target
subscriber (monitored subscriber).

partylnformation (party-identiity)

observed IMSI

Target Identifier with the IMSI of the target subscriber
(monitored subscriber).

partylnformation (party-identity)

observed IMEI

Target Identifier with the IMEI of the target subscriber
(monitored subscriber)

partylnformation (party-identity)

observed PDP

PDP address used by the target..

partylnformation

address (services-data-information)
event type Description which type of event is delivered: PDP gPRSevent
Context Activation, PDP Context Deactivation, GPRS
Attach, etc.
event date Date of the event generation in the XxGSN timeStamp
event time Time of the event generation in the xGSN

access point name

The APN of the access point

partylnformation
(services-data-information)

deactivation, or modification is MS directed or network
initiated.

PDP type This field describes the PDP type as defined in TS GSM | partylnformation
09.60, TS GSM 04.08, TS GSM 09.02 (services-data-information)
initiator This field indicates whether the PDP context activation, | initiator

correlation number

Unigue number for each PDP context delivered to the
LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

gPRSCorrelationNumber

lawful interception
identifier

Unique number for each lawful authorization.

lawfullnterceptionldentifier

SMS-service

location information | This field provides the service area identity, RAl and/or | locationOfTheTarget
location area identity that is present at the SGSN at the
time of event record production.

SMS The SMS content with header which is sent with the sMS

failed context
activation reason

This field gives information about the reason for a failed
context activation of the target subscriber.

gPRSOperationErrorCode

failed attach reason

This field gives information about the reason for a failed
attach attempt of the target subscriber.

gPRSOperationErrorCode

with the PDP Context procedure.

service center This field identifies the address of the relevant server serviceCenterAddress
address within the calling (if server is originating) or called (if

server is terminating) party address parameters for

SMS-MO or SMS-MT.
QOs This field indicates the Quality of Service associated gos

context deactivation
reason

This field gives information about the reason for context
deactivation of the target subscriber.

gPRSOperationErrorCode

network identifier

Operator ID plus SGSN or GGSN address.

networkldentifier

iP assignment

Observed PDP address is statically or dynamically
assigned.

iP-assignment

address

SMS originating Identifies the originator of the SMS message. DataNodeAddress
address
SMS terminating Identifies the intended recipient of the SMS message. DataNodeAddress

NOTE:

LIID parameter must be present in each record sent to the LEMF.
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6.5.1 Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). Theinformation is described as
records and information carried by a record. This focusis on describing the information being transferred to the
LEMF.

The IRI events and data are encoded into records as defined in the Table 1 Mapping between GPRS Events and HI2
records type and Annex B.3 Intercept related information (HI2) [1]. IRI is described in terms of a‘ causing event’ and
information associated with that event. Within each IRI Record thereis a set of events and associated information
elements to support the particular service.

The communication events described in Table 1: Mapping between GPRS Events and HI 2 record type and Table 2:
Mapping between Events information and IRI information convey the basic information for reporting the disposition
of acommunication. This clause describes those events and supporting information.

Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,

conditional (C) - reguired in situations where a condition is met (the condition is given in the Description), or
optiona (O) - provided at the discretion of the implementation.

The information to be carried by each parameter isidentified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

6.5.1.1 REPORT record information

The REPORT record is used to report non-communication related subscriber actions (events) and for reporting
unsuccessful packet-mode communication attempts.

The REPORT record shall be triggered when:
« theintercept subject’s mobile station performs a GPRS attach procedure (successful or unsuccessful);
« theintercept subject’s mobile station performs a GPRS detach procedure;
« theintercept subject’s mobile station is unsuccessful a performing a PDP context activation procedure;
« theintercept subject’s mobile station performs a cell, routing area, or combined cell and routing area update;

¢ theintercept subject’s mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on
nationa reguirements, the triggering event shall occur either when the 3G SGSN receives the SM S from the
target MS or, when the 3G SGSN receives notification that the SM S-Centre successfully received the SMS.

For GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G SGSN
receives an SMS-MO communication from the intercept subject’s mobile station.

e theintercept subject’s mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent
on national requirements, the triggering event shall occur either when the 3G SGSN receives the SMS from
the SMS-Centre or, when the 3G SGSN receives notification that the target M S successfully received the
SMS.
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For GSM and UMTS systems deployed in the U.S., a REPORT record shall be triggered when the 3G
SGSN receives an SMS-MT communication from the SM S-Centre destined for the intercept subject’s

mobile station.
Table 6-1: GPRS Attach REPORT Record
Parameter MOC Description/Conditions

observed MSISDN
observed IMSI c Provide at | east one and others when available.
observed IMEI
event type C Provide GPRS Attach event type.
event date

i M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Proyide, when authorized, to identify location information for the intercept

subject’'sMS.

failed attach reason c Provide information about the reason for failed attach attempts of the target

subscriber.

Table 6-2: GPRS Detach REPORT Record

Parameter MOC Description/Conditions

observed MSISDN
observed IMSI Cc Provide at |east one and others when available.
observed IMEI
event type C Provide GPRS Detach event type.
event date

i M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the intercept

subject’'sMS.
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Table 6-3: PDP Context Activation (unsuccessful) REPORT Record
Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at |east one and others when available.

observed IMEI

observed PDP address C Provideto identify either the:
- static address requested by the intercept subject’s MSin association with a
subject-initiated PDP context activation request for unsuccessful PDP context
activation requests; or
- address offered by the network in association with a network-initiated PDP
context activation request when the intercept subject’sMS rejects the
network-initiated PDP context activation.

iP assignment C Provide to indicate observed PDP addressis statically or dynamically
assigned.

event type C Provide PDP Context Activation event type.

event date ) ) )

M Provide the date and time the event is detected.

event time

access point name C Provide to identify either the:
- packet data network to which theintercept subject requested to be connected
when the intercept subject’ s mobile station is unsuccessful at performing a
PDP context activation procedure (M S to Network); or
- access point of the packet data network that requested to be connected to the
MS when the intercept subject’s mobile station rejects a network-initiated
PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The PDP
Type defines the end user protocol to be used between the external packet
data network and the M S.

initiator C Provide to indicate whether the PDP context activation is network-initiated,
intercept-subj ect-initiated, or not available.

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

|ocation information c Provide, when authorized, to identify location information for the intercept
subject’'sMS.

failed context activation reason C Provide information about the reason for failed context activation attempts of
the target subscriber.

QOs C Provideto identify the QOS parameters.
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Table 6-4: Location Information Update (with No PDP Context Active) REPORT Record

Parameter MOC Description/Conditions

observed MSISDN
observed IMSI C Provide at |east one and others when available.
observed IMEI
event type C Provide Location Information Update event type.
event date

i M Provide the date and time the event is detected.
event time
network identifier M Shall be provided.
lawful intercept identifier M Shall be provided.
location information C Provide, when authorized, to identify location information for the intercept

subject’'sMS.

Table 6-5: SMS-MO and SMS-MT Communication REPORT Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI Cc Provide at | east one and others when available.

observed IMEI

event type C Provide SMS event type.

event date

i M Provide the date and time the event is detected.

event time

network identifier M Shall be provided.

lawful intercept identifier M Shall be provided.

SMS originating address o | Providetoidentify the originating and destination address of the SM'S

SM'S destination address message.

location information C Proyide, when authorized, to identify location information for the intercept
subject’'sMS.

SMS c Proyide to deliver SMS content, including header which is sent with the SMS-
service.

service center address C Provideto identify the address of the relevant SMS-C server. If SMS content

is provided, this parameter is optional.
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6.5.1.2 BEGIN record information
The BEGIN record is used to convey the first event of packet-data communication interception.
The BEGIN record shall be triggered when:

»  successful PDP context activation;

e theinterception of asubject’s communicationsis started and at least one PDP context is active. If more than
one PDP context is active, aBEGIN record shall be generated for each PDP context that is active.

Table 6-6: PDP Context Activation (successful) BEGIN Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI c Provide at |east one and others when available.
observed IMEI
observed PDP address C Provide to identify one of the following:

- static address requested by the intercept subject’s M S, and alocated by the
Network for a successful PDP context activation;

- address dlocated dynamically by the network to the intercept subject MSin
associ ation with a PDP context activation (i.e., addressis sent by the Network
in an Activate PDP Context Accept) for a successful PDP context activation
procedure when the PDP Context activation request does not contain astatic
PDP address; or

- address offered by the network in association with a network-initiated PDP
context activation request when the intercept subject’s M S accepts the
network-initiated PDP context activation request.

iP assignment C Provide to indicate observed PDP addressis statically or dynamically
assigned.

event type C Provide PDP Context Activation event type.

event date ) ) )

M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which theintercept subject requested to be connected
when the intercept subject’sMSis successful at performing a PDP context
activation procedure (M S to Network).

- access point of the packet data network that requested to be connected to the
MS when the intercept subject’s M S accepts a network-initiated PDP context
activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The PDP
Type defines the end user protocol to be used between the external packet
data network and the MS.

initiator C Provide to indicate whether the PDP context activation is network-initiated,
intercept-subj ect-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF and to
correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the intercept
subject’'sMS.

QOs C Provide to identify the QOS parameters.
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Table 6-7: Start Of Interception (with PDP Context Active) BEGIN Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at |east one and others when available.
observed IMEI
observed PDP address C Provide to identify the:

- static address requested by the intercept subject’s M S, and allocated by the
Network for a successful PDP context activation.

- address alocated dynamically by the network to the intercept subject MSin
association with a PDP context activation (i.e., addressis sent by the Network
in an Activate PDP Context Accept) for a successful PDP context activation
procedure when the PDP Context activation request does not contain a static
PDP address.

- address offered by the network in association with a network-initiated PDP
context activation request when the intercept subject’s M S accepts the
network-initiated PDP context activation request.

event type C Provide Start Of Interception With PDP Context Active event type.

event date ) ) )
M Provide the date and time the event is detected.

event time

access point name C | Providetoidentify the:

- packet data network to which the intercept subject requested to be connected
when the intercept subject’sMSis successful at performing a PDP context
activation procedure (M S to Network).

- access point of the packet data network that requested to be connected to the
MS when the intercept subject’s M S accepts a network-initiated PDP context
activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The PDP
Type defines the end user protocol to be used between the external packet
data network and the MS.

initiator C Provide to indicate whether the PDP context activation is network-initiated,
intercept-subj ect-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF and to
correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the intercept
subject’'sMS.

QOs C Provide to identify the QOS parameters.
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6.5.1.3 CONTINUE record information
The CONTINUE record is used to convey events during an active packet-data communication PDP Context.
The CONTINUE record shall be triggered when:

* An active PDP context is modified;

Table 6-8: PDP Context Modification CONTINUE Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI c Provide at |east one and others when available.
observed IMEI
observed PDP address C The observed address after modification

Provide to identify the:

- static address requested by the intercept subject’sM S, and allocated by the
Network for a successful PDP context activation.

- address dlocated dynamically by the network to the intercept subject MSin
associ ation with a PDP context activation (i.e., addressis sent by the Network
in an Activate PDP Context Accept) for a successful PDP context activation
procedure when the PDP Context activation request does not contain astatic
PDP address.

- address offered by the network in association with a network-initiated PDP
context activation request when the intercept subject’s M S accepts the
network-initiated PDP context activation request.

event type C Provide the PDP Context Modification event type.

event date
M Provide the date and time the event is detected.

event time

access point name C | Providetoidentify the:

- packet data network to which the intercept subject requested to be connected
when the intercept subject’sMSis successful at performing a PDP context
activation procedure (M S to Network).

- access point of the packet data network that requested to be connected to the
MS when the intercept subject’s MS accepts a network-initiated PDP context
activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The PDP
Type defines the end user protocol to be used between the external packet
data network and the MS.

initiator C Provide to indicate whether the PDP context activation is network-initiated,
intercept-subj ect-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF used to
correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

|ocation information c Provide, when authorized, to identify location information for the intercept
subject’'sMS.

QOs C Provideto identify the QOS parameters.
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6.5.1.4 END record information
The END record is used to convey the last event of packet-data communication interception.
The END record shal be triggered when:

*  PDP context deactivation.

Table 6-9: PDP Context Deactivation END Record

Parameter MOC Description/Conditions

observed MSISDN

observed IMSI C Provide at |east one and others when available.

observed IMEI

observed PDP address C Provide to identify the PDP address assigned to the intercept subject, if
available.

event type C Provide PDP Context Deactivation event type.

event date ) ) )

M Provide the date and time the event is detected.

event time

access point name C Provideto identify the packet data network to which the intercept subject is
connected.

PDP type C Provide to describe the PDP type of the observed PDP address. The PDP
Type defines the end user protocol to be used between the external packet
data network and the M S.

initiator C Provide to indicate whether the PDP context deactivation is network-initiated,
intercept-subj ect-initiated, or not available.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEM and to
correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

|ocation information c Provide, when authorized, to identify location information for the intercept
subject’'sMS.

context deactivation reason C Provideto indicate reason for deactivation.
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7 Multi-media domain

For further study.
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Annex A (normative):
HI2 Delivery mechanisms and procedures

There are two possible methods for delivery of IRI to the LEMF standardized in this document:

a ROSE
b) FTP

A.1 ROSE

A.1.1 Architecture

LI _Application

ASE HI :
Application Service Element for
the Handover Interface

Session
Transport
Network
Data
Physical

Figure A.1: Architecture

The ASE_HI manages the data link, the coding/decoding of the ROSE operations and the sending/receiving of the
ROSE operations.

A.1.2 ASE_HI procedures

A.1.2.1 Sending part

To request the sending of datato a peer entity, the LI_Application provides the ASE_HI, the address of the peer entity,
the nature of the data and the data.

On receiving areguest of the LI_Application:

- If the datalink toward the peer entity addressis active, the ASE_HI, from the nature of the data provided,
encapsulates this datain the relevant RO-I1nvoke operation.

- If the datalink toward the peer entity addressisn't active, the ASE_HI establishes this datalink (see
annex A.1.2.3). Then, depending on the nature of the data provided, the ASE_HI encapsulates this datain the
relevant RO-Invoke operation.
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Depending on the natures of the data provided by the LI_Application, the ASE_HI encapsul ates this data within the
relevant ROSE operation:

- IRI: inthis case the data provided by the application are encoded within the class 2 RO-Invoke operation
Sending_of IRI.

- SMS: inthis case the data provided by the application are encoded within the class 2 RO-Invoke operation
Sending-of-IRI.

Depending on the class of the operation, the ASE-HI may have to wait for an answer. In this case atimer, depending on
the operation, is started on the sending of the operation and stopped on the receipt of an answer (RO_Result, RO_Error,
RO_Reject).

On timeout of the timer, the ASE_HI indicatesto the LI_Application that no answer has been received. It is under the
LI_Application responsability to send again the data or to inform the administrator of the problem.

On receipt of an answer component (after verification that the component isn't erroneous), the ASE_HI stop the relevant
timer and acts depending on the type of component:

- Onreceipt of aRO_Result, the ASE_HI providetherelevant L1_Application an indication that the data has been
received by the peer L1-application and the possible parameters contained in the RO_Resullt.

- Onreceipt of aRO_Error, the ASE_HI provide the relevant LI_Application an indication that the data hasn't
been received by the peer LI-application and the possible "Error cause'. The error causes are defined for each
operation in the relevant ASN1 script. It isunder the L1_Application responsability to generate or not an darm
message toward an operator or administrator.

- Onreceipt of aRO_Regject_U/P, the ASE_HI providethe relevant LI_Application an indication that the data
hasn't been received by the peer L1-application and the "Problem cause". The "problem causes' are defined
in[7] to[8]. It isunder the LI_Application responsibility to send again the data or to inform the
operator/administrator of the error.

On receipt of an erroneous component, the ASE_HI acts as described in ITU-T Recommendations[7] to [8].

A.1.2.2 Receiving part
On receipt of a ROSE operation from the lower layers:

- When receiving operations from the peer entity, the ASE_HI verifies the syntax of the component and transmits
the parametersto the LI-Application. If no error/problem is detected, in accordance with the [7] to [8] standard
result (only Class2 operation are defined), the ASE_HI sends back a RO_Result which coding is determined by
the relevant operation ASN1 script. The different operations which can be received are:

- RO-Invoke operation "Sending-of-IRI" (HI2 interface);
- RO-Invoke operation "No-Circuit-Call-Related-Services' (HI3 interface);
In case of error, the ASE_HI acts depending on the reason of the error or problem:

- Inaccordance with the rules defined by [7] to [8], an RO_Error is sent in the case of an unsuccessful operation at
the application level. The Error cause provided is one among those defined by the ASN1 script of the relevant
operation.

- Inaccordance with the rules defined in [ 7] to [8], an RO_Reject_U/Pis sent in the case of an erroneous
component. On receipt of an erroneous component, the ASE_HI acts as described in [7] to [8].

A.1.2.3 Datalink management
This function is used to establish or release adatalink between two peer L1_Applications entities (MF and LEMF).

Depending on a per destination address configuration data, the datalink establishment may be required either by the
LEMF L1_Application or by the MF LI_Application.

A.1.2.3.1 Data link establishment

To request the establishment of adatalink toward a peer entity, the L1_Application provides, among others, the
destination address of the peer entity (implicitly, this address defined the protocol layers immediately under the
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ASE HI: TCP/IP, X25, ...). Onreceipt of this request, the ASE_HI request the establishment of the data link with
respect of the rules of the under layers protocol.

As soon as the data link is established, the requesting L1_Application initiates an authentication procedure:

the origin LI_Application requests the ASE_HI to send the class 2 RO-Invoke operation
"Sending_of_Password" which includesthe "origin password" provided by the LI_Application;

the peer LI-Application, on receipt of the "origin password" and after acceptance, requeststoits ASE_HI to send
back a RO-Result. In addition, this destination application requests the ASE_HI to send the class 2 RO-Invoke
operation " Sending-of-Password" which includes the " destination password" provided by the L1_Application;

the origin LI-Application, on receipt of the "destination password" and after acceptance, requeststo its ASE_HI
to send back a RO-Result. This application is allowed to send data;

after receipt of the RO_Result, this application is allowed to send data.

In case of erroneous password, the datalink isimmediately released and an "password error indication” is sent toward
the operator._

Optionally a Data link test procedure may be used to verify periodically the data link:

When no data have been exchanged during a network dependent period of time toward an address, (may vary
from 1 to 30 minutes) the LI_Application requests the ASE_HI to send the class 2 RO-Invoke operation
Data-Link-Test.

The peer LI-Application, on receipt of this operation , requeststo it's ASE_HI to send back a RO-Resullt.
On receipt of the Result thetest is considered vaid by the LI_Application.

If no Result isreceived or if a Reject/Error message isreceived, the LI_Aplication requeststhe ASE LI to
rel ease the data link and send an error message toward the operator.

A.1.2.3.2 Data link release

The End of the connection toward the peer LI_Application is under the responsibility of the LI_Application.
E.qg., the End of the connection may be requested in the following cases:

- When dl thedata (IR, ...) has been sent. To prevent unnecessary release, the datalink may be released only
when no L1_Application data have been exchanged during a network dependent period of time.

- Thedatalink is established when a call isintercepted and released when the intercepted call is released (and
al the relevant data have been sent).

- For security purposes.
- For changing of password or address of the LEMF/IIF.

To end the connection an L1_Application requests the ASE_HI to send the class 2 RO-Invoke operation "End-
Of-Connection”.

The peer LI-Application, on receipt of this operation , requeststo it's ASE_HI to send back a RO_Resullt.
On receipt of the Result the LI_Application requeststhe ASE L1 to release the datalink.

If no Result is received after a network dependent period of time, or if a Reject/Error message is received, the
LI_Application requeststhe ASE_L1I to release the datalink and to send an error message toward the
operator/administrator.

A.1.2.4 Handling of unrecognized fields and parameters

See annex D.
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A2 FTP

A.2.1 Introduction

At HI2 interface FTP is used over internet protocol stack for the delivery of the IRI. The FTP isdefined in ref [13]. The
IPisdefined in ref [15]. The TCPis defined in ref [16].

FTP supportsreliable delivery of data. The data may be temporarily buffered in the mediation function (MF) in case of
link failure. FTP isindependent of the payload datait carries.

A.2.2 Usage of the FTP

The MF acts asthe FTP client and the LEMF acts as the FTP server . The client pushes the data to the server.
The receiving node LEMF stores the received data as files. The MF may buffer files.
Several records may be gathered into bigger packages prior to sending, to increase bandwidth efficiency.

The following configurable intercept data collection (= transfer package closing / file change) threshold parameters
should be supported:

- freguency of transfer, based on send timeout, e.g. X ms
- freguency of transfer, based on volume trigger, e.g. X octets
Every file shall contain only complete IRI records. The single IRI record shall not be divided into several files.

There are two possible ways as to how the interception data may be sent from the MF to the LEMF. One way isto
produce files that contain interception data only for one observed target (ref: "File naming method A)"). The other way
isto multiplex al the intercepted datathat MF receives to the same sequence of general purpose interception files sent
by the MF (ref: "File naming method B)").

File naming:

The names for the files transferred to a LEA are formed according to one of the 2 avail able formats, depending on the
delivery file strategy chosen (e.g. due to national convention or operator preference).

Either each file contains data of only one observed target (asin method A) or several targets’ datais put to files
common to al observed target traffic through MF (asin method B).

The maximum set of allowed charactersin interception file namesare™a'..."z", "A"..."zZ","-"," ", ".", and decimals
"0"..."on

File naming method A):

<LIID>_<seg>.<ext>

LIID= Seeclause7.1.

seq =  integer ranging between [0..2764-1], in ASCII form (not exceeding 20 ASCI| digits), identifying the
sequence number for file transfer from this node per a specific target.

ext = ASCII integer ranging between [*1".."7".] (in hex: 31H...37H), identifying the file type. The possiblefile
type coding for IRI isshown in table A.1.

Table A.1: Possible file types

File types that the LEA may get Intercepted data types
"1" (in binary: 0011 0001) IRI

This alternative A is used when each target's IRI is gathered per observed target to dedicated delivery files. This method
provides the result of interception in avery refined form to the LEAS, but requires somewhat more resources in the MF
than aternative B. With this method, the data sorting and interpretation tasks of the LEMF are considerably easier to
facilitate in near real time than in alternative B.

File naming method B):

The other choice is to use monolithic fixed format file names (with no trailing file type part in the file name):
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<filenamestring> (e.g. ABX'Y 00041014084400001)

where:
ABXY = Source nodeidentifier part, used for al files by the mobile network operator "AB" from this MF node
named "XY".

00  =year 2000
04 = month April

10 =day10

14  =hour

08 = minutes

44 = seconds

0000 = extension

1 =filetype. Thetype"1" isreserved for IRI datafiles. (Codings"2" = CC(MO), "4" = CC(MT), "6" =

CC(MO&MT) arereserved for HI3).

This alternative B is used when several targets' intercepted datais gathered to common ddlivery files. This method does
not provide the result of interception in as refined form to the LEAS as the alternative A, but it is faster in performance
for the MF point of view. With this method, the MF does not need to keep many files open like in alternative A.

A.2.3 Profiles (informative)

Asthere are several ways (usage profiles) how datatransfer can be arranged by using the FTP, this chapter contains
practical considerations how the communications can be set up. Guidanceis given for client-server arrangements,
session establishments, time outs, the handling of the files (in RAM or disk). Example batch file is described for the
case that the sending FTP client usesfiles. If instead (logicdl) files are sent directly from the client’s RAM memory,
then the procedure can be in principle similar though no script file would then be needed.

At the LEMF side, FTP server processisrun, and at MF, FTP client. No FTP server (which could be accessed from
outside the operator network) shall run in the MF. The FTP client can be implemented in many ways, and herethe FTP
usage is presented with an example only. The FTP client can be implemented by a batch file or afile sender program
that uses FTP viaan API. Thelogin needs to occur only once per e.g. <destaddr> & <leauser> -pair. Oncetheloginis
done, the files can then be transferred just by repeating 'mput' command and checking the transfer status (e.g. from the
API routine return value). To prevent inactivity timer triggering, adummy command (e.g. ‘pwd’) can be sent every T
seconds (T should be lessthan L, the actua idle time limit). If the number of FTP connectionsis wanted to be as
minimised as possible, the FTP file transfer method "B" is to be preferred to the method A (though the method A helps
more the LEMF by pre-sorting the data sent).

Smple example of a batch file extract:
FTP commands usage scenario for transfering alist of files:

To prevent FTP cmd line buffer overflow the best way isto use wildcarded file names, and let the FTP implementation
do the file name expansion (instead of shell). The number of files for one mput is not limited this way:

ftp <flags> <destaddr>
user <l eauser> <| eapasswd>
cd <dest pat h>
| cd <srcpat h>
bin
mput <files>
nlist <lastfile> <checkfil e>
cl ose
ECF

This set of commands opens an FTP connection to a LEA site, logs in with a given account (auto-login is disabled),
transfersalist of filesin binary mode, and checks the transfer statusin asimplified way.

Brief descriptions for the FTP commands used in the example:

user <user-name> <password> Identify the client to the remote FTP server.

cd <remote-directory> Change the working directory on the remote machine to remote-directory.
Icd <directory> Change the working directory on the local machine.

bin Set the file transfer type to support binary image transfer
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mput <local-files> Expand wild cardsin thelist of local files given as arguments and do a put
for each filein the resulting list. Store each local file on the remote
machine.

nlist <remote-directory> <local-file> Print alist of the filesin a directory on the remote machine. Send the
output to local-file.

close Terminate the FTP session with the remote server, and return to the
command interpreter. Any defined macros are erased.

The parameters are as follows:

<flags> contains the FTP command options, e.g. "-i -n -V -p" which equals to 'interactive prompting off’, ‘auto-
login disabled’, 'verbose mode disabled’, and 'passive mode enabled'. (These are dependent on the used
ftp- version.)

<destaddr> containsthe IP address or DNS address of the destination (LEA).
<leauser> containsthe receiving (LEA) username.

<leapasswd> contains the receiving (LEA) user's password.

<destpath> contains the destination path.

<srcpath> contains the source path.

<files> wildcarded file specification (matching the files to be transferred)
<lastfile>  the name of thelast file to be transferred

<checkfile> isa(locd) file to be checked upon transfer completion; if it exists then the transfer is considered
successful.

The FTP application should to do the following things if the checkfileis not found:

- keepthefailedfiles.
- raise filetransfer failure’ error condition (i.e. send alarm to the corresponding LEA).

- thedata can be buffered for atime that the buffer size allows. If that would finally be exhausted, DF would start
dropping the corresponding target’s data until the transfer failureis fixed.

- thetransmission of thefailed filesis retried until the transfer eventually succeeds. Then the DF would again start
collecting the data.

- upon successful filetransfer the sent files are deleted from the DF.
The FTP server at LEMF shall not allow anonymous login of an FTP client.

A.2.4 File content

Thefile content isin method A relating to only one intercepted target.

In thefile transfer method B, the file content may relate to any intercepted targets whose intercept records are sent to
the particular LEMF address.

Individual IRI records shall not be fragmented into separate files at the FTP layer.

A.2.5 Exceptional procedures

Overflow at the receiving end (LEMF) is avoided due to the nature of the protocol.

In case the transit network or receiving end system (LEMF) is down for a reasonably short time period, the loca
buffering at the MF will be sufficient as adelivery reliability backup procedure.

In case the transit network or receiving end system (LEMF) is down for avery long period, the local buffering at the
MF may have to be terminated. Then the following intercepted data coming from the intercepting nodes to the MF
would be discarded, until the transit network or LEMF is up and running again.
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A.2.6 Other considerations
The FTP protocol mode parameters used:

Transmission Mode:  stream

Format: non-print
Structure: file-structure
Type: binary

The FTP client (=user -FTP process at the MF) uses e.g. the default standard FTP ports 20 (for data connection) and 21
(for control connection), 'passive’ mode is supported. The data transfer process listens the data port for a connection
from a server-FTP process.

For the file transfer from the MF to the LEMF(s) e.g. the following data transfer parameters are provided for the FTP
client (at the MF):

- transfer destination (IP) address, e.g. "194.89.205.4"

- transfer destination username, e.g. "LEA1"

- transfer destination directory path, e.g. "/usr/local/LEA1/1234-8291"

- transfer destination password

- interception filetype, "1" (thisis needed only if the file naming method A is used)

LEMF may use various kind directory structures for the reception of interception files. It is strongly recommended that
at the LEMF machine the structure and access and modification rights of the storage directories are adjusted to prevent
unwanted directory operations by a FTP client.

Timing consider ations for the HI2 FTP transmission

The MF and LEMF sides control the timersto ensure reliable, near-real time data transfer. The transmission related
timers are defined within the lower layers of the used protocol and are out of scope of this document.

The following timers may be used within the L1 application:

Table A.2: Timing considerations

Name Controlled by Units Description

T1inactivity timer | LEMF Seconds Triggered by no activity within the FTP session (no new files). The FTP
session is torn down when the T1 expires. To send another file the new
connection will be established. The timer avoids the FTP session overflow at
the LEMF side.

T2 send file trigger | MF Milliseconds Forces thefile to be transmitted to the LEMF (even if the size limit has not been
reached yet in case of volume trigger active). If thetimer is set to O the only

trigger to send thefileisthefile size parameter (Ref. C.2.2).
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Annex B (normative):
Structure of data at the handover interface

This annex specifies the coding details at the handover interface HI for al data, which may be sent from the
NWO/AP/SvP's equipment to the LEMF, across HI.

At the HI2 and HI3 handover interface ports, the following data may be present:

- interface port HI2: Intercept related information (IRI);
- interface port HI3: records containing content of communication (CC).

The detailed coding specification for these types of information is contained in this annex, including sufficient details
for a consistent implementation in the NWO/AP/SvP's equipment and the LEMF.

It must be noticed some data are ROSE specific and have no meaning when FTP is used. Those specificities are
described at the beginning of each sub-annex.

B.1 Syntax definitions

The transferred information and messages are encoded to be binary compatible with [5] (Abstract Syntax Notation One
(ASN.1)) and [6] (Basic Encoding Rules (BER)).

These recommendations use precise definitions of the words type, class, value, and parameter. Those definitions are
paraphrased below for clarity.

A type, in the context of the abstract syntax or transfer syntax, is aset of al possible values. For example, an INTEGER
isatype for al negative and positive integers.

A class, in the context of the abstract syntax or transfer syntax, is aone of four possible domains for uniquely defining a
type. The classes defined by ASN.1 and BER are: UNIVERSAL, APPLICATION, CONTEXT, and PRIVATE.

The UNIVERSAL classisreserved for international standards such as[5] and [6]. Most parameter type identifiersin
the HI ROSE operations are encoded as CONTEXT specific class. Users of the protocol may extend the syntax with

PRIVATE class parameters without conflict with the present document, but risk conflict with other users’ extensions.
APPLICATION class parameters are reserved for future extensions.

A valueis aparticular instance of atype. For example, five (5) is a possible value of the type INTEGER.

A parameter in the present document is a particular instance of the transfer syntax to transport a value consisting of a
tag to identify the parameter type, alength to specify the number of octetsin the value, and the value.

Inthe BER atag (a particular type and class identifier) may either be a primitive or a constructor. A primitiveis apre-
defined type (of class UNIVERSAL) and a constructor consists of other types (primitives or other constructors). A
constructor type may either be IMPLICIT or EXPLICIT. An IMPLICIT type is encoded with the constructor identifier
aone. Both ends of a communication must understand the underlying structure of the IMPLICIT types. EXPLICIT
types are encoded with the identifiers of al the contained types. For example, an IMPLICIT Number of type INTEGER
would be tagged only with the Number tag, where an EXPLICIT number of type INTEGER would have the INTEGER
tag within the Number tag. The present document uses IMPLICIT tagging for more compact message encoding.

For the coding of the value part of each parameter the general ruleisto use awidely use a standardized format when it
exists (ISUP, DSS1, MAP, ...).

Asalarge part of the information exchanged between the user's may be transmitted within ISUP/DSS1 signalling, the
using of the coding defined for this signalling guarantee the integrity of the information provided to the LEMF and the
evolution of the interface. For example if new values are used within existing | SUP parameters, this new values shall be
transmitted transparently toward the LEMF.
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B.3 Intercept related information (HI2)

Declaration of

ROSE operation sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery

mechanism, data | RI-content must be considered.

HI 20per at i on
DEFI NI TI ONS

BEG N

ASN1 description of IRI (HI2 interface)

s {( For Future Study: Mdule ID to be defined)}

IMPLICIT TAGS :: =

I MPORTS

OPERATI ON,
ERROR

Lawf
Ti me

FROM Renpt e- Oper at i ons- | nf or mat i on- Obj ect's
{joint-iso-itu-t(2) renote-operations(4) informtionOojects(5) versionl(0)}

ul I nterceptionldentifier,

St anp

FROM HI 20per at i ons

{ccitt(0) identified-organization(4) etsi(0) securityDomain(2)

| awful Intercept(2) hi2(1) version2(2)}; -- ES 201 671 Edition 2
sendi ng-of -IRI OPERATION :: =
ARGUMENT | RI Cont ent
ERRORS { OperationErrors }
CODE gl obal : {( For Future Study: to be defined as a 3GPP-LI (bject-1D)}
-- Class 2 operation . The tinmer shall be set to a value between 3 s and 240 s.
-- The tiner.default value is 60s.
-- NOTE: The same note as for H managenment operation applies.
I Rl Cont ent 1= CHA CE
{
i Rl - Begi n-record [1] IRI-Paraneters, -- include at |east one optional paraneter
i Rl -End-record [2] IR -Paraneters,
i Rl - Conti nue-record [3] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - Report-record [4] IR -Paraneters -- include at |east one optional paraneter
}
unknown- ver si on ERROR ::= { CODE | ocal : 0}
m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}
unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}
unknown- par anet er ERROR ::= { CODE | ocal : 3}
QperationErrors ERROR :: =
{
unknown- ver si on |
m ssi ng- par aneter |
unknown- par anet er - val ue |
unknown- par anet er
}
-- This values may be sent by the LEMF, when an operation or a paraneter is m sunderstood.
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| Rl - Par aneters .. = SEQUENCE

{
i Rl version [ 23] ENUMERATED

version2(2),

} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed
| awf ul I nterceptionldentifier [1] Lawful Interceptionldentifier,
-- This identifier is associated to the target.
ti meStanp [3] TineStanp,
-- date and tinme of the event triggering the report.)
initiator [4] ENUMERATED
{
not - Avai | abl e (0),

originating-Target (1),
-- in case of GPRS, this indicates that the PDP context activation
-- or deactivation is M requested
term nating-Target (2),
-- in case of GPRS, this indicates that the PDP context activation or
-- deactivation is network initiated

}- dDTI ONAL,
| ocati onCf TheTar get [8] Location OPTI ONAL,
-- location of the target subscriber
partyl nformation [9] SET SIZE (1..10) OF Partylnformation OPTI ONAL,

-- This paranmeter provides the concerned party (Originating, Termnating or
-- forwarded party), the identiy(ies) of the party and all the information provided
-- by the party.

servi ceCent er Addr ess [13] Partylnformation OPTI ONAL,
-- e.g. in case of SM5 nmessage this paraneter provides the address of the relevant
-- server within the calling (if server is originating) or called (if server is
-- termnating) party address paraneters
sV [14] SMs-report OPTI ONAL,
-- this paranmeter provides the SM5 content and associated information

nati onal - Paranet ers [16] National - Paraneters OPTI ONAL,
gPRSCor r el at i onNunber [ 18] GPRSCorrel ati onNunber OPTI ONAL,
gPRSevent [20] GPRSEvent OPTI ONAL,

-- This information is used to provide particular action of the target
-- such as attach/detach

sgsnAddr ess [21] Dat aNodeAddress OPTI ONAL,
gPRSOper ati onError Code [22] GPRSOperati onError Code OPTI ONAL,
ggsnAddr ess [24] Dat aNodeAddr ess OPTI ONAL,

qCs [25] Qos OPTI ONAL,

net wor kl denti fi er [26] Network-ldentifier OPTIONAL,

sMSOri gi nat i ngAddr ess [27] Dat aNodeAddr ess OPTI ONAL,
sMSTer m nat i ngAddr ess [ 28] Dat aNodeAddr ess OPTI ONAL,

}
-- PARAMETERS FORMATS
Net wor k- | denti fi er 11 = SEQUENCE
{
operator-ldentifier [0] OCTET STRING (SIZE (1 .. 5)),
-- it’s anotification of the NWO AP/ SvP in ASClI |- characters
-- the paraneter is mandatory.
networ k- El enent -l dentifier [1] Network-Elenent-ldentifier OPTI ONAL,
}
Net wor k- El enent -l dentifier ::= CHO CE
{
i P- For mat [3] OCTET STRING (SIZE (1 .. 25)),
-- | P address
dNS- For mat [4] OCTET STRI NG (SIZE (1 .. 25)),
-- DNS address
i P- Addr ess [5] Dat aNodeAddress
}
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Partyl nformation 11 = SEQUENCE

{
party-Qualifier [0] ENUMERATED

gPRS- Tar get (3),

b
partyldentity [1] SEQUENCE
{
i mei [1] OCTET STRING (SI ZE (8)) OPTI ONAL,
-- See MAP format [4]
i mei [3] OCTET STRING (SIZE (3..8)) OPTI ONAL,
-- See MAP format [4] International Mbile
-- Station ldentity E. 212 nunber beginning with Mbile Country Code
sl SDN [6] OCTET STRING (SIZE (1..9)) OPTI ONAL,
-- MSI SDN of the target, encoded in the same format as the AddressString
-- paraneters defined in MAP format document ref [4], § 14.7.8
e164- For mat [7] OCTET STRI NG (SIZE (1 .. 25)) OPTI ONAL,
-- E164 address of the node in international format. Coded in the same format as
-- the calling party nunber paraneter of the | SUP (paraneter part:[5])
b
servi ces-Dat a- I nformation [4] Services-Data-Infornmati on OPTI ONAL,
-- This paranmeter is used to transmt all the information concerning the
-- conplenentary information associated to the basic data call
}
Location 11 = SEQUENCE
gl obal Cel I I D [2] OCTET STRING (SIZE (5..7)) OPTI ONAL,
--see MAP format (see [4])
rAl [4] OCTET STRING (SIZE (6)) OPTI ONAL,
-- the Routeing Area Identifier is coded in accordance with the § 10.5.5.15 of
-- docunent ref [9] without the Routing Area ldentification |El (only the
-- last 6 octets are used)
gsnlLocation [5] GSMLocation OPTI ONAL,
umt sLocati on [6] UMTISLocati on OPTI ONAL,
sAl [7] OCTET STRING (SIZE (7)) OPTI ONAL,
-- format: PLM\-ID 3 octets (no. 1 — 3)
-- LAC 2 octets (no. 4 — 5)
-- SAC 2 octets (no. 6 — 7)
-- (according to 3GPP TS 25.413)
}
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{

GSML.ocat i on ;.= CHO CE

geoCoordi nates [1] SEQUENCE

| atitude [1] PrintableString (SIZE(7..10)),
-- format : XDDMVBS. SS
| ongi t ude [2] PrintableString (SIZE(8..11))
-- format : XDDDMVEBS. SS
H
-- format : XDDDMMVSBS. SS
-- X : N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- Y : minutes (nuneric characters)
-- SS. SS : seconds, the second part (.SS) is optionnal
-- Exanple :
-- | atitude short form N502312
-- | ongi tude long form E1122312. 18

ut nCoordi nates [2] SEQUENCE

ut m East [1] PrintableString (SIZE(10)),
utm North [2] PrintableString (SIZE(7))
-- exanple utm East 3200439955
-- utm North 5540736

H

ut nRef Coor di nat es [3] PrintableString (SIZE(13)),
-- exanple 32UPU91294045

WGS84Coor di nat es [4] OCTET STRING (Sl ZE(7..10))
-- format is as defined in GSM 03. 32; pol ygon type of shape is not allowed.
}
UMISLocation ::= CHO CE {
poi nt [1] GA-Point,
poi nt Wt hUnCertainty [2] GA-Point WthUnCertainty,
pol ygon [3] GA-Pol ygon
Geogr aphi cal Coordi nates ::= SEQUENCE {
| atitudeSign ENUMERATED { north, south },
| atitude I NTEGER (0. .8388607),
| ongi t ude | NTEGER ( - 8388608. . 8388607),
}
GA- Poi nt ::= SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
GA- Poi nt Wt hUnCertainty ::=SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
uncert ai nt yCode I NTEGER (0. .127)
}
‘ maxNr Of Poi nt s I NTEGER ::= 15
GA- Pol ygon ::= SEQUENCE (Sl ZE (1..maxNrOf Points)) OF
SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
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SMS-report 11 = SEQUENCE
sMs- Cont ent s [3] SEQUENCE
{
sms-initiator [1] ENUMERATED -- party which sent the SM
target (0),
server (1),
undefined-party (2),
b
transfer-status [2] ENUMERATED
{
succeed-transfer (0), -- the transfer of the SM5 nessage succeeds
not - succeed-transfer (1),
undef i ned (2),
} OPTI ONAL,
ot her - ressage [3] ENUMERATED -- in case of terminating call, indicates if the
-- server will send other SM5
{
yes (0),
no (1),
undef i ned (2),
} OPTI ONAL,
cont ent [4] OCTET STRING (SIZE (1 .. 270)) OPTI ONAL,
-- Encoded in the format defined for the SVMS nobile
}
}
Nat i onal - Par aneters 1= SET SIZE (1..40) OF OCTET STRING (SIZE (1..256))
-- Content defined by national |aw
\ GPRSCorrel ati onNunber ::= OCTET STRI NG (S| ZE(8. . 20))
GPRSEvent ::= ENUVMERATED
{
pDPCont ext Acti vati on (1),
start Of I nt ercepti onW t hPDPCont ext Active (2),
pDPCont ext Deacti vati on (4),
gPRSAt t ach (5),
gPRSDet ach (6),
| ocati onl nf oUpdat e (10),
sMS (11),
pDPCont ext Mbdi fi cati on (13),
}
-- see ref [10]
Servi ces-Data- I nformation ::= SEQUENCE
gPRS- paraneters [1] GPRS-paraneters OPTI ONAL,
}
GPRS- paraneters ::= SEQUENCE
pDP- addr ess- al | ocat ed-t o-t he-t ar get [1] Dat aNodeAddr ess OPTI ONAL,
aPN [2] OCTET STRING (SIZE(1..100)) OPTI ONAL,
pDP-t ype [3] OCTET STRING (SIZE(2)) OPTI ONAL,
}
GPRSOper ati onError Code ::= OCTET STRING (S| ZE(2))
-- refer to standard [9] for val ues(GW cause or SM cause paraneter).
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Dat aNodeAddress ::= CHO CE
i pAddr ess [1] | PAddress,
x25Address [2] X25Address,
el64- Format [3] OCTET STRI NG (SIZE (1 .. 25))
-- E164 address of the node in international format. Coded in the same format as
-- the calling party nunber paraneter of the | SUP (paraneter part:[5])
}
| PAddr ess ::= SEQUENCE
{
i P-type [1] ENUMERATED
i PV4(0),
i PV6(1),
},
i P-val ue [2] 1P-val ue,
i P-assi gnnment [3] ENUMERATED
static (1),
-- The static coding shall be used to report a static address
-- requested by a M5 or offered by the network in association
-- with a PDP context activation procedure.
dynam ¢ (2),
-- The dynam c coding shall be used to report a dynamically allocated
-- address by the network in association with a PDP context activation.
not Avai | abl e (3)
-- The not Avail abl e coding shall be used to report |P addresses
-- not associated with a M5 (i.e., network el ement |P address).
-- In addition, this coding shall also be used when the ip assignnent
-- method associated with the M5 is not known, not avail able,
-- or not retained at the intercepting 3G GSN
I
}
| P-value ::= CHO CE
i PBi naryAddress [1] OCTET STRING (S| ZE(4..16)),
i PText Addr ess [2] 1A5String (SIZE(7..45))
}
| X25Address ::= OCTET STRING (Sl ZE(1..25))
Qos ::= CHO CE
goslu [1] OCTET STRING (Sl ZE(3..11)),
-- The qoslu paraneter shall be coded in accordance with the § 10.5.6.5 of
-- docunent ref [9] or ref [21] without the Quality of service |El and Length of
-- quality of service IE (only the last 3, or 11 octets are used. That is, first tw
-- octets carrying ‘Qality of service IEI' and ‘Length of quality of service IE
-- shall be excluded).
gosGn [2] OCTET STRING (Sl ZE(3..254))
-- gosGn paraneter shall be coded in accordance with § 7.7.34 of document ref [17]
}

END -- OF HI 20perations
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B.4 HI3 CC definition

H 3-PS {( For Future Study: Module ID to be defined)}
DEFINITIONS IMPLICI T TAGS :: =
BEG N

| MPORTS
Lawf ul I nt erceptionldentifier,
GPRSCor r el at i onNunber,
Ti meSt anp,

FROM HI 2Qper at i ons

{( For Future Study: Mdul e ID to be defined) };

3GPP TS 33.108 V0.7.3 (2002-02)

- fromH 2Qperati ons 3GPP UMIS- PS nodul e

cC PDU [1] ©C PDU

CC-PDU ::= SEQUENCE
uLl G header [1] ULI G header,
payl oad [2] OCTET STRI NG

ULI G header ::= SEQUENCE

{
versi on [1] Version,
11D [2] Lawful Interceptionldentifier OPTI ONAL,
correl ati on- Nunber [3] GPRSCorrel ati onNunber,
ti meSt anp [4] TineStanp OPTI ONAL,
sequence- nunber [5] I NTEGER (0. .65535),
t-PDU-direction [6] TPDU-direction,

)

Version ::= ENUMERATED
versionl(1),

}

TPDU-di rection ::= ENUMVERATED
fromtarget (1),
to-target (2),
unknown (3)

END
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Annex C (normative):
UMTS HI3 Interface

There are two possible methods for delivery of content of communication to the LEMF standardized in this document:
- UMTSLI Correlation Header (ULIC) and UDP/TCP
- FTP

Two versions of ULIC are defined: version 0 and version 1.

ULICv1 shall be supported by the network and, optionally, ULICvO may be supported by the network. When both are
supported, ULICv1 is the default value.

C.1 UMTS LI correlation header version O

C.1.1 Introduction

The header and the payload of the communication between the intercepted subscriber and the other party (later called:
Information Element) is duplicated. A new header (later called: ULIC-Header) is added beforeit is sent to LEMF.

Data packets with the ULIC header shall be sent to the LEA viaUDP/IP or TCP/IP.

C.1.2 Definition of ULIC header version O

ULIC header contains the following attributes:
- Correlation Number
- Message Type (avalue of 255 is used for HI3-PDU'’s).
- Direction
- Sequence Number
- Length
T-PDU contains the intercepted information.

Bits
Octets 8 7 6 5 4 3 2 1
1 Version(‘000) | ‘1° | Spare‘11' | DIR | ‘O’
2 Message Type (value 255)
3-4 Length
5-6 Sequence Number
7-8 not used (value 0)
9 not used (value 255)
10 not used (value 255)
11 not used (value 255)
12 not used (value 255)
13-20 correlation number

Figure C.1: Outline of ULIC header

- For interception tunneling the ULIC header shall be used asfollows:
- Version shal be set to 0 to indicate the first version of ULIC header.
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DIR indicates the direction of the T-PDU:
"1" indicating uplink (from observed mobile user) and
"0" indicating downlink (to observed mobile user).
- Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [12]).

- Length shal bethelength, in octets, of the signaling message excluding the ULIC header. Bit 8 of octet 3isthe
most significant bit and bit 1 of octet 4 isthe least significant bit of the length field.

- Sequence Number is an increasing sequence number for tunneled T-PDUSs. Bit 8 of octet 5 is the most significant
bit and bit 1 of octet 6 isthe least significant bit of the sequence number field.

- Correlation Number consists of two parts: GGSN-ID identifies the GGSN which creates the Charging-1D
Charging-1D is defined in [12] and assigned uniquely to each PDP context activation on that GGSN (4 octets).

The correlation number consist of 8 octets and guarantees a unique identification of the tunnel to the LEA over a
long time. The requirements for this identification are similar to that defined for charging in [12], chapter 5.4.
Thereforeit is proposed to use the Charging-1D, definedin[12] , chapter 5.4 as part of correlation number. The
Charging-1D is signaled to the new SGSN in case of SGSN-change so the tunnel identifier could be used
“seamlessly” for the HI3 interface.

0 1 2 3
01234567890123456789012345678901
Charging —ID | Charging —ID | Charging —ID | Charging —ID Octet 13-16
Octet 1 Octet 2 Octet 3 Octet 4
GGSN-ID Octet 17-20

Figure C.2: Outline of correlation number

The ULIC header is followed by a subsequent payload information element. Only one information element is allowed in
asingle signaling message.

Bits
Octets 8 7 6 5 4 3 2 1
1-20 GLIC -Header
21 -n Information Element

Figure C.3: ULIC header followed by the subsequent payload Information Element

The information element contains the header and the payload of the communication between the intercepted subscriber
and the other party.

C.1.3 Definition of ULIC header version 1

ULIC-header version 1 isdefined in ASN.1 (ref [5]) (see annex B.4) and is encoded according to BER (ref [6]). It
contains the following attributes:

e ULIC header version (version)
set to versionl

e lawful interception identifier (111D, optional)
sending of lawful interception identifier is application dependant; it is done according to national requirements

e correlation number (correlation-Number)

e Asdefinedinclause6.1.3
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e time stamp (timeStamp, optional),
sending of time stamp is application dependant; it is done according to national requirements

e seguence number (sequence-number)

¢ Sequence Number is an increasing sequence number for tunneled T-PDUs. Handling of sequence number is
application dependent; it is done according to nationa reguirements (e.g. unique sequence number per PDP-
context).

e TPDU direction (t-PDU-direction)
indicates the direction of the T-PDU (from the target or to the target).

The ULIC header is followed by a subsequent payload information element. Only one information element is alowed in
asingle signalling message (see annex B.4).

C.1.4 Exceptional procedure

With ULIC over UDP: the delivering node doesn’t take care about any problemsat LEMF.

With ULIC over TCP: TCP triesto establish a connection to LEMF and resending (buffering in the sending node) of
packetsis also supported by TCP.

In both casesit might happen that content of communication getslost (in case the LEMF or the transit network between
MF and LEMF is down for along time).

C.1.5 Other considerations

The use of 1Psec for thisinterface is recommended.

The required functionsin LEMF are:

- Collecting and storing of the incoming packets inline with the sequence numbers.
- Correlating of CC to IRI with the use of the correlation number in the GLIC header.
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C.2 FTIP

C.2.1 Introduction

At HI3 interface FTP is used over theinternet protocol stack for the delivery of the result of interception. FTP is defined
inref [13]. ThelPisdefined inref [15]. The TCPis defined in ref [16].

FTP supports reliable delivery of data. The data may be temporarily buffered in the sending node (MF) in case of link
failure. FTPisindependent of the payload datait carries.

C.2.2 Usage of the FTP

In the packet data Ll the MF acts asthe FTP client and the receiving node (LEMF) acts asthe FTP server . The client
pushes the data to the server.

The receiving node LEMF stores the received data asfiles. The sending entity (MF) may buffer files.

Several smaller intercepted data units may be gathered to bigger packages prior to sending, to increase bandwidth
efficiency.

The following configurable intercept dta collection (= transfer package closing / file change) threshold parameters
should be supported:

- frequency of transfer, based on send timeout, e.g. X ms
- frequency of transfer, based on volumetrigger, e.g. X octets

There are two possible ways how the interception data may be sent from the MF to the LEMF. One way isto produce
filesthat contain interception data only for one observed target (ref: "File naming method A)"). The other way isto
multiplex al the intercepted data that MF receives to the same sequence of genera purpose interception files sent by the
MF (ref: "File naming method B)" ).

The HI2 and HI3 are logicaly different interfaces, even though in some installations the HI2 and HI3 packet streams
might also be delivered viaa common transmission path from aMF to a LEMF. It is possible to correlate HI2 and HI3
packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

File naming:

The names for the files transferred to a LEA are formed according to one of the 2 avail able formats, depending on the
delivery file strategy chosen (e.g. due to national convention or operator preference).

Either each file contains data of only one observed target (asin method A) or several targets datais put to files
common to all observed target traffic through a particular MF node (as in method B).

The maximum set of allowed charactersin interception file namesare™a"..."z", "A"..."zZ","-"," ", ".", and decimals
"0".."on

File naming method A):

<LIID>_<seg>.<ext>
LIID =Seeclause7.1.

Seq = integer ranging between [0..2764-1], in ASCII form (not exceeding 20 ASCII digits), identifying the sequence
number for file transfer from this node per a specific target.

Ext = ASCII integer ranging between ["1".."7".] (in hex: 31H...37H), identifying the file type. The possiblefile type
codings for intercepted data are shown in table C.1. But for the HI3 interface, only the types"2", "4", and "6" are
possible.
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Table C.1: Possible file types

File types that the LEA may get Intercepted data types
"2" (in binary: 0011 0010) CC(MO)
"4" (in binary: 0011 0100) CC(MT)
"6" (in binary: 0011 0110) CC(MO&MT)

(Theleast significant bit that is ‘1’ in filetype 1, is reserved for indicating IRI data.) The bit 2 of the ext tells whether
the Mobile Originated (MO) Content of Communication (CC) isincluded to the intercepted data.

The hit 2 of the ext tells whether the Mobile Originated (MO) Content of Communication (CC) isincluded to the
intercepted data.

The bit 3 of the ext tells whether the Mobile Terminated (MT) Content of Communication (CC) isincluded to the
intercepted data.

Thus, for Maobile Originated Content of Communication data, the filetypeis"2", for MT CC data"4" and for MO&MT
CC data"6".

This dternative A is used when each target's intercepted datais gathered per observed target to dedicated delivery files.
This method provides the result of interception in avery refined form to the LEAS, but requires somewhat more
resources in the sending node than aternative B. With this method, the data sorting and interpretation tasks of the

LEMF are considerably easier to facilitate in near real time than in aternative B.

File naming method B):

The other choice isto use monolithic fixed format file names (with no trailing file type part in the file name):

<filenamestring> (e.g. ABXY00041014084400006)
where;

ABXY = Source node identifier part, used for all files by the mobile network operator "AB" from this MF node
named "XY".

00 =year 2000
04 = month April
10 =day 10

14 =hour

08 = minutes

44 = seconds

0000 = extension.

6 =filetype. Coding: "2" = CC(MO), "4" = CC(MT), "6" = CC(MO&MT). (The type"1" isreserved for IRI
datafiles).

This dternative B is used when several targets intercepted datais gathered to common delivery files. This method does
not provide the result of interception in as refined form to the LEASs as the dternative A, but it is faster in performance
for the MF point of view. With this method, the MF does not need to keep many files open like in aternative A.
C.2.3 Exceptional procedures

Overflow at the receiving end (LEMF) is avoided due to the nature of the protocol.

In case the transit network or receiving end system (LEMF) is down for a reasonably short time period, the local
buffering at the MF will be sufficient as addivery reliability backup procedure.

In case the transit network or receiving end system (LEMF) is down for avery long period, the local buffering at the
MF may have to be terminated. Then the following intercepted data coming from the intercepting nodes towards the
MF would be discarded, until the transit network or LEMF is up and running again.
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C.2.4 CC contents for FTP

C241

Fields
Thelogical contents of the CC-header is described here.

CC-header = (Version, HeaderL ength, Payl oadL ength, PayloadType, PayloadTimeStamp, PayloadDirection,
CCSegNumber, CorrelationNumber, LI1D, PrivateExtension)

The Information Element Correl ationNumber forms the means to correlate the IRl and CC of the communication

session intercepted.

The first column indicates whether the Information Element referred is Mandatory, Conditional or Optional.

The second column isthe Type in decimal.

The third column isthe length of the Vaue in octets.

(Notation used in table C.2: M = Mandatory, O = Optional, C= Conditional.)

Table C.2: Information elements in the first version of the CC header

Mode

Type

Length

Value

130

2

Version = the version number of the format version to be used. This field
has a decimal value, this enables version changes to the format version.
The values are allocated according to national conventions.

131

HeaderLength = Length of the CC-header up to the start of the payload in
octets.

(This field is optional since it is useful only in such cases that these
information elements would be transferred without a dynamic length
encapsulation that contains all the length information anyway. This field
could be needed in case of e.g. adapting to a local encapsulation
convention.)

132

PayloadLength = Length of the payload following the CC-header in octets.
(This field is optional since it is useful only in such cases that these
information elements would be transferred without a dynamic length
encapsulation that contains all the length information anyway. This field
could be needed in case of e.g. adapting to a local encapsulation
convention.)

133

PayloadType = Type of the payload, indicating the type of the CC. Type
of the payload. This field has a decimal value. The possible PDP Type
values can be found in the standards (e.g.3GPP TS 29.060 [17]). The
value 255 is reserved for future PDP Types and means: "Other".

134

PayloadTimeStamp = Payload timestamp according to intercepting node.
(Precision: 1 second, timezone: UTC). Format: Seconds since 1970-01-01
as in e.g. Unix (length: 4 octets).

137

PayloadDirection = Direction of the payload data. This field has a decimal
value 0 if the payload data is going towards the target (ie. downstream), or
1 if the payload data is being sent from the target (ie. upstream). If this
information is transferred otherwise, e.g. in the protocol header, this field is
not required as mandatory. If the direction information is not available
otherwise, it is mandatory to include it here in the CC header.

141

CCSeqgNumber = Identifies the sequence number of each CC packet
during interception of the target. This field has a 32-bit value.

144

8or20

CorrelationNumber. Identifies an intercepted session of the observed
target. This can be implemented by using e.g. the Charging Id (4 octets,
see [14]) with the (4-octet/16-octet) Ipv4/lpv6 address of the PDP context
maintaining GGSN node attached after the first 4 octets.

<Possible future parameters are to be allocated between 145 and 250.>

254

1-25

LIID = Field indicating the LIID as defined in this document. This field has a
character string value, e.g. "ABCD123456".

255

1-N

PrivateExtension = An optional field. The optional Private Extension
contains vendor or LEA or operator specific information. It is described in
the document 3GPP TS 29.060 [17].

3GPP




Release 5 52 3GPP TS 33.108 V0.7.3 (2002-02)

Table C.3: Information elements in the second version of the CC header

Mode Type Length Value

M 130 2 Version = the version number of the format version to be used. This field
has a decimal value, this enables version changes to the format version.
The values are allocated according to national conventions.

o 131 2 HeaderLength = Length of the CC-header up to the start of the payload in
octets.

(This field is optional since it is useful only in such cases that these
information elements would be transferred without a dynamic length
encapsulation that contains all the length information anyway. This field
could be needed in case of e.g. adapting to a local encapsulation
convention.)

o 132 2 PayloadLength = Length of the payload following the CC-header in octets.
(This field is optional since it is useful only in such cases that these
information elements would be transferred without a dynamic length
encapsulation that contains all the length information anyway. This field
could be needed in case of e.g. adapting to a local encapsulation
convention.)

M 133 1 PayloadType = Type of the payload, indicating the type of the CC. Type
of the payload. This field has a decimal value. The possible PDP Type
values can be found in the standards (e.g.3GPP TS 29.060 [17]). The
value 255 is reserved for future PDP Types and means: "Other".

0] 134 4 PayloadTimeStamp = Payload timestamp according to intercepting node.
(Precision: 1 second, timezone: UTC). Format: Seconds since 1970-01-01
as in e.g. Unix (length: 4 octets).

C 137 1 PayloadDirection = Direction of the payload data. This field has a decimal
value 0 if the payload data is going towards the target (ie. downstream), or
1 if the payload data is being sent from the target (ie. upstream). If this
information is transferred otherwise, e.g. in the protocol header, this field is
not required as mandatory. If the direction information is not available
otherwise, it is mandatory to include it here in the CC header.

o 141 4 CCSeqNumber = Identifies the sequence number of each CC packet
during interception of the target. This field has a 32-bit value.
M 144 8 or 20 CorrelationNumber. Identifies an intercepted session of the observed

target. This can be implemented by using e.g. the Charging Id (4 octets,
see [14]) with the (4-octet/16-octet) Ipv4/lpv6 address of the PDP context
maintaining GGSN node attached after the first 4 octets.

<Possible future parameters are to be allocated between 145 and 250.>

M 251 2 MainElementID = Identifier for the TLV element that encompasses one or
more HeaderElement-PayloadElement pairs for intercepted packets.

M 252 2 HeaderElementID = Identifier for the TLV element that encompasses the
CC-header of a PayloadElement.

M 253 2 PayloadElementID = Identifier for the TLV element that encompasses one
intercepted Payload packet.

0] 254 1-25 LIID = Field indicating the LIID as defined in this document. This field has a
character string value, e.g. "ABCD123456".

(@) 255 1-N PrivateExtension = An optional field. The optional Private Extension

contains vendor or LEA or operator specific information. It is described in
the document 3GPP TS 29.060 [17].
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C.2.4.2 Information element syntax

The dynamic TypeLengthVaue (TLV) format is used for ist ease of implementation and good encoding and decoding
performance. Subfield sizes. Type = 2 octets, Length = 2 octets and Value = 0...N octets. From Lengththe T and L
subfields are excluded. The Type is different for every different field standardized.

The octets in the Type and Length subfields are ordered in the little-endian order, (i.e. least significant octet first). Any
multioctet Vaue subfield is aso to beinterpreted as being little-endian ordered (word/double word/long word) when it
has a (hexadecimal 2/4/8-octet) numeric value, instead of being specified to have an ASCII character string value. This
means that the least significant octet/word/double word is then sent before the more significant octet/word/double word.

TLV encoding:

| Type (2 octets) | Length (2 octets) | Value (0-N octets)

Figure C.4: Information elements in the CC header

TLV encoding can aways be applied in anested fashion for structured values.

T L vi T [ L [VYTLV TLV TLV TLV |

(The small "v" refers to the start of a Value field that has inside it a nested structure.)

Figure C.5: Information elements in the CC header
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Infigure C.6, the TLV structure for UMTS HI3 transfer is presented for the case that there is just one intercepted packet
inside the CC message. (There can be more CC Header |Es and CC Payload |Esin the CC, if there are more intercepted
packets in the same CC message.)

CC Information Element
< >
MainElementID | CC Length CcC
(2 octets) (2 octets) (N octets)
CC Header IE CC Payload IE
< = >« >

HeaderElem.ID | HeaderLength | Header Value |PayloadElem.ID PayloadLength| N Payload Value

(2 octets) (2 octets) .- (Noctets) e (2 octets) (N octets)
"""" Intercepted data packet

< Version [E > (The other IEs inside the CC Header

Value field are here between) .........

VersionlD | Length | VerSiOn | eeeeeccecccsccsccsscsses| PrivateExt.ID | Length | PrivateExtension

(2 octets) (2 octets) (2 octets) (2 octets) (2 octets) (N octets)

Figure C.6: IE structure of a CC message that contains one intercepted packet

Thefirst octet of the first TLV element will start right after the last octet of the header of the protocol that is being used
to carry the CC information.

Thefirst TLV element (i.e. themain TLV |E) comprises the whole dynamic length CC information, i.e. the dynamic
length CC header and the dynamic length CC payl oad.

Insidethemain TLV IE thereare at least 2 TLV elements: the Header of the payload and the Payload itself. The Header
contains al the ancillary |Es related to the intercepted CC packet. The Payload contains the actua intercepted packet.

There may be more than one intercepted packet in one UMTS HI3 delivery protocol message. If the Vaue of the main
TLV IEislonger than the 2 (first) TLV Information Elementsinside it, then it is an indication that there are more than
oneintercepted packetsinsidethemain TLV IE (i.e. 4 or more TLV IEsintota). The number of TLV IEsinthemain
TLV IE isaways even, since for every intercepted packet thereisone TLV |E for header and one TLV IE for payload.
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C.2.5 Other considerations

The FTP protocol mode parameters used:

Transmission Mode: stream
Format: non-print
Structure: file-structure
Type: binary

The FTP service command to define the file system function at the server side: STORE mode for data transmission.

The FTP client— (=user -FTP process at the MF) uses e.g. the default standard FTP ports 20 (for data connection) and
21 (for control connection), 'passive’ mode is supported. The data transfer process listens the data port for a connection
from a server-FTP process.

For the file transfer from the MF to the LEMF(s) e.g. the following data transfer parameters are provided for the FTP
client (at the MF):

- transfer destination (1P) address, e.g. "194.89.205.4";

- transfer destination username, e.g. "LEA1";

- transfer destination directory path, e.g. "/usr/local/LEA1/1234-8291";

- transfer destination password,;

- interception file type, e.g. "2" (thisis needed only if the file naming method A is used).

LEMF may use various kind directory structures for the reception of interception files. It is strongly recommended that
at the LEMF machine the structure and access and modification rights of the storage directories are adjusted to prevent
unwanted directory operations by a FTP client.

The use of |PSec services for thisinterface is recommended.

Timing consider ations for the FTP transmission

The MF and LEMF sides control the timers to ensure reliable, near-real time data transfer. The transmission related
timers are defined within the lower layers of the used protocol and are out of scope of this document.

The following timers may be used within the L1 application:

Table C.4: Timing considerations

Name Controlled by Units Description
T1 inactivity timer | LEMF Seconds Triggered by no activity within the FTP session (no
new files). The FTP session is torn down when the T1
expires. To send another file the new connection will
be established. The timer avoids the FTP session
overflow at the LEMF side.
T2 send file trigger | MF Milliseconds | Forces the file to be transmitted to the LEMF (even if
the size limit has not been reached yet in case of
volume trigger active). If the timer is set to 0 the only
trigger to send the file is the file size parameter (Ref.
C.2.2).
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Annex D (informative):
LEMF requirements - handling of unrecognised fields and
parameters

During decoding of arecord at the LEA, the following exceptional situations may occur:

1) Unrecognized parameter: The parameter layout can be recognized, but its name is not recognized:
The parameter shall be ignored, the processing of the record proceeds.

2) The parameter content or value is not recognized or not allowed:
The parameter shall be ignored, the processing of the record proceeds.

3) Therecord cannot be decoded (e.g. it seemsto be corrupted):
The whole record shall be rejected when using ROSE delivery mechanism or ignored.

NOTE: In cases 2 and 3, the LEMF may wish to raise an alarm to the NWO/AP/SvP administration centre. For case 1, no special

error or aarm procedures need be started at the LEA, because the reason may be the introduction of anew version of the
specification in the network, not be an error as such security aspects.
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Annex E (informative):
Bibliography

The following material, though not specificaly referenced in the body of the present document (or not publicly
available), gives supporting information.

1.

10.

11.

12.

13.

14.

15.

16.

ITU-T Recommendation X.25: "Interface between Data Terminal Equipment (DTE) and Data Circuit-
terminating Equipment (DCE) for terminals operating in the packet mode and connected to public data
networks by dedicated circuit".

EN 300 356-1 to 20: "Integrated Services Digital Network (ISDN); Signaling System No.7; ISDN User Part
(ISUP) version 3 for the international interface; Parts 1 to 20".

EN 300 403-1 (V1.2): "Integrated Services Digital Network (ISDN); Digital Subscriber Signalling System No.
one (DSS1) protocol; Signalling network layer for circuit-mode basic call control; Part 1: Protocol
specification [ITU-T Recommendation Q.931 (1993), modified]".

EN 300 061-1: "Integrated Services Digital Network (ISDN); Subaddressing (SUB) supplementary service;
Digital Subscriber Signalling System No. one (DSSL) protocol; Part 1: Protocol specification".

EN 300 097-1 including Amendment 1: "Integrated Services Digital Network (ISDN); Connected Line
| dentification Presentation (COLP) supplementary service; Digital Subscriber Signalling System No. one
(DSSL1) protocol; Part 1: Protocol specification".

EN 300 098-1: "Integrated Services Digital Network (ISDN); Connected Line Identification Restriction
(COLR) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1:
Protocol specification”.

EN 300 130-1: "Integrated Services Digital Network (ISDN); Malicious Cal Identification (MCID)
supplementary service; Digital Subscriber Signalling System No. one (DSSL1) protocol; Part 1: Protocol
specification™.

EN 300 138-1 including Amendment 1: "Integrated Services Digital Network (ISDN); Closed User Group
(CUG) supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol
specification”.

EN 300 185-1: "Integrated Services Digital Network (ISDN); Conference call, add-on (CONF) supplementary
service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification”.

ETS 300 188-1: "Integrated Services Digital Network (ISDN); Three-Party (3PTY) supplementary service;
Digital Subscriber Signalling System No. one (DSSL1) protocol; Part 1: Protocol specification™.

EN 300 207-1 (V1.2): "Integrated Services Digital Network (I1SDN); Diversion supplementary services,
Digital Subscriber Signalling System No. one (DSSL) protocol; Part 1: Protocol specification".

EN 300 286-1: "Integrated Services Digital Network (ISDN); User-to-User Signalling (UUS) supplementary
service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol specification”.

EN 300 369-1 (V1.2): "Integrated Services Digital Network (ISDN); Explicit Call Transfer (ECT)
supplementary service; Digital Subscriber Signalling System No. one (DSS1) protocol; Part 1: Protocol
specification™.

EN 300 196-1 (V1.2): "Integrated Services Digital Network (ISDN); Generic functional protocol for the
support of supplementary services; Digita Subscriber Signalling System No. one (DSS1) protocol; Part 1.
Protocol specification”.

ITU-T Recommendation Q.850: "Usage of cause and location in the Digital Subscriber Signalling System No.
1 and the Signalling System No. 7 ISDN User Part".

ITU-T Recommendation X.881: "Information technology - Remote Operations: OSl realizations - Remote
Operations Service Element (ROSE) service definition”.
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17.

18.

19.

20.

21
22,
23.
24,

25,

ITU-T Recommendation X.882: "Information technology - Remote Operations: OSl realizations - Remote
Operations Service Element (ROSE) protocol specification”.

EN 300 122-1: "Integrated Services Digital Network (ISDN); Generic keypad protocol for the support of
supplementary services; Digital Subscriber Signalling System No. one (DSSL1) protocol; Part 1: Protocol
specification™.

ETS 300 392-1: "Terrestrial Trunked Radio (TETRA); Voice plus Data (V+D); Part 1. General network
design".

EN 301 344, GSM 03.60: “Digita cellular telecommunications system (Phase 2+); GPRS Service description
stage 2".

RFC2228 "FTP Security Extensions’, October 1997
ITU-T recommendation Q.763 Signalling System No.7 - ISDN User Part formats and codes
TR 101 876 “Telecommunications security; Lawful Interception (LI); Description of GPRS HI3”

ETSI ES 201 671 Edition 2, Telecommunications security; Lawful Intercept (L1); Handover interface for the
lawful interception of telecommunications traffic.

TIA/EIA J-STD-025 Lawfully Authorized Electronic Surveillance, September 2000.
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Annex F (informative):
Profiles for FTP

For further study.
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Annex G (informative):
United States lawful interception

G.1 Delivery methods preferences

Law enforcement agencies want reliable delivery of intercepted communications to the LEMF:

« U.S. Law enforcement prefers that the capability to deliver IRI to the LEMF be provided over the HI2
directly over TCP (at the transport layer) and the Internet Protocol (IP) (at the network layer).

« U.S. Law enforcement prefers that the capability to deliver content of communication to the LEMF be
provided using the GPRS LI Correlation Header over TCP/IP method for delivery.

G.2 HI2 delivery methods

G.2.1 TPKT/TCP/IP

G.2.1.1 Introduction

The protocol used by the"LI application” for the encoding of IRI data and the sending of IRI data between the MF and
the LEMF is based on already standardized data transmission protocols. At the HI2 interface, the “LI application”
protocol is used directly over the Transmission Control Protocol (TCP), which uses the Internet Protocol (1P) for the
delivery of the IRI. IPis defined in ref [15]. TCPis defined in ref [16].

TCP/IP supports reliable delivery of data. TCP isindependent of the payload datait carries.

G.2.1.2 Normal Procedures

Either the MF or LEMF may initiate the TCP connection. The case when the MF initiates the TCP connectionis
detailed in A.3.2.1.

G.2.1.2.1 Usage of TCP/IP when MF initiates TCP Connections

The MF shall initiate TCP connections to the LEMF for LI purposes. Once a TCP connection is established,
the MF shall send the LI application messages defined in Section A.3.3. The MF shall not receive TCP data.

The “LI application” messages may be sent over a single TCP connection per LEMF. A TCP/IP connection
shall be capable of transporting “LI application” messages for multiple surveillance cases to a single LEA.
The MF initiates the establishment of TCP connections to the LEMF equipment designated by the LEA.
Optionally, the MF may use more than one TCP connection per LEMF for the purpose of delivering “LI
application” messages to minimize the effects of congestion or facility failures. For example, if more than
one TCP connection was used “LI application” messages may be uniformly distributed across the
connections. If delays are detected on one TCP connection, the MF could begin to transmit more messages
on the other TCP connections. The number of TCP connections supported to the LEMF shall be less than or
equal to the provisioned maximum number of such connections.

G.2.1.2.2 Use of TPKT

The individual IRI parameters are coded using ASN.1 and the basic encoding rules (BER). The individual IRI
parameters are conveyed to the LEMF in “LI application” messages or IRI data records.

TCP is a stream-based protocol and has no inherent message delineation capability.

Since the upper-layer protocols are not self-describing, ISO Transport Service on top of TCP (ITOT), also
referred to as TPKT, as defined in RFC 1006 and later updated by RFC 2126 is used to encapsulate the "Ll
application” messages before handing them off to TCP.
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Therefore, TPKT shall be required and used in the transport stack of the IRI delivery interface (i.e., “LI
application” messages/TPKT/TCP/IP). Protocol class 0 defined in RFC 2126 shall be supported.

G.2.1.2.3 Sending of LI messages

After the TCP connection has been established, the MF shall send the “LI application” messages defined in
Section A.3.3 to the LEMF, when applicable events have been detected and such messages are formulated.

The basic “LI application” message is called Lawfullntercept message. When sending IRI, a Lawfulintercept
message shall be used and the IRI shall be encoded within the IRIContent parameter. Multiple IRIContent
parameters may be included within a single Lawfullntercept message. When sending the optional keep-Alive
indication, the Lawfullntercept shall be coded with the keep-Alive parameter.

In all cases, Lawfullntercept messages are only sent from the MF to the LEMF. All transfer of packets other
than those operationally required to maintain the connection must be from the MF to the LEMF only. At no
time may the LEMF equipment send unsolicited packets from the LEMF equipment to the MF.

If supported, a Lawfullntercept message including a keep-Alive parameter shall be sent when no
Lawfullntercept message has been sent for a configurable amount of time in minutes (e.g., 5 minutes),
indicating to the LEMF that the LI connection is still up. The keep-alive-time parameter shall be settable in
increments of 1 minute, from 1 minute up to a maximum of 5 minutes, with a default value of 5 minutes.

The “LI application” messages shall be encapsulated using TPKT, as defined in Section A.3.2.2, before
sending them from the MF to the LEMF using TCP/IP.

G.2.1.3 ASN.1 for HI2 Mediation Function Messages

DEFINITIONS IMPLICIT TAGS ::=

Lawful Intercept ::= CHO CE

keep-Alive [0] NULL,
envel opedl Rl Content [1] Envel opedl Rl Content,

}
Envel opedl Rl Content ::= SEQUENCE OF | Rl Cont ent

G.2.1.4 Error Procedures

Upon detection of the “User Timeout” condition, as defined in STDO0007 [16], if the surveillance is still active,
the MF shall take action to re-establish the TCP connection with the LEMF. Due to this condition, any
information that TCP was not able to deliver is lost unless it is buffered.

Therefore, the MF should be able to buffer any information that is to be delivered to the LEMF during a
period of User Timeout detection until the re-establishment of the TCP connection. If the MF is not able to
establish the TCP connection, the MF may discard the buffered information. If the connection is re-
established, the MF shall hand off (transmit) the information stored in its buffer to TCP before sending any
new information.

G.2.1.5 Security Considerations

Security considerations shall be taken into account in designing the interface between the MF and the LEMF.
At a minimum, the MF shall use a source IP address known to the LEMF. To protect against address
spoofing and other security concerns, it is recommended that the MF and the LEMF utilize IPSec.
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G.3 HI3 delivery methods

G.3.1 Use of TCP/IP

At the HI3 interface, the user data packets with the GLIC header shall be sent to the LEMF over Transmission Control
Protocol (TCP), which uses the Internet Protocol (1P).

TCP/IP supports reliable delivery of data. TCP isindependent of the payload datait carries.

G.3.1.1 Normal Procedures

Either the MF or LEMF may initiate the TCP connection. The case when the MF initiates the TCP connectionis
detailed in G.3.1.1.1.

G.3.1.1.1 Usage of TCP/IP when MF initiates TCP Connections

The MF shal initiate TCP connections to the LEMF for the purpose of delivering CC. Once a TCP connectionis
established, the MF will send CC messages to the LEMF via TCP.

CC messages shall be sent over TCP connections established specifically to deliver CC. A minimum of one TCP
connection shall be established per intercept subject per LEMF to deliver CC associated only with the intercept subject.
The MF initiates the establishment of TCP connections to the LEMF equipment designated by the LEA. Optionally,
the MF may use more than one TCP connection per intercept subject per LEMF for the purpose of delivering CC
associated with the intercept subject to minimize the effects of congestion or facility failures. For example, if more than
one TCP connection is used, CC messages may be uniformly distributed across the connections. If delays are detected
on one TCP connection, the MF could begin to transmit more messages on the other TCP connections. The number of
TCP connections supported to the LEMF per intercept subject shall be less than or equal to the provisioned maximum
number of such connections.

After the TCP connection establishment procedure, the MF shall send the connectionStatus message including the
lawfullnterceptionldentifier parameter to the LEMF. The delivery of the lawful interception identifier to the LEMF after
the TCP connection establishment procedure will assist the LEMF in correlating the TCP connection, established for
delivering content of communication, with a particular surveillance and the intercept subject.

G.3.1.1.2 Use of TPKT

TCP isastream-based protocol and has no inherent message delineation capability.

Since the upper-layer protocols are not self-describing, I TOT, also referred to as TPKT, as defined in RFC 1006 and
later updated by RFC 2126 is used to encapsul ate the CC and connectionStatus messages before handing them off to
TCP.

Therefore, TPKT shall be required and used in the transport stack of the CC delivery interface (e.g., CC
messages/ TPKT/TCP/IP). Protocol class 0 defined in RFC 2126 shall be supported.

G.3.1.1.3 Sending of Content of Communication Messages

After the TCP connection has been established and the connectionStatus message has been sent, the MF shall send the
CC messages (including the GLIC header) defined in Section C.1 using TPKT to the LEMF.

In al cases, CC messages are only sent from the MF to the LEMF. All transfer of packets other than those operationally
required to maintain the connection must be from the MF to the LEMF only. At no time may the LEMF equipment
send unsolicited packets from the LEMF equipment to the MF.

If supported, a connectionStatus message including the keep-Alive parameter shall be sent from the MF to the LEMF
when no CC message has been sent for a configurable amount of time in minutes (e.g., 5 minutes), indicating to the
LEMF that the TCP connection is still up. If akeep-alive capability is supported, a keep-Alive parameter shall be
settable in increments of 1 minute, from 1 minute up to amaximum of 5 minutes, with a default value of 5 minutes.
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The CC messages and the connectionStatus message shall be encapsulated using TPKT, as defined in Section G.3.1.1.2,
before sending them from the MF to the LEMF using TCP/IP.

G.3.1.2 ASN.1 for HI3 Mediation Function Messages

DEFINITIONS | MPLICI T TAGS :: =

ConnectionStatus ::= CHO CE
keep-Alive [0] Null,
| awf ul I nterceptionldentifier [1] Lawful Interceptionldentifier,

G.3.1.3 Error Procedures

Upon detection of the “User Timeout” condition, as defined in STD0007 [16], if the surveillanceis still active and user
data packets with the GLIC header are available for delivery to the LEMF, the MF shall take action to re-establish the
TCP connection with the LEMF. Due to this condition, any information that TCP was not able to deliver islost unless
it is buffered.

Therefore, the MF should be able to buffer any information that is to be delivered to the LEMF during a period of User
Timeout detection until the re-establishment of the TCP connection. If the MF is not able to establish the TCP
connection, the MF may discard the buffered information. If the connection is re-established, the MF shall hand off
(transmit) the information stored in its buffer to TCP before sending any new information.

G.3.1.4 Security Considerations

Security considerations shall be taken into account in designing the interface between the MF and the LEMF. Ata
minimum, the MF shall use a source |P address known to the LEMF. To protect against address spoofing and other
security concerns, it is recommended that the MF and the LEMF utilize IPSec.
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