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1. Overall Description:

S3 would like to bring attention to two recent changes to RAN2 documents which have had consequences for security
and/or documents under the control of S3.

Thefirst of these concerns the RESET procedure, which was changed to allow the HyperFrame Number HFN to be
resynchronised. The variable COUNT-C is derived from HFN, and it is a critical assumption for UMTS security that
COUNT-C values shall not be repeated during the lifetime of a ciphering or integrity key. Tdoc S3-010476 (attached)
examines this problem and some possible solutions. S3 would prefer that the RESET procedure be constrained so that only
increasing HFNs could be specified, possibly restricted to be only slightly (1 or 2) larger than the current HFN value.

The second issue concerns a mismatch between the words “reaches’ and “is greater than” in relation to START and
THRESHOLD. It was S3’s intent that “reaches’ means “greater than or equal to”. See Tdoc S3-010474 for aCR to 33.102
which attempted to align the two specifications. This CR was not accepted as the required changes are more far-reaching
than was at first realised. A new CR will be produced for the next S3 meeting.

In both of these cases security problems have been introduced without the changes being referred to S3. S3 requests that
any changes to text involving security-related parameters, e.g. keys, HFN values, COUNT, START, or THRESHOLD
should be referred here, as the security issues might be subtle but quite important.

2. Actions:
To RAN2 group.
ACTION: S3 requests that RANZ in future refer changes involving security parametersto S3.

3. Date of Next S3 Meetings:
S3#21 27-30 November, 2001 (Sophia Antipolis, France)
S3 #22 26 February-1 March, 2002 (Bristol, UK)
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Reason for change: ¥ Inconsistency between 33.102 and 25.331 regarding the lifetime of ciphering and
integrity keys. In 33.102 it is specified that when START reaches THRESHOLD,
ciphering and integrity keys are deleted.

However in 25.331 chapter 8.5.2 it is specified that:

When entering idle mode, the UE shall:
- if the USIM is present:
- storethe current START value for every CN domain in the USIM [50];

- if the"START" stored in the USIM [50] for aCN domain is greater than the
value "THRESHOLD" of the variable START_THRESHOLD:

- delete the ciphering and integrity keys that are stored in the USIM for that
CN domain;

- inform the deletion of these keysto upper layers.

Summary of change: 8 33.102 has been aligned with 25.331.:
e "reached" changed to "greater than"

e clarificationin START value calculation

Consequences if ¥ Inconsistency between specifications.
not approved:

Clauses affected: ¥ 6.4.3,6.4.8,6.54.2,6.6.4.2

Other specs 88| | Other core specifications 38
Affected: | | Test specifications
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"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be
downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name
with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of
the clause containing the first piece of changed text. Delete those parts of the specification which are not relevant to
the change request.
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6.4.3 Cipher key and integrity key lifetime

Authentication and key agreement, which generates cipher/integrity keys, is not mandatory at call set-up, and thereis
therefore the possibility of unlimited and malicious re-use of compromised keys. A mechanism is needed to ensure that
aparticular cipher/integrity key set is not used for an unlimited period of time, to avoid attacks using compromised
keys. The USIM shall therefore contain a mechanism to limit the amount of data that is protected by an access link key
Set.

Each time an RRC connection is released the values START s and START s of the bearers that were protected in that
RRC connection are compared with the maximum value, THRESHOLD. If START s andfor START ps havereachedis
greater than the maX| mum vaI ue (TH RESHOL D), the ME marksthe START value inthe USHV-for-the corresponding

csandler- SFTART s to- FTHRESHOLD,-del etes the cipher key
and the integrity key for the corresponding core network domain stored on the USIM and sets the KSI to invalid (refer

to section 6.4.4). Otherwise, the START s and START s are stored in the USIM. The maximum value THRESHOLD is
set by the operator and stored in the USIM.

When the next RRC connection is established, START values are read from the USIM. Then, the ME shall trigger the
generation of anew access link key set (a cipher key and an integrity key for the corresponding core network domain) if

the access link key set has been del etedSTART cs-andlor- START os-has reached- the- maximum-value- THRESHOL D for
the-corresponding-core-netweork-domain(s).

This mechanism will ensure that a cipher/integrity key set cannot be reused beyond the limit set by the operator.

When the user is attached to a UTRAN, a R99+ ME with a SIM inserted shall use a default value for maximum value of
STARTsor STARTpsas described in section 6.8.2.4.

CR page 3
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6.4.8 Initialisation of synchronisation for ciphering and integrity protection

The ciphering and integrity protection agorithms are driven by counters (COUNT-C and COUNT-I) that at connection
establishment need to be initialised. For that purpose the ME and the USIM have the ability to store a START value.
The ME and the USIM store a START ¢s value for the CS cipher/integrity keys and a START s value for the PS
cipher/integrity keys. The length of START is 20 hits.

The ME only contains (valid) START values when it is powered-on and a USIM isinserted. When the ME is powered-
off or the USIM isremoved, the ME deletes its START values. After power-on or insertion of aUSIM, the USIM sends
its START vauesto the ME, and the ME stores them. During idle mode, the START valuesin the ME and in the USIM
areidentical and static.

At radio connection establishment for a particular serving network domain (CS or PS) the ME sends the START s and
the START ps value to the RNC in the RRC connection setup complete message. The ME marks the START valuesin
the USIM asinvalid by setting START s and STARTps to THRESHOLD.

The ME and the RNC initialise the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN
(for ciphering) and the MAC-d HFN (for ciphering) to the START value of the corresponding service domain; the
remaining bits are initialised to 0. Also the RRC SN (for integrity protection) and the RLC SN (for ciphering) are
initialised to 0.

During an ongoing radio connection, the START s value in the ME and in the SRNC is defined as the 20 most
significant bits of the maximum of al current COUNT-C and COUNT-I valuesfor all signalling radio bearers and CS
user data radio bearers protected using the most recently configured CKcsand/or IKcs incremented by 1, i.e.:

STARTcs' = MSB,o ( MAX { COUNT-C, COUNT-I | all radio bearers (including signalling) protected with the most
recently configured CKcsand IKcg}) + 1.

- If current START s < START s’ then STARTcs= START s, otherwise START cs is unchanged.

Likewise, during an ongoing radio connection, the START s value in the ME and in the SRNC is defined as the 20 most
significant bits of the maximum of all current COUNT-C and COUNT-I valuesfor al signalling radio bearers and PS
user data radio bearers protected using the most recently configured CKpsand/or IKps, incremented by 1, i.e.:

STARTpEs' = MSBy ( MAX { COUNT-C, COUNT-I | al radio bearers (including signalling) protected with the most
recently configured CKpsand 1Kps}) + 1.

- If current STARTps < STARTRs' then STARTps= START s, otherwise START s is unchanged.

If any of the COUNT-C or COUNT-I assigned to the radio bearers of the same CN domain reaches its maximum val ue,
the ME and SRNC shall set START of the corresponding CN domain to its maximum value.

Upon radio connection release and when a set of cipher/integrity keysisno longer used, the ME updates START s and
STARTps in the USIM with the current values.

During authentication and key agreement the START value associated with the new key set of the corresponding
service domainis set to 0 in the USIM and in the ME.
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6.5.4 Input parameters to the integrity algorithm

6.54.1 COUNT-I
Theintegrity sequence number COUNT-I is 32 bits long.

For signalling radio bearers (RB 0-4) thereis one COUNT-I value per up-link signalling radio bearer and one COUNT-I
value per down-link signalling radio bearer.

COUNT-I is composed of two parts: a"short" sequence number and a"long" sequence humber. The "short" sequence
number forms the least significant bits of COUNT-I while the "long" sequence number forms the most significant bits
of COUNT-I. The"short" sequence number is the 4-bit RRC sequence number (RRC SN) that is available in each RRC
PDU. The"long" sequence number isthe 28-bit RRC hyper frame number (RRC HFN) which isincremented at each
RRC SN cycle.

RRC HFN RRC SN

(28 bits) (4 bits)
—
COUNT-I

Figure 16a: The structure of COUNT-I

The RRC HFN isinitialised by means of the parameter START, which is described in section 6.4.8. The ME and the
RNC then initialise the 20 most significant bits of the RRC HFN to START; the remaining bits of the RRC HFN are
initialised to 0.

6.5.4.2 IK
The integrity key IK is 128 bits long.

There may be one IK for CS connections (1K cs), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user. Which integrity key to use for a
particular connection is described in 6.5.5.

For UMTS subscribers IK is established during UMTS AKA as the output of the integrity key derivation function 4,
that isavailable in the USIM and in the HLR/AuC. For GSM subscribers, that accessthe UTRAN, IK is established
following GSM AKA and is derived from the GSM cipher key Kc, as described in 6.8.2.

IK isstored in the USIM and a copy is stored in the ME. IK is sent from the USIM to the ME upon request of the ME.
The USIM shall send IK under the condition that avalid IK isavailable. The ME shall trigger a new authentication
procedure if the current value of START s or START s in the USIM are not up-to-date or START cs or START ps have
reachedis greater than THRESHOLD. The ME shall delete IK from memory after power-off as well as after removal of
the USIM.

IK is sent from the HLR/AuC to the VLR/SGSN and stored in the VLR/SGSNas part of aquintet. It is sent from the
VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the IK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover.

6.5.4.3 FRESH
The network-side nonce FRESH is 32 bits long.

Thereis one FRESH parameter value per user. The input parameter FRESH protects the network against replay of
signalling messages by the user. At connection set-up the RNC generates arandom value FRESH and sendsit to the
user in the (RRC) security mode command. The value FRESH is subseguently used by both the network and the user
throughout the duration of a single connection. This mechanism assures the network that the user is not replaying any
old MAC-Is.
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At handover with relocation of the SSRNC, the new S-RNC generates its own value for the FRESH parameter and sends
it to the ME in the RRC message that indicates anew UTRAN Radio Network Temporary Identity due to a SRNC
relocation (see TS 25.331 [17]).

6.5.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that the integrity algorithm used to compute the message authentication codes
would use an identical set of input parameter values for the up-link and for the down-link messages. The value of the
DIRECTION isO for messages from UE to RNC and 1 for messages from RNC to UE.

6.5.4.5 MESSAGE
The signalling message itself with the radio bearer identity. The latter is appended in front of the message. Note that the

radio bearer identity is not transmitted with the message but it is needed to avoid that for different instances of message
authentication codes the same set of input parametersis used.

CR page 6
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6.6.4 Input parameters to the cipher algorithm

6.6.4.1 COUNT-C

The ciphering sequence number COUNT-C is 32 bitslong.

There isone COUNT-C value per up-link radio bearer and one COUNT-C value per down-link radio bearer using RLC
AM or RLC UM. For all transparent mode RLC radio bearers of the same CN domain COUNT-C isthe same, and
COUNT-C is also the same for uplink and downlink.

COUNT-C is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number forms the least significant bits of COUNT-C while the "long" sequence number forms the most significant bits
of COUNT-C. The update of COUNT-C depends on the transmission mode as described below (see figure 16c).

RLCTM  MAC-d DCH MAC-d HFN (24 bits) CFN (8 bits)
RLC UM RLC HFN (25 bits) RLC SN (7 bits)
RLC AM RLC HFN (20 bits) RLC SN (12 bits)
N~ _
——
COUNT-C

Figure 16c¢: The structure of COUNT-C for all transmission modes

- For RLC TM on DCH, the "short" sequence number is the 8-bit connection frame number CFN of COUNT-C. It
isindependently maintained in the ME MAC-d entity and the SRNC MAC-d entity. The "long" sequence
number isthe 24-bit MAC-d HFN, which isincremented at each CFN cycle.

- For RLC UM mode, the "short" sequence number isthe 7-bit RLC sequence number (RLC SN) and thisis part
of the RLC UM PDU header. The"long" sequence number is the 25-bit RLC UM HFN which isincremented at
each RLC SN cycle.

- For RLC AM mode, the "short" sequence number isthe 12-bit RLC sequence number (RLC SN) and thisis part
of the RLC AM PDU header. The"long" sequence number is the 20-bit RLC AM HFN which isincremented at
each RLC SN cycle.

The hyperframe number HFN isinitialised by means of the parameter START, which is described in section 6.4.8. The
ME and the RNC then initialise the 20 most significant bits of the RLC AM HFN, RLC UM HFN and MAC-d HFN to
START. The remaining bits of the RLC AM HFN, RLC UM HFN and MAC-d HFN are initialised to zero.

When a new radio bearer is created during a RRC connection in ciphered mode, the HFN isinitialised by the current
START value (see section 6.4.8).
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6.6.4.2 CK
The cipher key CK is 128 hitslong.

There may be one CK for CS connections (CK¢s), established between the CS service domain and the user and one CK
for PS connections (CKps) established between the PS service domain and the user. The CK to use for a particular radio
bearer isdescribed in 6.6.5. For UMTS subscribers, CK is established during UMTS AKA, as the output of the cipher
key derivation function f3, available in the USIM and in HLR/AuC. For GSM subscribers that access the UTRAN, CK
is established following GSM AKA and is derived from the GSM cipher key Kc, as described in 8.2.

CK isstored inthe USIM and a copy is stored in the ME. CK is sent from the USIM to the ME upon request of the ME.
The USIM shall send CK under the condition that avalid CK isavailable. The ME shall trigger a new authentication
procedure if the current value of START s or START g5 in the USIM havereachedis greater than THRESHOLD. The
ME shall delete CK from memory after power-off as well as after removal of the USIM.

CK issent from the HLR/AuC to the VLR/SGSN and stored in the VLR/SGSN as part of the quintet. It is sent from the
VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the CK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed. The cipher CK remains unchanged at handover.

6.6.4.3 BEARER
The radio bearer identifier BEARER is 5 bits long.

There is one BEARER parameter per radio bearer associated with the same user and multiplexed on a single 10ms
physical layer frame. The radio bearer identifier isinput to avoid that for different keystream an identical set of input
parameter valuesis used.

6.6.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that for the keystreams for the up-link and for the down-link would use the an
identical set of input parameter values. The value of the DIRECTION is 0 for messages from UE to RNC and 1 for
messages from RNC to UE.

6.6.4.5 LENGTH
The length indicator LENGTH is 16 bits long.

The length indicator determines the length of the required keystream block. LENGTH shall affect only the length of the
KEY STREAM BLOCK, not the actual bitsinit.
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Title: Security concern with HFN reset procedure
Document for: Discussion and decision

Agenda Item:

Introduction

The RLC Reset procedure, as currently defined in RAN WG2 specifications, could be exploited by malicious attackers.
The troublesome behavior was introduced in R99 TS 25.322 with a CR approved at RAN #10 on December 2000 [1].
The changes were introduced to solve an “out of sync” problem discussed on the RAN WG2 e-mail reflector [2]. Asa
result of the changes the HFNs used in COUNT-C can be re-initialized by UE or RNC by using an RLC Control PDU,
which is not ciphered nor authenticated.

Correct use of HFNs s vital to the security of the UMTS system. The ability to reset HFNs was introduced in RAN2
without referring the change to SA3. We have identified some vulnerabilities, but there might be worse ones we have
not identified.

Exerpt from TS 25.322 v3.8.0

11.4 RLC reset procedure

11.4.1 General

The RLC reset procedure is used to reset two RLC peer entities, which are operating in acknowledged mode.

Figure 11.4 below illustrates the elementary procedure for an RLC reset. During the reset procedure the hyper frame
numbers (HFN) in UTRAN and UE are synchronised. Two HFNs used for ciphering needs to be synchronised, DL
HFN in downlink and UL HFN in uplink. In the reset procedure, the highest UL HFN and DL HFN used by the RLC
entity in the transmitting sides, i.e. the HFNs associated with PDUs of SN=VT(S)-1 if at |east one data PDU had been
transmitted or of SN=0 if no data PDU had been transmitted, are exchanged between UE and UTRAN.

The RESET PDUs and the RESET ACK PDUs have higher priority than AMD PDUs.



Sender Receiver

>

RESET ACK

] ]

Figure 11.4: RLC reset procedure

[..]

9.2.1.7 RESET, RESET ACK PDU

The RESET PDU (the RESET ACK PDU) have a one-bit sequence number field (RSN) in order to know whether or
not it is aretransmission of a previous RESET PDU (of aprevious RESET ACK PDU).

D/C[ PDUType [RsN] R1 Octl
HFNI
HFNI
HFNI |
PAD

OctN

Figure 9.6: RESET, RESET ACK PDU

The size of aRESET or RESET ACK PDU isvariable and upper bounded by the maximum RLC PDU size used by the
logical channel on which the control PDUs are sent. Padding shall be included to exactly fit one of the PDU sizes used
by the logical channel on which the control PDUs are sent. The length of the RESET or RESET ACK PDU shall bea
multiple of 8 bits.

[..]

9.2.2.14 Hyper Frame Number Indicator (HFNI)
Length: 20 bit

Thisfield is used to indicate the hyper frame number (HFN) to the peer entity. With the aid of thisfield the HFN in UE
and UTRAN can be synchronised.

[...]
[...From TS 33.102v3.9.0...]



RLCTM  MAC-d DCH MAC-d HFN (24 bits) CFN (8 bits)

RLC UM RLC HFN (25 bits) RLC SN (7 bits)
RLC AM RLC HFN (20 bits) RLC SN (12 bits)
N~ _
——
COUNT-C

Figure 16c: The structure of COUNT-C for all transmission modes

[..]

Note that RLC Sequence Numbers (SN) are always sent in clear over the air (Uu interface) both in Uplink and in
Downlink.

Discussion

All RLC Control PDUs, including RESET/RESET ACK, are not ciphered and are not integrity protected. The RESET
and RESET ACK are always associated to an AM RLC entity and they carry the HFN value to be used in the UL
COUNT-C. Both UE and UTRAN can initiate a RESET procedure by sending the RESET PDU. The receiving entity
will then send aRESET ACK PDU. We can envisage a multiplicity of security threats that could take advantage of this
procedure:

» Denial of service attack. A third party can transmit a RESET PDU with an incorrect HFN. The RESET ACK
PDU response will be ignored by the supposed sender. From then on, decryption of the packets will result in
incorrect and unintelligible data being received, but since there is no integrity check, the lower layers cannot
detect or recover from the situation. Furthermore, by setting alarge HFN, past the threshold, a new AKA
might be triggered, resulting in exhaustion of Authentication Vectors, delays and excessive network traffic.

»  Exposure of HFNs. If an eavesdropper is recording the call from its beginning he will be able to deduce the
HFN values used in COUNT-C. But if he starts recording it whilein progress, or if he loses part of it dueto
bad radio conditions (quite alikely scenario), he may lose track of the current value of the HFN and therefore
he will not be able to reconstruct COUNT-C. However, he could take advantage of the RESET procedureto
read the correct HFN values being sent in the RESET/RESET ACK PDUs. By the way, to cause a RESET for
a"man inthe middle" isvery simple. He only has to change the sequence number (alwaysin clear) to avalue
that is outside of the "expected" window of sequence numbers.

*  Rogue equipment can avoid re-authentication. The COUNT-C value triggers re-authentication when it exceeds
the threshold value. But non-conforming egquipment can reset the HFN “backwards’ so that its COUNT-C
never reaches THRESH. This partly avoids re-authentication (it might be triggered by the HFN in the other
direction) and at the same time compromises privacy by reuse of COUNT-C values.

Theinitiator of a RESET procedure seemsto be in control of its corresponding HFN (uplink or downlink). We are
unaware of a mechanism whereby athird party can compromise privacy or negotiate specific HFNs, but we are not
convinced that such a mechanism does not exist.

In general the use of messages that are not ciphered nor authenticated to modify the values of COUNT-C is not a good
idea. We understand that RAN WG2 had good reasons [2] to approve these changes, but unfortunately did not involve
SA WG3 in the discussion.



Conclusion

We propose that RAN WG2 should take a second ook at the problem discussed in [2] and solve it differently, by using
methods that do not compromise security. In particular, the use of the RESET/RESET ACK PDUs, which currently
include HFN values, should be modified. In order to not modify the PDU format, the transmitter could include dummy
HFN valuesin the RESET/RESET ACK PDUs that the receiver would ignore. These corrections should be included in
al affected releases of TS 25.322, starting from R99.

SA WG3 cannot provide further guidance for the resolution of the specific problem raised in[2], but it can recommend
the following:

1. TheHFN values should not be sent in clear and without integrity protection.

2. If HFN have to be re-synchronized, the new values should grow monotonically; while thisis specified
behaviour for a conforming transmitter, no provision is made for it to be checked in the receiver. Provision
should be incorporated for the re-syncronization procedure to fail or be refused.

With monotonically increasing HFN values to ensure freshness and defeat replay, it would be possible (and it would be
recommened) to apply message integrity to the re-syncronization messages using | K. The presence of SA WG3 experts
at next RAN WG2 meeting, to be held in New Y ork City next week, would be extremely valuable.

References
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Dat e: Thu, 5 Oct 2000 17:30:43 +0530

Repl y-To: Atul Suresh Joshi <atul @asi.conr

Sender: "3GPP_TSG RAN WX: TSG RAN Working Group 2"
<3GPP_TSG RAN W= @ist.etsi.fr>

From Atul Suresh Joshi <atul @asi.conr

Subj ect : Re: RLC RESET Procedure: Email discussion kick-off (fwd)
Coments: cc: Suj at ha <suj atha@asi . conmp

To: 3CGPP_TSG RAN W2@ist.etsi.fr

Cont ent - Type: TEXT/ PLAIN;, charset =US- ASCl

X-UDL: pAG'In(<!!'6@!! @ "!

H all,

Further to the problens stated in the Email discussion on problens with RESET
procedure, in this mail we state another problem and probable solutions to the
stated probl ens.

Problem 1. CRLC SUSPEND Req in RLC RPS state

St at ed bel ow.

Solution: Reset the state variables while entering the RPS state.

Problem 2. Qut of Sync HFN
st at ed bel ow
Solution : Change in RESET PDU format. (detailed solution is given below)

Problem3 . Problemw th Ciphering Configuration

RLC can get RESET in either LS or DIR state. If it gets RESET in LS

then after coming out of RESET it will be in LS only and use ol d configuration.
The problemwould arise if it gets RESET in DTIR. In DIR an RLC entity

may have two configurations old and new. (This would be the case when

the state transitions are LS->DITR->RESET and there are sonme PUs wi th sequence
nunber < activation tinme which are not confirned). Wich configuration should be
used in such a case needs to be specified in the standards and RESET PDU f or nat
needs to altered accordingly becuase the receiver of RESET PDU is not

aware of the state transitions in the peer

An exanple is given bel ow.

Consider RLC(1) and RLC(2) entities.

RLC(1) has done state transitions DTR->LS->DTR and has

VT(A) (1) = 20, VTI(S)(1) = 40, Activation tinme = 30.

So it uses old configuration for PUs[20-29] while it uses new
configuration[30-...]

If RLC(1) is reset, after coming out of RESET which configuration should be
used?

note that it is not always possible to use old configuration after coing out of
RESET.

This is because, if at RLC(2) VR(R) = 32 VR(H) = 35, RLC(2) night have del eted
ol d configuration because it has crossed 30 (the activation tine). In such a
case

RLC shoul d use new configuration and the activation time should be discarded.

In case where, VI(S)(1l) is less than activation tine and RLCis in DIR then RLC
can use

old or new configuration,but it is always better to new configuration

In case there was no valid activation time (activation tinme el apsed so that
VT(S)>=VT(A) >=Activation tinme) the current configuration should be used but

as nentioned earlier RLCis not aware of peer RLC state transitions.(RLC doesn’t
know whet her the peer RLC has gone LS->RESET or DTR->RESET and it can have old
and

new confi gurations)

Thus an indication is needed in the RESET PDU to indicate which configuration to
be used after resetting the variabl es.



Thus we think that RESET PDU shoul d indicate
1. Configuration to be used (ol d/ new)
2. HFN to be used

W propose following RESET PDU format and t heRESET procedure

Note that HFN used for reception can be different from HFN used for
transm ssion. (RESET and RESET ACK PDU format is exactly sane except
for PDU type field.)

After Receiving RESET/ RESET ACK PDU HFN used for reception is
updated to the HFN indicated in the PDU

Tx-HFN : HFN used by an RLC entity for ciphering

Rx-HFN : HFN used by an RLC entity for deciphering

Modi fi ed RESET procedure is described bel ow
1. Wen RLC enters in RPS , it flushes off buffers , resets state variables
and Tx-HFN i s increnmented by one and sends a RESET PDU wi t h(updat ed)
Tx-HFN and C is set according to follow ng rules:
C: 0if RPSis enterd fromLS or if DIR->RPS has taken place and
activation time has el apsed
c: 1 if DIR->RPS has taken place with valid Activation tine.
2. Upon reception of RESET PDU
a) RLC updates Rx-HFN to HFN val ue indicated in the RESET PDU
increnents its Tx-HFN, flushes off buffers
resets state variables
b) RESET ACKPDU is transmtted and RLC conmes out of RPS to enter
into either LS or DIR state.
c) In RESET ACK PDU C is set as given bel ow

C: O0if it isinLSor it isin DIR and activation tinme has el apsed
C: 1if activationtine is still valid and RLCis in DIR

in RESET PDU and HFN equal its (updated) Tx-HFN .
RLC then starts using the configuration for RX as indicated by C bit
in the received PDU

3. Upon reception of RESET ACK PDU
1.if RRCis in RPS, Rx HFN i s updated accordingly and RLC cones out of
RPS
2. RESET ACK PDU is ignored in LS/ DIR state.

3.0nce RLC entity cones out of RPS, it uses ciphering configuration
i ndicated by C bit in the received PDU

This procedure woul d solve the problens nentioned above though this procedure
shoul d be studied nore throughly.
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H all,

It was decided in the W&2#15 neeting in Sophia Antipolis that, the problens
regardi ng the RESET procedure should be discussed on nailing |ist.

Wth this mail we intend to start an email discussion on the issue.

Johan Torsner from Ericsson will be the repaurter for this email

di scussi on.

Problem 1. CRLC SUSPEND Req in RLC RPS state

As per the current specifications state variabl esare reset whenever
RLC cones out of RPS. Which neans that value of VT(S) is is preserved
during RPS. In RPS if RLC receives an CRLC SUSPEND Req , RLC reports
back VT(S) in CRLC Confirm What should be the value of VT(S)

whi ch needs to be reported in this case ? old VI(S) or 0?

Because RLC is not going to send anything between VT(A) to VT(S)+number
of segnmented PDUs as the buffers are anyway going to be flushed out.
In such a case VI(S) should be reported as 0 rather than old VT(S).
other wise RLC will be using old ciphering config for nore tine.

e.g. if VI(S) = 1000 and N = 100 => activation tinme will be 1100
whereas it shoul d have been 100 only.

Anot her nore serious problemis stated bel ow.

Suppose RRC suspends DCCH on whi ch security nmode conmand is to be transmitted.
Which is in RESET state with N "sufficiently large", so the activation tine
is (VT(S)+N) Mbd 4096. But by the tinme Security node comand is transmtted
RLC is in DIR state, Activation time m ght be too short and

security node conmand nay not be conpletely transnmtted.

e.g.

DCCH RLC in RPS VT(S) = 4040. RRC suspends RLC with N = 100

where as security node conmand requires 50 RLC PDUs .

RLC reports back VT(S) = 4060. So the activation tinme is 44.

Now RLC returns to LS and VTI(S) = 0. RLCin this case is allowed to
transmit PDUs up to 44 only whereas security npde comand spans upto 50.
Thus RLC gets stuck up.

Reporting of VI(S) = 0 can be done in one of the foll ow ng ways.

1. Explicit nention in RLC specs that if CRLC SUSPEND Req is received in RPS
RLC reports O in CRLC_CONFI RM

2. RESET all the state variables to their intial vales while entering into
RPS.

Problem 2. Qut of Sync HFN

HFNs in RLC AM are increnented by one when correspondi ng state vari abl es
wrap around. e.g. For Tx HFN i s increnmented when VT(S) or VT(A) reaches 0.
and for RX HFN i s increnmented when VR(R) or VR(H) reaches 0.

Note that Tx HFN in RLC entity and corresponding RX HFN on peer RLC entity
are incremented at different times. This can lead to a problemif

RESET occrs i nbetween.

e.g.

Tx HFN = 100 VT(S) = 4095 Rx HFN = 100 VR(H) = 4090

In the next TTI

TX HFN = 101 VT(S) =0 RX HFN = 100 VR(H) = 4090.

and a RESET occurs.
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RESET/ RESET_ACK PDUs are exchanged which are not ciphered and RLC entities

get back to DTR state. with
TX HFN = 102 VT(S) = 0 and RX HFN = 101 VR(H) = 0.

Thus there is a msmatch. Also as it is not specified in specifications
as to when one shall increnent HFN (either with VTI(S) or with VI(A))
this issue will depend on the w ndow size. As SDU discard functionality
can not be enabled if w ndowsize > 2047 , RESET will occur nore often
and this problemwoul d be prom nent.

A solution may be transfer information about HFN in RESET and RESET_ACK

PDU.

If this occurs one of the following things will take place.

1. LI check doesnt match for any PDU and all the PDUs are discarded.
in such a case there is information transfer but unncessary
wast age of bw and power.

2. If LI check doesnt natch for any PDU and SDU discard functionality is
not enabled RLC would go back and forth in DIR and RPS states
without transmitting information as described in 1.

3. If LI check fails to detect errors( this is not very inprobable
as the LI check is not sufficient if # of LIs is 1 and PU size
is big), RLC would pass incorrect data to upper |ayer

Thus we think RPS procedure should be corrected and nade fool proof
W would li ke to know views of RLC experts on the problens
and suggested sol utions.

t hanks
at ul

EE IR I I I Rk O O R R kI O O

Atul Suresh Joshi
Silicon Automation Systens (India) Ltd.

phone res: +91- 080- 5483310

of fice: +91-080-5281461 extn: 4241
e-nmail: atul @asi.com
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9.2.1.7 RESET, RESET ACK PDU

| The RESET PDU and RESET ACK PDU has a one-bit sequence number field (RSN). With the aid of this field the
Receiver can define whether the received RESET PDU is transmitted by the Sender for the first time or whether itisa
retransmission of a previous RESET PDU..

D/C| PDUType |RSN| R Octl
HFNI
HFNI
HFNI |
PAD

OctN

D/IC| PDUType [RSN| R Octl
PAD

OctN

Figure 9.6: RESET, RESET ACK PDU

3GPP
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9.2.2.13 Reset Sequence Number (RSN)
Length: 1 bit

Thisfield is used to indicate the sequence number of the transmitted RESET PDU. If thisRESET PDU isa
retransmission of the original RESET PDU then the retransmitted RESET PDU would have the same sequence humber
value asthe original RESET PDU. Otherwise it will have the next reset sequence number. Theinitial value of thisfield
iszero. The value of thisfield shall be reinitialized when the RLC is re-established. It shall not be reinitialized when the
RLC isreset.

9.2.2.14X% Hyper Frame Number Indicator (HENI)

Length: 20 bit

Thisfield is used to indicate the hyper frame number (HFN) to the peer entity. With the aid of thisfield the HFN in UE
and UTRAN can be synchronised.

3GPP
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9.3.3 State model for acknowledged mode entities

Figure 9.18 illustrates the state model for the acknowledged mode RLC entity (both transmitting and receiving). An
acknowledged mode entity can be in one of following states.

9.3.3.1 Null State

In the null state the RLC entity does not exist and therefore it is not possible to transfer any data through it.

Upon reception of an CRLC-CONFIG-Req from higher layer the RLC entity is created and acknowledged data transfer
ready state is entered.

9.3.3.2 Acknowledged Data Transfer Ready State

In the acknowledged data transfer ready state, acknowledged mode data can be exchanged between the entities. Upon
reception of a CRLC-CONFIG-Req from higher layer the RLC entity isterminated and the null state is entered.

Upon errorsin the protocol, the RLC entity sendsa RESET PDU to its peer and enters the reset pending state.

Upon reception of a RESET PDU, the RLC entity resets the protocol (resets the state variablesin 9.4 to their initial
value and resets configurable parametersto their configured val ue,-irerements the-hyper-frame-number-H-the RSN-field-
indicates that-the RESET-PDU-ishot-aretransmitted RESET-PPU sets the hyper frame number HEN (DL HEN when
the RESET isreceived in UE or UL HEN when the RESET isreceived in UTRAN) equal to the HENI field in the
RESET PDU} and responds to the peer entity witha RESET ACK PDU.

Upon reception of a RESET ACK PDU, the RL C takes no action.

9.3.3.3 Reset Pending State

In the reset pending state the entity waits for a response from its peer entity and no data can be exchanged between the
entities. Upon reception of CRLC-CONFIG-Req from higher layer the RLC entity is terminated and the null stateis
entered.

Upon reception of a RESET ACK PDU with the same RSN value as in the corresponding RESET PDU, the RLC entity
resets the protocol (resets the state variablesin 9.4 to their initial value, resets configurable parameters to their
configured value,- sets the hyper frame number HEN (DL HEN when the RESET ACK isreceived in UE or UL HEN
when the RESET ACK isreceived in UTRAN) equal to the HENI field in the RESET ACK inerementsthe-hyperframe
nAumber) and one of the following state transitions take place.

The RLC entity enters the acknowledged data transfer ready state if Reset Pending State was entered from
Acknowledged Data Transfer Ready State or if Reset Pending State was entered from Local Suspend State and a
CRLC-RESUME—Req was received in Reset Pending State.

The RLC entity entersinto Local Suspend State if Reset Pending State was entered from Local Suspend State or if
Reset Pending State was entered from Acknowledged Data Transfer Ready State and a CRLC-SUSPEND-Req was
received in Reset Pending State.

Upon reception of a RESET ACK PDU with a different RSN value asin the corresponding RESET PDU the RESET
ACK PDU isdiscarded.-

Upon reception of a RESET PDU, the RLC entity resets the protocol (resets the state variablesin 9.4 to their initial
value, resets configurable parametersto their configured value, sets the hyper frame number HEN (DL HEN when the

RESET isreceived in UE or UL HFEN when the RESET is recetved in UTRAN) equal to the HFNI fieldi in the RESET

PDU) sends a RESET ACK PDU and staysin the reset pend| ng state

3GPP



Error! No text of specified style in document. 5 Error! No text of specified style in document.

RESET

CRLC-CONFIG-Reqg RESETACK ™

RESET ACK

REET ..
ESET ACK

Received signal
Sent signal

CRLC-CONFIG-Req

Figure 9.18: The state model for the acknowledged mode entities when reset is performed

9.3.34 Local Suspend State

Upon reception of CRLC-SUSPEND-Req from higher layer (RRC) in Acknowledge Data Transfer Ready State the
RLC entity is suspended and the Local Suspend state is entered. In the Local Suspend state RLC shall not send aRLC-
PDUs with a SN>=VT(S)+N. Upon reception of CRLC-RESUME-Req from higher layer (RRC) in this state, the RLC
entity is resumed and the Data Transfer Ready state is entered.

CRLC-CONFIG-Req

CRLC-CONFIG-Req

2.
Ack.
Data Transfer
Ready

CRLC-SUSPEND-Req
-SUSPEND-Conf

CRLC-CONFIG-Req

CRLC-CONFIG-Req

CRLC-RESUME-Req

Received signal
Sent signal

CRLC-CONFIG-Req

Figure 9.19: The state model for the acknowledged mode entities when local suspend is performed
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11.4 RLC reset procedure

11.4.1 Purpose

The RLC reset procedure is used to reset two RLC peer entities, which are operating in acknowledged mode.
Figure 11.4 below illustrates the elementary procedure for aRLC reset. The sender can be either the UE or the network
and the receiver is either the network or the UE. During the reset procedure the hyper frame numbers (HEN) in UTRAN

and UE are synchronised. Two HFNs used for ciphering needs to be synchronised, DL HFN in downlink and UL HFN
in uplink. In the reset procedure, the highesteurrenthy-used UL HEN and DL HFN used by the RLC entity are
exchanged between UE and UTRAN. After the reset procedure is terminated, the UL HFEN and DL HFN shall be
increased with one in both UE and UTRAN, and the updated HFN values shall be used after the reset procedure.

Sender Receiver
RESET >
< RESET ACK]

] ]

Figure 11.4: RLC reset procedure

11.4.2 Initiation

The procedure shall be initiated when a protocol error occurs.

The sender sendsthe RESET PDU when it isin datatransfer ready state and enters reset pending state. The sender shall
start thetimer Timer_RST and increase VT(RST) with 1. The RESET PDU shall be transmitted on the DCCH logical
channel if the sender islocated in the control plane and onthe DTCH if it islocated in the user plane.

The RESET PDU has higher priority than data PDUs.

When areset procedure has been initiated it can only be ended upon reception of a RESET ACK PDU with the same
RSN value asin the corresponding RESET PDU, i.e., areset procedure is not interrupted by the reception of a RESET
PDU from the peer entity.

11421 RESET PDU contents to set

The size of the RESET PDU shall be equal to one of the allowed PDU sizes. The hyper frame number indicator field
(HENI) shall be set equal to the currently used HEN (DL HEN when the RESET is sent by UTRAN or UL HEN when
the RESET is sent by the UE ). The RSN field shall indicate the sequence number of the RESET PDU. This sequence
number is incremented every time anew RESET PDU is transmitted, but not when aRESET PDU is retransmitted.

11.4.3 Reception of the RESET PDU by the receiver

Upon reception of a RESET PDU the receiver shall respond with a RESET ACK PDU. The receiver resets the state
variablesin 9.4 to their initial value and resets configurable parameters to their configured value.

M%ea*ed—R%ELl@U%heReeewe%ha#eheelﬁhe#ameeﬁRSN (Reset-Sequence Number)-field.-H-the value of-

v ved-F theWhen aRESET PDU is
received the rRecewer shaII mepeasetheyalaeef—th@et the HFN (DL HFN when the RESET isreceived in UE or UL
HFEN when the RESET isreceived in UTRAN) equal to the HENI field in the received RESET PDU.by-ene:

3GPP
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The RESET ACK PDU shall be transmitted on the DCCH logical channel if the sender islocated in the control plane
and onthe DTCH if it islocated in the user plane.

The RESET ACK PDU has higher priority than data PDUs.

11.4.3.1 RESET ACK PDU contents to set

The size of the RESET ACK PDU shall be equal to one of the allowed PDU sizes. The RSN field shall always be set to
the same value as in the corresponding RESET PDU. -The hyper frame humber indicator field (HFNI) shall be set equal
to the currently used HEN (DL HEN when the RESET ACK issent by UTRAN or UL HEN when the RESET ACK is

sent by the UE).

11.4.4 Reception of the RESET ACK PDU by the sender

When the sender isin reset pending state and receives a RESET ACK PDU with the same RSN value asin the
corresponding RESET PDU the Timer_RST shall be stopped and the value of the HFN (DL HEN when the RESET
ACK isreceived in UE or UL HEN when the RESET ACK isreceived in UTRAN) shall be increased-by-oneset equal
to the HENI field in the received RESET ACK PDU. The sender resets the state variablesin 9.4 to their initial value and
resets configurable parameters to their configured value. The sender shall enter data transfer ready state.

Upon reception of aRESET ACK PDU with adifferent RSN value asin the corresponding RESET PDU the RESET
ACK PDU isdiscarded.

Upon reception of a RESET ACK PDU in data transfer ready state the RESET ACK PDU is discarded.
11.4.5 Abnormal cases

11451 Timer_RST timeout

Upon expiry of Timer_RST the sender shall retransmit the RESET PDU and increase VT(RST) with 1. Inthe
retransmitted RESET PDU the value of the RSN field shall not be incremented.

11.45.2 VT(RST) = MaxRST

If VT(RST) becomes larger or equal to MaxRST the RRC layer shall be informed.

11.45.3 Reception of the RESET PDU by the sender

Upon reception of a RESET PDU in reset pending state the sender shall respond with aRESET ACK PDU. The sender
resets the state variablesin 9.4 to their initial value, resets configurable parametersto their configured value. However,
VT(RST) and Timer_RST are not reset. The hyper frame number, HFN (DL HFN when the RESET isreceived in UE
or UL HEN when the RESET i is recetved in UTRAN) is set equal to the HFNI f|eld in the received RESET

es thal . The sender shall
stay in the reset pendlng state The sender shall enter datatransfer ready state only upon reception of a RESET ACK
PDU with the same RSN value as in the corresponding RESET PDU.

3GPP
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