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1 Introduction

A problem on security domain in NDS/IP model is pointed out and a corresponding update is
proposed in this proposal.

2 Analysis

2.1 Background

In TS of NDS/IP, the statements on security domain are as the following
(1) In section 4.1

“The scope of this section is to outline the basic principles for the network domain security
architecture. A central concept introduced in this specification is the notion of a network security
domain. The security domains are networks that are managed by a single administrative
authority. Within a security domain the same level of security and usage of security services will
be typical. Typically, a network operated by a single operator will constitute one security domain
although an operator may at will subsection its network into separate sub-networks and hence
separate security domains.”

(2) In section 4.4.1:

“The UMTS network domain shall be logically and physically divided into security domains. These
control plane security domains may closely correspond to the core network of a single operator
and shall be separated by means of security gateways.” (Here, security gateway is referred to
SEG)”

In table 1, Za interface is defined as “ Network domain security interface between SEGs. The
interface is used for both the negotiation of security associations and for the set-up of ESP
protected tunnels between SEGs (no third party negotiation).”

(3) In section 5.6.2:

“Za-interface (SEG-SEG)

The Za-interface covers all secure IP communication between security domains. The SEGs uses
IKE to negotiate, establish and maintain a secure tunnel between them. Subject to roaming
agreements, the inter-SEG tunnels would normally be available at all times, but they can also be




established as needed. The tunnel is subsequently used for forwarding secured traffic between
security domain A and security domain B.

One SEG can be dedicated to only serve a certain subset of all roaming partners. This will limit
the number of SAs and tunnels that need to be maintained. The number of SEGs within a
network will normally be limited and should normally not be larger than the numer og BGs in the
network. “

2.2 Analysis

Please note the underlined statements. Clearly, there are some problems with it. If an operator
subsections its 3G network into separate sub-networks, hence it owns some separate security
domains. The SEGs shall be used for protection between these security domains.

Hence, it seems incorrect that these SEGs are subject to roaming agreement. The security
relation between these SEGs should be defined by the operator who owns them. It may be
independent of roaming agreement.
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Figure 1, SEGs between security domains

2.3 Solutions

We suggest updating the statement in section 4.1.

...... , Typically, a network operated by a single operator will constitute one security domain
| although an operator may at will subsection its network into separate sub-networks-and-hence

3 Conclusions

A problem on security domain in NDS/IP model is pointed out and a corresponding update is
proposed in this proposal.
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4 Overview over UMTS network domain security
for IP based protocols

4.1 Introduction

The scope of this section isto outline the basic principles for the network domain security architecture. A
central concept introduced in this specification is the notion of a network security domain. The security
domains are networks that are managed by a single administrative authority. Within a security domain the
same level of security and usage of security services will betypical. Typically, a network operated by a
single operator will constitute one security domain although an operator may at will subsection its network

into separate sub-networks-ang-hence separate-security-demains.
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