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6.2 MAPsec protection groups

This section specifies groups of messages and their protection modes at the operation component level.
Individual protection groups or particular combinations of groups can then be used to construct protection
profiles as specified in section 6.3.

Combinations of overlapping protection groups are forbidden. Forbidden combinations are explicitly
specified in 6.2.1 below.

The concept of "protection levels* isintroduced to administrate the protection mode on operation
component level. A protection level of an operation determines the protection modes used for the
operation’s components according to the following table.

Table 3: MAPsec protection levels

Protection Protection mode for Protection mode for Protection mode for
level invoke component result component error component
1 1 0 0
2 1 1 0
3 1 2 0
4 2 1 0
5 2 2 0
6 2 0 0

6.2.1 MAPSsec protection groups

6.2.1.1 MAP-PG(0) — No Protection

This MAP-PP does not contain any operation and it does not protect any information. It is useful however
to have a"null" MAP-PP to use in situations where no security is required or is an option. This protection
group cannot be combined with any other protection group.

6.2.1.2 MAP-PG(1) — Protection for Reset

Table 4: PG(1) — Protection for Reset

Application Context/Operation Protection Level
ResetContext-v2/ 1

Reset

ResetContext-v1/ 1

Reset
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6.2.1.3 MAP-PG(2) — Protection for Authentication Information except
Handover Situations

Table 5: PG(2) — Protection for Authentication Information except Handover Situations

Application Context/Operation Protection Level
InfoRetrievalContext-v3/ Send 3
Authentication Info

InfoRetrievalContext-v2/ Send 3
Authentication Info

InfoRetrievalContext-vl/ Send 3
Parameters

InterVIrinfoRetrievalContext-v3/ 3
Send Identification

InterVIrInfoRetrievalContext-v2/ 3
Send ldentification

6.2.1.4 MAP-PG(3) — Protection for Authentication Information in Handover
Situations

Table 6: PG(3) — Protection for Authentication Information in Handover Situations

Application Context/Operation Protection Level
(Component level)
HandoverControlContext-v3/ 4

Prepare Handover

(Note that the AC contains also
other operations)
HandoverControlContext-v3/ 4
Forward Access Signalling
(Note that the AC contains also
other operations)
HandoverControlContext-v2/ 4
Prepare Handover

(Note that the AC contains also
other operations)
HandoverControlContext-v2/ 4
Forward Access Signalling
(Note that the AC contains also
other operations)
HandoverControlContext-v1/ 4
Perform Handover

(Note that the AC contains also
other operations)
HandoverControlContext-v1/ 4
Forward Access Signalling
(Note that the AC contains also
other operations)
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MAP-PG(4) — Protection of non location dependant HLR data

6.2.1.5
Table 7: PG(4) — Protection of non location dependant HLR data

Application Context/Operation Protection Level
AnyTimInfoHandlingContext-v3 / 1
AnyTimeModification

SubscriberDataMngtContext-v3 / 1
DeleteSubsciberData

Editor'sNote:  Protection Group 4 is not complete.
6.2.1.6 MAP-PG(13) — Integrity Protect other messages

This MAP-PP contains all MAP operations not specified in another group of a profile and applies
protection level 2 to them al.

Table 8: PG(13) — Protect all messages

Application Context/Operation Protection Level

All MAP operations not in other 2
groups
6.2.1.7 MAP-PG(14) — Full protection

This MAP-PP contains all MAP operations and applies protection level 5 to them all. This protection group
cannot be combined with any other protection group.

Table 9: PG(14) — Protect all messages
Protection Level

Application Context/Operation

5

All MAP operations
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6.3

Protection profiles can be individual protection groups or particular combinations of protection groups.
MAP protection profiles are coded as a 16 hit binary number where each bit corresponds to a protection

MAPsec protection profiles

group. Currently only 75 groups are defined, the rest are reserved for future use.

Table 8: Protection profile encoding

Protection profile bit

Protection group

No protection

Reset

Authentication information except handover situations

Authentication information in handover situations

Non-location dependant HLR data

RO WN(FO

-125

Reserved

[¢M)

Integrity protect remaining messages

Protect al messages

5=

Proprietary profile flag

Protection profiles shall be bidirectional. Proprietary protection profiles must be implemented.

The following protection profiles are defined.

Table 9: Protection profile definition

Protection | Protection group

profile PG(0) PG(1) PG(2) PG(3) PG(4)

name No Reset Authinfo Authlinfo in Non-location

protection except handover dependant

handover situation HLR data
situations

Profile A v

Profile B v v

Profile C v v v

Profile D v v v v

Profile E v v v
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