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6.4.3 Cipher key and integrity key lifetime

Authentication and key agreement, which generates cipher/integrity keys, is not mandatory at call set-up, and thereis
therefore the possibility of unlimited and malicious re-use of compromised keys. A mechanism is needed to ensure that
aparticular cipher/integrity key set is not used for an unlimited period of time, to avoid attacks using compromised
keys. The USIM shall therefore contain a mechanism to limit the amount of datathat is protected by an access link key
Set.

Each time an RRC connection is rel eased the values START s and STARTps of the bearers that were protected in that
RRC connection are compared with the maximum value, THRESHOLD. If START s andfor START 5 havereachedis
greater than the maX| mum vaI ue (TH RESH OLD), the ME marksthe STARTvalueinthe USHHorthe eorresponding

cs-andler- START s to- FTHRESHOLD,-del etes the cipher key
and the integrity key for the corresponding core network domain stored on the USIM and setsthe KSI to invalid (refer
to section 6.4.4). Otherwise, the START s and STARTps are stored in the USIM. The maximum value THRESHOLD is
set by the operator and stored in the USIM.

When the next RRC connection is established, START values are read from the USIM. Then, the ME shall trigger the
generation of anew access link key set (a cipher key and an integrity key for the corresponding core network domain) if
the access link key set has been del etedSTART cs-andlor START ps-has reached the maximum-value, THRESHOL D for

the corresponding core network domain(s).
This mechanism will ensure that a cipher/integrity key set cannot be reused beyond the limit set by the operator.

When the user is attached to aUTRAN, aR99+ ME with a SIM inserted shall use a default value for maximum value of
STARTcsor STARTpsas described in section 6.8.2.4.
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6.4.8 Initialisation of synchronisation for ciphering and integrity protection

The ciphering and integrity protection algorithms are driven by counters (COUNT-C and COUNT-I) that at connection
establishment need to be initialised. For that purpose the ME and the USIM have the ability to store a START value.
The ME and the USIM store a START s value for the CS cipher/integrity keys and a START s value for the PS
cipher/integrity keys. The length of START is 20 bits.

The ME only contains (valid) START values when it is powered-on and a USIM isinserted. When the ME is powered-
off or the USIM isremoved, the ME deletesits START values. After power-on or insertion of a USIM, the USIM sends
its START valuesto the ME, and the ME stores them. During idle mode, the START valuesin the ME and in the USIM
areidentical and static.

At radio connection establishment for a particular serving network domain (CS or PS) the ME sends the START s and
the START g5 value to the RNC in the RRC connection setup complete message. The ME marks the START valuesin
the USIM asinvalid by setting STARTcs and STARTps to THRESHOLD.

The ME and the RNC initialise the 20 most significant bits of the RRC HFN (for integrity protection), the RLC HFN
(for ciphering) and the MAC-d HFN (for ciphering) to the START value of the corresponding service domain; the
remaining bits areinitialised to 0. Also the RRC SN (for integrity protection) and the RLC SN (for ciphering) are
initialised to 0.

During an ongoing radio connection, the START s valuein the ME and in the SRNC is defined as the 20 most
significant bits of the maximum of all current COUNT-C and COUNT-I values for al signalling radio bearers and CS
user data radio bearers protected using the most recently configured CK csand/or 1K cs incremented by 1, i.e.:

STARTcs' = MSB,, ( MAX { COUNT-C, COUNT-I | al radio bearers (including signalling) protected with the most
recently configured CKcsand IKcg}) + 1.

- If current START s < START s then STARTs= START g, otherwise START s is unchanged.

Likewise, during an ongoing radio connection, the STARTps valuein the ME and in the SRNC is defined as the 20 most
significant bits of the maximum of all current COUNT-C and COUNT-I valuesfor al signalling radio bearers and PS
user data radio bearers protected using the most recently configured CKpsand/or IKps, incremented by 1, i.e.:

STARTps' = MSBy ( MAX { COUNT-C, COUNT-I | al radio bearers (including signalling) protected with the most
recently configured CKpsand IKpg}) + 1.

- If current STARTps < STARTps' then STARTps= STARTs, otherwise STARTps is unchanged.

If any of the COUNT-C or COUNT-I assigned to the radio bearers of the same CN domain reaches its maximum value,
the ME and SRNC shall set START of the corresponding CN domain to its maximum value.

Upon radio connection rel ease and when a set of cipher/integrity keysis no longer used, the ME updates START s and
STARTps in the USIM with the current values.

During authentication and key agreement the START value associated with the new key set of the corresponding
service domain isset to 0 in the USIM and in the ME.
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6.5.4 Input parameters to the integrity algorithm

6.54.1 COUNT-I
The integrity sequence number COUNT-I is 32 bitslong.

For signalling radio bearers (RB 0-4) thereis one COUNT-I value per up-link signalling radio bearer and one COUNT-I
value per down-link signaling radio bearer.

COUNT-I is composed of two parts: a"short” sequence number and a"long" sequence number. The "short" sequence
number formsthe least significant bits of COUNT-I while the "long" sequence number forms the most significant bits
of COUNT-I. The "short" sequence number is the 4-bit RRC sequence number (RRC SN) that is available in each RRC
PDU. The"long" sequence number isthe 28-bit RRC hyper frame number (RRC HFN) which isincremented at each
RRC SN cycle.

RRC HFN RRC SN

(28 bits) (4 bits)
—
COUNT-I

Figure 16a: The structure of COUNT-I

The RRC HFN isinitialised by means of the parameter START, which is described in section 6.4.8. The ME and the
RNC then initialise the 20 most significant bits of the RRC HFN to START; the remaining bits of the RRC HFN are
initialised to 0.

6.5.4.2 IK
The integrity key IK is 128 bits long.

There may be one IK for CS connections (IK cs), established between the CS service domain and the user and one IK for
PS connections (1K ps) established between the PS service domain and the user. Which integrity key to use for a
particular connection is described in 6.5.5.

For UMTS subscribers IK is established during UMTS AKA asthe output of the integrity key derivation function f4,
that is availablein the USIM and in the HLR/AUC. For GSM subscribers, that accessthe UTRAN, IK is established
following GSM AKA and is derived from the GSM cipher key Kc, as described in 6.8.2.

IK isstored inthe USIM and a copy is stored in the ME. IK is sent from the USIM to the ME upon request of the ME.
The USIM shall send IK under the condition that avaid IK is available. The ME shall trigger a new authentication
procedure if the current value of START s of STARTps inthe USIM are not up-to-date or START s or START ps have
reachedis greater than THRESHOLD. The ME shall delete IK from memory after power-off as well as after removal of
the USIM.

IK is sent from the HLR/AuC to the VLR/SGSN and stored in the VLR/SGSNas part of a quintet. It is sent from the
VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the IK is transmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed, and the synchronisation procedure is resumed. The IK remains unchanged at handover.

6.5.4.3 FRESH
The network-side nonce FRESH is 32 hits long.

Thereis one FRESH parameter value per user. Theinput parameter FRESH protects the network against replay of
signalling messages by the user. At connection set-up the RNC generates arandom value FRESH and sendsit to the
user in the (RRC) security mode command. The value FRESH is subsequently used by both the network and the user
throughout the duration of asingle connection. This mechanism assures the network that the user is not replaying any
old MAC-Is.
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At handover with relocation of the SSRNC, the new S-RNC generatesits own value for the FRESH parameter and sends
it to the ME in the RRC message that indicates anew UTRAN Radio Network Temporary Identity due to a SRNC
relocation (see TS 25.331 [17]).

6.5.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that the integrity algorithm used to compute the message authentication codes
would use an identical set of input parameter values for the up-link and for the down-link messages. The value of the
DIRECTION is 0 for messages from UE to RNC and 1 for messages from RNC to UE.

6.5.4.5 MESSAGE
The signalling message itself with the radio bearer identity. The latter is appended in front of the message. Note that the

radio bearer identity is not transmitted with the message but it is needed to avoid that for different instances of message
authentication codes the same set of input parametersis used.
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6.6.4 Input parameters to the cipher algorithm

6.6.4.1 COUNT-C

The ciphering sequence number COUNT-C is 32 bits long.

Thereis one COUNT-C va ue per up-link radio bearer and one COUNT-C value per down-link radio bearer using RLC
AM or RLC UM. For al transparent mode RLC radio bearers of the same CN domain COUNT-C is the same, and
COUNT-C is also the same for uplink and downlink.

COUNT-C is composed of two parts: a"short" sequence number and a"long" sequence number. The "short" sequence
number forms the least significant bits of COUNT-C while the "long" sequence number forms the most significant bits
of COUNT-C. The update of COUNT-C depends on the transmission mode as described below (see figure 16c).

RLCTM  MAC-d DCH MAC-d HFN (24 bits) CFN (8 bits)
RLC UM RLC HFN (25 bits) RLC SN (7 bits)
RLC AM RLC HFN (20 bits) RLC SN (12 bits)
N~ _
——
COUNT-C

Figure 16c¢: The structure of COUNT-C for all transmission modes

- For RLC TM on DCH, the "short" sequence number is the 8-bit connection frame number CFN of COUNT-C. It
isindependently maintained in the ME MAC-d entity and the SRNC MAC-d entity. The "long" sequence
number isthe 24-bit MAC-d HFN, which isincremented at each CFN cycle.

- For RLC UM mode, the "short" sequence number isthe 7-bit RLC sequence humber (RLC SN) and thisis part
of the RLC UM PDU header. The "long" sequence number is the 25-bit RLC UM HFN which isincremented at
each RLC SN cycle.

- For RLC AM mode, the "short" sequence number is the 12-bit RLC sequence number (RLC SN) and thisis part
of the RLC AM PDU header. The "long" sequence number is the 20-bit RLC AM HFN which isincremented at
each RLC SN cycle.

The hyperframe number HFN isinitialised by means of the parameter START, which is described in section 6.4.8. The
ME and the RNC then initialise the 20 most significant bits of the RLC AM HFN, RLC UM HFN and MAC-d HFN to
START. The remaining bits of the RLC AM HFN, RLC UM HFN and MAC-d HFN areinitiaised to zero.

When anew radio bearer is created during a RRC connection in ciphered mode, the HFN isinitialised by the current
START value (see section 6.4.8).
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6.6.4.2 CK
The cipher key CK is 128 bits long.

There may be one CK for CS connections (CK ¢s), established between the CS service domain and the user and one CK
for PS connections (CKps) established between the PS service domain and the user. The CK to use for aparticular radio
bearer is described in 6.6.5. For UMTS subscribers, CK is established during UMTS AKA, as the output of the cipher
key derivation function f3, available in the USIM and in HLR/AuC. For GSM subscribers that access the UTRAN, CK
is established following GSM AKA and is derived from the GSM cipher key Kc, as described in 8.2.

CK isstored in the USIM and a copy is stored in the ME. CK is sent from the USIM to the ME upon request of the ME.
The USIM shall send CK under the condition that avalid CK is available. The ME shall trigger a new authentication
procedure if the current value of START s or STARTps in the USIM havereachedis greater than THRESHOLD. The
ME shall delete CK from memory after power-off as well as after removal of the USIM.

CK is sent from the HLR/AUC to the VLR/SGSN and stored in the VLR/SGSN as part of the quintet. It is sent from the
VLR/SGSN to the RNC in the (RANAP) security mode command.

At handover, the CK istransmitted within the network infrastructure from the old RNC to the new RNC, to enable the
communication to proceed. The cipher CK remains unchanged at handover.

6.6.4.3 BEARER
The radio bearer identifier BEARER is 5 bitslong.

Thereis one BEARER parameter per radio bearer associated with the same user and multiplexed on asingle 10ms
physical layer frame. The radio bearer identifier isinput to avoid that for different keystream an identical set of input
parameter valuesis used.

6.6.4.4 DIRECTION
The direction identifier DIRECTION is 1 bit long.

The direction identifier isinput to avoid that for the keystreams for the up-link and for the down-link would use the an
identical set of input parameter values. The value of the DIRECTION is 0 for messages from UE to RNC and 1 for
messages from RNC to UE.

6.6.4.5 LENGTH
Thelength indicator LENGTH is 16 bitslong.

The length indicator determines the length of the required keystream block. LENGTH shall affect only the length of the
KEY STREAM BLOCK, not the actua bitsinit.
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