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3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Anti-replay protection: Anti-replay protection is aspecia case of integrity protection. Its main serviceisto protect
against replay of self-contained packets that already have a cryptographical integrity mechanism in place.

Confidentiality: The property that information is not made available or disclosed to unauthorised individual s, entities
Of Processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of datareceived is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfreshif it can be guaranteed to be new, as opposed to an old key being reused through actions
of either an adversary or authorised party.

Security Association: A logical connection created for security purposes. All traffic traversing a security association is
provided the same security protection. The security association specifies protection levels, algorithms to be used,
lifetimes of the connection etc.

M APsec: The complete collection of protocols and procedures needed to protect MAP messages. MAPsec can be
divided into three main parts. These are (1) MAPsec transport security, (2) MAPsec Local Security Association
distribution and (3) MAPsec Inter-domain Security Association and Key Management procedures.
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5.2 Properties and tasks of MAPsec enabled network elements
MAPsec MAP-NEs shall maintain the following databases:
- NE-SPD-MAP: A database in an NE containing MAP security policy information (see clause 5.3);

- NE-SADB-MAP: A database in an NE containing MAP-SA information. MAP-NEs shall monitor the SA hard
lifetime and expired SAs shall be deleted from the database (see clause 5.4).

MAPsec MAP-NEs shdl be able to perform the following operations:

- Secure MAP signdling (i.e. send/receive protected or unprotected messages) according to information in NE-SPD-
MAP and NE-SADB-MAP. The structure of protected messages is defined in clause 5.5 and the protection agorithms
are defined in clause 5.6.
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54 MAPsec security association attribute definition
The MAPsec security association shall contain the following data elements:

- _MAP Encryption Algorithm identifier (M EA):

CR page 4

I dentifies the encryption algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm

identifier. Mapping of algorithm identifiersis defined in clause 5.6.

- _MAP Encryption Key (M EK):

Contains the encryption key. Length is defined according to the algorithm identifier.

- _MAP Integrity Algorithm identifier (MIA):

| dentifies the integrity algorithm. Mode of operation of algorithm isimplicitly defined by the algorithm

identifier. Mapping of agorithm identifiersis defined in section 5.6.

- MAP Integrity Key (MIK):

Containstheintegrity key. Length is defined according to the algorithm identifier.

- _Protection Profile |dentifier (PPI):

I dentifies the protection profile. Length is 16 bits. Mapping of profile identifiersis defined in section 6.

- SA Hard Lifetime:

Defines the actual expiry time of the SA. The expiry-of-the hard lifetime shall be givenin UTC time.
- SA Soft Lifetime:

Defines soft expiry time of the SA for outbound traffic. The soft lifetime shall be givenin UTC time. Soft

lifetime < hard lifetime.

Editor'sNote:  The exact format and length to be defined.

When the soft lifetime is reached, a replacement SA shall be used for the outbound traffic. The current SA shall be used

if an appropriate replacement SA does not exist.

A MAPsec SA isuniquely identified by a destination PLMN-Id and a Security Parameters Index, SPI. Asa
consequence, during SA creation, the SPI is always chosen by the receiving side.

If the SA isto indicate that MAPsec is not to be applied then all the algorithm attributes shall contain aNULL value.
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A.1 Inter-domain Security Association and Key
Management Procedures

Manual Inter-domain Security Association and Key Management procedures is subject to roaming agreements.
Some important parts of an inter-domain Security Association and Key Management agreement is:

- todefine how to carry out the initial exchange of MAPsec SAS,

to define how to renew the MAPsec SAS;
- to define how to withdraw MAPsec SAs (including requirements on how fast to execute the withdrawal);
- todecideif fallback to unprotected modeisto be alowed;

- todecide on key lengths, algorithms, protection profiles, and SA lifetime etc (MAPsec SAs are expected to be
fairly long lived).

When renewing a MAPsec SA used for incoming MAP traffic, the"old" SA should be kept in the NEs until its expiry
time hard lifetime is reached, unless the SA renewa was due to compromise of the keys of the “old” SA, in which case
the "old" compromised SA should immediately be removed from the SAD.

When renewing a MAPsec SA used for outgoing MAP traffic, the "old" SA should continue to be used by the NEs until
its expiry-time soft lifetime is reached, unless the replacement SA does not exist or the SA renewal was dueto
compromise of the keys of the"old" SA in which case the "old" compromised SA should immediately be removed from
the SAD. Note that one way to force the NEs to use a newly defined MAPsec SA isto distribute to NEs anew version
of the SAD in which the old SA no longer exists but only the new SA.

To ease SA renewal, both PLMNs may decide to set up several MAPsec SAsin advance so that NEs can automatically
switch from one SA to another SA-when-theformer-expires. In such a situation, the MAPsec SAs would have different
soft lifetimes and hard lifetimes (expiry times).
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Annex B (normative):
MAPsec message flows

Imagine a network scenario with two MAP-NEs at different PLMNs (NEa and NEb) willing to communicate using
MAPsec. Figure 1 presents the message flow.

PLMN A PLMN B
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According to Figure 1, when MAP-NEa (NEa) from PLMN A wishes to communicate with a MAP-NEb (NEb) of
PLMN B using MAP protocol, the process is the following:

® (o)

Figure 1. MAPsec Message Flow

Asthe Sending Entity, NEa performs the following actions during the outbound processing of every MAP message:

1. NEachecksits Security Policy Database (SPD) to check if MAP security mechanisms shall be applied towards
PLMN B:

a) If the SPD does not mandate the use of MAPsec towards PLMN B, then normal MAP communication
procedures will be used and the process continues in step 4.b.

b) If the SPD mandates the use of MAPsec towards PLMN B, then the process continues at step 2.

¢) If novalid entry in the SPD isfound for PLMN B, then the communication is aborted and an error is returned
to.

2. NEachecks its Security Association Database (SAD) for avalid Security Association (SA) to be used towards
PLMN B. In the case where more than one valid SA is available a the SAD, NEa shall choose the one-expiring
the, which soft lifetime is reached sooner.

a) In case protection of MAP messages towards PLMN B is not possible (e.g. no SA available, invalid SA...),
then the communication is aborted and an error is returned to MAP user.

b) If avalid SA exists but the MAP dia ogue being handled does not require protection (Protection Mode O
appliesto all the components of the dialogue), then either the original MAP message in cleartext issent in
step 4.b, or aMAPsec message with Protection Mode O is created in step 3.

c) If avalid SA exists and the MAP diaogue being handled requires protection, then the process continues at
step 3.
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