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Annex F (informative):
Example uses of AMF

F.1  Support multiple authentication algorithms and
keys

A mechanism to support the use of multiple authentication and key agreement a gorithmsis useful for
disaster recovery purposes. AMF may be used to indicate the algorithm and key used to generate a
particular authentication vector.

The USIM keeps track of the authentication algorithm and key identifier and updates it according to the
value received in an accepted network authentication token.

F.2  Changing sequence number verification list
parameters

This mechanismsis used in conjunction with the windew-and-Hst-mechanism for the verification of
sequence number freshnessin the USIM s described in C.2.2.

The USIM shall adso be ableto put alimit L on the d|fference between SEQus. (the highest SEO accepted
0] far) and a rece|ved sequence number SEQ. Param 4 !

MMWWSEQSEQA mechanism to change

thisthese parameter Ls dynamically is useful since the optimum for these parameters may change over time.
AMF is used to |nd|cateanew valueof L to be used by the USIM themamnemaelm@s—bLeJﬁ—s%eer

F.3  Setting threshold values to restrict the lifetime
of cipher and integrity keys

According to section 6.4.3, the USIM contains a mechanism to limit the amount of datathat is protected by
an access link key set. The AMF field may be used by the operator to set or adjust this limit in the USIM.
For instance, there could be two threshold values and the AMF field instructs the USIM to switch between
them.

The USIM keeps track of the limit to the key set life time and updates it according to the value received in
an accepted network authentication token.
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