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TSG-T WG2 would like to bring to T3's attention that the current MEXE specification (3GPP TS
23.057) specifies in Annex A a PKCS#15 file structure and an object format when storing and
referencing MEXE certificates in the USIM. However it has been noted that MEXE file and object
format as specified in current USIM specificationsis not actually based on PK CS#15.

TSG-T WG2 has considered a CR to TS 31.102 to correct this but could not reach complete
consensus. However, as the close of release 5 is approaching, and as any CR T2 approve on thisissue
must be examined carefully by T3, T2 would like T3 to consider the attached draft CR (T2-010693)
and give T2 any feedback that T3 can. T2 hope to present an agreed CR at the next T3 meeting based
on T3 comments and further discussion within TSG-T WG2.

TSG-T WG2 considers full use of PKCS#15 for storing root certificates on the USIM as advantageous
both for efficiency reasons (MES) that support the WIM can re-use this capability for storage and
retrieval of certificates for WAP and because PKCS#15 is a useful and elegant way to store and
retrieve security related information such as certificates.

Please note that the reference to the Wireless Identity Module (WIM) in the draft CR does not imply
WIM support in the USIM, we are only using the WIM specification as a useful reference for
PKCS#15. Thereis aprecedent for storing data as PK CS#15 objects on the (U)SIM without requiring
support of the WIM and that precedent is the WAP Smartcard Provisioning specification (WAP-186-
PROV SC-20010710-a).

TSG-T WG2 therefore requests T3 to consider the enclosed draft CR to TS 31.102 and give feedback
onitto TSG-T WG2. TSG-T WG2 looks forward to continuing fruitful cooperation with T3.
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[34] 3GPP TS 05.05: "Radio Transmission and Reception™

[35] I SO/IEC 8825(1990): " Specification of Basic Encoding Rules for Abstract Syntax Notation One"
Second Edition.

[36] 3GPP TS 23.097: "Multiple Subscriber Profile (MSP)"

[37] WAP Provisioning Smart Card specification, WAP-186-PROV SC-20010710-a,
www.wapforum.org/what/technical.htm

[38] PKCS#15: “Cryptographic Token Information Standard”, version 1.1, RSA L aboratories June

2000

CR page 2



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 3

4.4.4 Contents of files at the MEXE level

This subclause specifies the EFsin the dedicated file DFyece. It only appliesif the USIM supports MEXE (see TS
23.057 [30]).

The EFsin the Dedicated File DFyge contain execution environment related information.

M EXE root certificates shall be stored in EF CDF located under DF(PK CS#15) as defined by [37]. The operator root
certificate shall be stored in atrusted certificates CDF. Operator and Administrator root certificates are identified by the
values XX and Y'Y respectively in the PK CS#15[38] object ZZY-Y-. Al-oetherCA certificates without these valuesin
PKCS#15 object ZZ in the EF CDF shall be considered handled-as third party root certificates.

4441 EFvexest (MEXE Service table)

This EF indicates which MEXE services are available. If aserviceis not indicated as available in the USIM, the ME
shall not select this service.

Identifier: '4F40’ | Structure: transparent | Optional
File size: X bytes, X [Tl Update activity: low
Access Conditions:
READ PIN
UPDATE ADM
DEACTIVATE ADM
ACTIVATE ADM
Bytes Description M/O Length
1 Servicesn°1lton°8 M 1 byte
2 Services n°9ton° 16 o 1 byte
etc.
X Services (8X-7) to (8X) (0] 1 byte
-Services
Contents: Servicen°l: Operator Root Public Key
Servicen°2: Administrator Root Public Key
Servicen°3: Third Party Root Public Key
Servicen®4 : RFU
Coding:

the coding rules of the USIM Service Table apply to thistable.
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4442 EForrk (Operator Root Public Key)

z|z|z|z|x|2|2|2|E
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Bytes Deseription
1 Parameters-indicator
2 Flags
3 f T

z|z|z|z|x|2|2|2|E

Bytes Description MO |
1 Parameters-indicator M
2 Flags M
3 Type of certificate M

m fe T V)
. m i V)
8109 Length-of-key/certificate-data M
10 Key-identifier-length-03 M
11 to 10+X | Keyidentifier M
11+Xto Certificate identifier length-(Y) M
11+Y
m - m v
1I+X+Y
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READ DPIN

READ PN

LIPDATE ADM
UPDATE— — ————ADM
DEACTIVATE ADM
DEACTIWATE—— ADM
ACTIVATE ADM
......... E ADM

ltoY Key/Certificate Data M -Y-bytes
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