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The result of an earlier discussion was to add a note to 6.8.1.1, saying that in addition to
a USIM application a UICC may contain a SIM application to achieve interworking with
GSM R98- ME (support of GSM 11.11). For interworking reasons this SIM application
shall provide SRES and Kc based on the 3G authentication key K and the 3G
authentication algorithm implemented in the USIM by applying the 3G conversion
functions c2 and c3. Current TS 31.102 does not state that a USIM supports GSM 11.11.
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6.8.1.1 General
For UMTS subscribers, authentication and key agreement will be performed as follows:
- UMTS AKA shall be applied when the user is attached to a UTRAN.

- UMTSAKA shall be applied when the user is attached to a GSM BSS, in case the user has R99+ ME and also
the VLR/SGSN is R99+. In this case, the GSM cipher key Kc is derived from the UMTS cipher/integrity keys
CK and IK, by the VLR/SGSN on the network side and by the USIM on the user side.

- GSM AKA shall be applied when the user is attached to a GSM BSS, in case the user has R98- ME. In this case,
the GSM user response SRES and the GSM cipher key Kc are derived from the UMTS user response RES and
the UMTS cipher/integrity keys CK and IK. A R98- VLR/SGSN uses the stored K¢ and RES and a R99+
VLR/SGSN derives the SRES from RES and Kc from CK, IK.

NOTE: To operate within a R98- ME, the USH-UICC may support the SIM-ME interface as defined in
GSM 11.11 (which means that the UICC contains a SIM application), and support GSM AKA which
provides the corresponding GSM functionality for calculating SRES and K¢ based on the 3G
authentication key K and the 3G authentication algorithm implemented in the USIM. Due to the fact that
the 3G authentication algorithm only computes CK/IK and RES, conversion of CK/IK to K¢ shall be
achieved by using the conversion function c3, and conversion of RES to SRES by c2.

- GSM AKA shall be applied when the user is attached to a GSM BSS, in case the VLR/SGSN is R98-. In this
case, the USIM derives the GSM user response SRES and the GSM cipher key Kc from the UMTS user response
RES and the UMTS cipher/integrity keys CK, IK.

The execution of the UMTS (resp. GSM) AKA results in the establishment of aUMTS (resp. GSM) security context
between the user and the serving network domain to which the VLR/SGSN belongs. The user needs to separately
establish a security context with each serving network domain.

Figure 18 shows the different scenarios that can occur with UMTS subscribers using either R98- or R99+ ME in a
mixed network architecture.
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(See the note above for further explanation on * in figure 18).

Figure 18: Authentication and key agreement of UMTS subscribers

Note that the UMTS parameters RAND, AUTN and RES are sent transparently through the UTRAN or GSM BSS and
that the GSM parameters RAND and SRES are sent transparently through the GSM BSS.

In case of aGSM BSS, ciphering is applied in the GSM BSS for services delivered viathe MSC/VLR, and by the
SGSN for services delivered viathe SGSN. In the latter case the GSM cipher key Kc is not sent to the GSM BSS.

In case of aUTRAN, ciphering and integrity are always applied in the RNC, and the UMTS cipher/integrity keys CK an
IK are always sent to the RNC.

6.8.1.5 USIM

The USIM shall support UMTS AKA and may support backwards compatibility with the GSM system, which consists
of:

Feature 1: GSM cipher key derivation (conversion function c3) to access GSM BSS attached to a R99+
VLR/SGSN using a dual-mode R99+ ME;
Feature 2: GSM AKA to access the GSM BSS attached to a R98- VL R/SGSN-or-when-using-RI8-ME:

When the ME providesthe USIM with RAND and AUTN, UMTS AKA shall be executed. If the verification of AUTN
is successful, the USIM shall respond with the UMTS user response RES and the UMTS cipher/integrity keys CK and
IK. The USIM shall store CK and IK as current security context data. If the USIM supports accessto GSM cipher key
derivation (feature 1), the USIM shall also derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK and
IK using conversion function ¢3 and send the derived K¢ to the R99+ ME. In case the verification of AUTN is not
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successful, the USIM shall respond with an appropriate error indication to the R99+ ME.

When the ME provides the USIM with only RAND, and the USIM supports GSM AKA (Feature 2), GSM AKA shall
be executed. The USIM first computes the UMTS user response RES and the UMTS cipher/integrity keys CK and IK.
The USIM then derives the GSM user response SRES and the GSM cipher key Kc using the conversion functions c2
and c3. The USIM then steresthe GSM-cipherkey-Ke-as the eurrent-security-context-and-sends the GSM user response
SRES and the GSM cipher key Kc to the ME. The ME itself stores the GSM cipher key Kc as the current security
context on the USIM.

In case the USIM does not support GSM cipher key derivation (Feature 1) or GSM AKA (Feature 2), the R99+ ME
shall beinformed. A USIM that does not support GSM cipher key derivation (Feature 1) cannot operate in any GSM
BSS. A USIM that does not support GSM AKA (Feature 2) cannot operate under a R98- VLR/SGSN-or-ir-a-R98-ME.
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