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“New SMG9” has received the documents from SMG10 on “Rejection of non ciphered calls for
GPRS’ (Tdocs S3-000205 and S3-000206) and has discussed this matter in plenary.
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been discussed and approved by “New SMG9” and is attached (Tdoc 9-00-0250). If S1 and S3
agree with this solution, the CR could be presented to SMG #32 in Dusseldorf in June together
with the required changesto TS GSM 02.07 and other documents to be identified by S1 and S3.
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10.3.7 EF< (SIM service table)

This EF indicates which services are allocated, and whether, if allocated, the service is activated. |If aserviceis not
alocated or not activated in the SIM, the ME shall not select this service.

Identifier: '6F38' | Structure: transparent |  Mandatory
File size: X bytes, X 2 2 | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Servicesn°1ton°4 M 1 byte
2 Servicesn°5ton°8 M 1 byte
3 Services n°9ton°12 (0] 1 byte
4 Services n°13to n° 16 (0] 1 byte
5 Services n° 17 to n° 20 (0] 1 byte
6 Services n° 21 to n° 24 (0] 1 byte
7 Services n° 25 to n° 28 (0] 1 byte
8 Services n° 29 to n° 32 (0] 1 byte
etc.
X Services (4X-3) to (4X) (0] 1 byte
-Services
Contents: Service n°1: CHV1 disable function
Service n°2 : Abbreviated Dialling Numbers (ADN)
Service n°3: Fixed Dialling Numbers (FDN)
Service n°4 : Short Message Storage (SMS)
Service n°5 : Advice of Charge (AoC)
Service n°6 : Capability Configuration Parameters (CCP)
Service n°7 : PLMN selector
Service n°8 : RFU
Service n°9 : MSISDN
Service n°10: Extensionl
Service n°11: Extension2
Service n°12: SMS Parameters
Service n°13: Last Number Dialled (LND)
Service n°14: Cell Broadcast Message Identifier
Service n°15: Group Identifier Level 1
Service n°16: Group Identifier Level 2
Service n°17: Service Provider Name
Service n°18: Service Dialling Numbers (SDN)
Service n°19: Extension3
Service n°20: RFU
Service n°21: VGCS Group Identifier List (EFy,gcg and EFygcss)
Service n°22: VBS Group Identifier List (EF\/gg and EFy/ggg)
Service n°23: enhanced Multi-Level Precedence and Pre-emption Service
Service n°24: Automatic Answer for eMLPP
Service n°25: Data download via SMS-CB
Service n°26: Data download via SMS-PP
Service n°27: Menu selection
Service n°28: Call control
Service n°29: Proactive SIM
Service n°30: Cell Broadcast Message Identifier Ranges
Service n°31: Barred Dialling Numbers (BDN)
Service n°32: Extension4
Service n°33: De-personalization Control Keys
Service n°34: Co-operative Network List
Service n°35: Short Message Status Reports
Service n°36: Network's indication of alerting in the MS
Service n°37: Mobile Originated Short Message control by SIM
Service n°38: GPRS
Service n°39: Image (IMG)
Service n°40: SoLSA (Support of Local Service Area)
Service n°41: USSD string data object supported in Call Control
Service n°42: RUN AT COMMAND command
Service n 43: PLMN Selector List with Access Technology

Service n 44: OPLMN Selector List with Access Technology
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Service n 45 HPLMN Access Technology

Service n 46: CPBCCH Information

Service n 47: Investigation Scan

Service n°48: Extended Capability Configuration Parameters
Service n°49: GPRS Cipher Mode Flag

For a phase 2 SIM, the EF shall contain at least two bytes which correspond to the Phase 1 services. Further bytes may
be included, but if the EF includes an optional byte, then it is mandatory for the EF to also contain all bytes before that
byte. Other services are possible in the future and will be coded on further bytes in the EF. The coding falls under the
responsibility of ETSI.

NOTE 1: Service N°8 was used in Phase 1 for Called Party Subaddress. To prevent any risk of incompatibility
Service N°8 should not be reall ocated.

NOTE 2: Asthe BDN servicerelies on the Call Control feature, service n°31 (BDN) should only be allocated and
activated if service n°28 (Call control) is allocated and activated.

Coding:
2 bits are used to code each service:
first bit = 1: service allocated
first bit = 0: service not allocated
where the first bit isbl, b3, b5 or b7;
second bit = 1: service activated
second bit = 0: service not activated
where the second bit is b2, b4, b6 or b8.

Service allocated means that the SIM has the capability to support the service. Service activated means that
the service is available for the card holder (only valid if the service is alocated).

The following codings are possible:

- first bit = 0: service not allocated, second bit has no meaning;

- first bit = 1 and second bit = O: service allocated but not activated;
- first bit = 1 and second bit = 1: service allocated and activated.

The bits for services not yet defined shall be set to RFU. For coding of RFU see subclause 9.3.

First byte:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1
Service n°1
Service n°2
Service n°3
Service n°4
Second byte:
|b8 |b7 |b6 |b5 |b4 |b3 |b2 |b1
Service n°5
Service n°6
Service n°7
n°8

Service

€etc.

The following example of coding for the first byte means that service n°1 "CHV 1-Disabling" is allocated but
not activated:

b8 | b7 | b6 [ b5 | b4 | b3 [ b2 | bl
(o [ [ [ [ [ [ ]

X X X X X X 0 1
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10.3.39 EF

This EF contains two flags used to control the investigation scan for higher prioritized PLMNs not offering voice
services.

nvsean (INVEStigation PLMN Scan)

|dentifier: '6F64' | Structure: transparent | Optional
File size: 1 byte | Update activity: low
Access Conditions:
READ CHV1
UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 Investigation scan flags M 1 bytes

- Investigation scan flags

Coding:

|b8|b7|b6|b5|b4|b3|b2|b1|

Inlimted service node
After successful PLMN sel ection
Bits b3 to b8 are coded RFU

A '1'in abit position indicates that the investigation scan shall be performed for the condition
corresponding to that bit position and a'0' that it shall not be performed.

If this elementary fileis not present, no investigation scan shall be performed.

The RFU bits shall be coded with '0'".

10.3.40 EFprscipherriaa {(GPRS Cipher Mode Flag)

GhERocipherriag:

This EF contains a flags controlling the M E behaviour on acceptance or rejection of non-ciphered GPRS transmissions.
The content of the EF may be altered by the user.

Identifier: '6Fxx’ | Structure: transparent | Optional
| File size: 1 byte Update activity: low
Access Conditions:
READ CHV1
UPDATE CHV1
INVALIDATE ADM
REHABILITATE ADM
Bytes Description M/O Length
1 GPRS Cipher Mode Flag M 1 bytes
Coding:
[T e T [ o o2 o]
[ Gi pher Mode Rej ection Flag
Bits b2 to b8 are coded RFU
Byte: bl ="'1", automatic rejection mode on

bl =0, automatic rejection mode off
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| Add new EF: EFgprssipherriag With Identifier 6Fxx
NF
' 3F00’
| | | |
DFcsm DFreLECOM DF s 41 DFep. crs EF cap EFeLp
" 7F20' ' 7F10' "TF22' " TF23' ' 2FE2' ' 2F05'
see GSM 11.19
| | | | |
EFaon EFFon EFsvs EFcop EFns son
' 6F3A ' 6F3B' ' 6F3C '6F3D ' 6F40'
| | | | |
EFsvsp EFsvss EFLn EFsvsr EFson
' 6F42' ' 6F43' ' 6F44' ' 6F4T' ' 6F49'
| | | | |
EFex1 EFext2 EFexrs EFgpn EFexta
' 6F4A ' 6F4B' ' 6F4C ' 6F4D ' 6F4F
DFcrapH cs EF vz
' 5F50' " 4F20'
[ | |
DF R b um DFaLosst DF co DFaces
' 5F30' ' 5F31' ' 5F32' ' BF33'
[ | |
DFe o 11 A-553 DFcrs DFsoLsa
' 5F40' ' 5F60' ' 5F70'
see GSM 11.19 |
| |
EFsa EFsLL
' 4F30' "4F31'
| | | | | |
EFLp EFi vsi EFkc EFpLmsel EFtpLw EFacviex
' 6F05' ' 6F07' ' 6F20' ' 6F30' ' 6F31' ' 6F37'
| | | | | |
EFsst EFacm EFa o EFa > EFpuct EFcam
' 6F38' ' 6F39' ' 6F3E ' 6F3F ' 6F41' ' 6F45'
| | | | | |
EFspn EFcev b EFsccH EFacc EFrpLN EFLon
' 6F46' ' 6F48' ' 6F74' ' 6F78' ' 6F7B' ' 6F7E
| | | | | |
EFap EFprase EFvecs EFvecss EFves EFvess
' 6FAD ' 6FAE' ' 6FB1' ' 6FB2' ' 6FB3' ' 6FB4’
| | | | | |
EFemrp EFasem EFecc EFcam r EFn A EFkccrrs
' 6FB5' ' 6FB6' ' 6FB7' ' 6F50' ' 6F51' ' 6F52'
| | | | | |
EFLoa errs EFsuve EFpLMwmacT EF opLvwacT EFrpLMacT EFcpeecH
' 6F53' ' 6F54' ' 6F60' ' 6F61' ' 6F62' ' 6F63'
1
EFi nvscan
' 6F64'

Figure 8: File identifiers and directory structures of GSM
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GSM security related procedures:

- GSM agorithms computation NET
- IMSI request NET
- Access control information request NET
- HPLMN search period request NET
- Investigation PLMN scan request NET
- Location Information NET
- Cipher key NET
- BCCH information NET
- CPBCCH information NET
- Forbidden PLMN information NET
- LSA information NET

Subscription related procedures:

- Dialing Numbers (ADN, FDN, MSISDN, LND, SDN, BDN) MMI/ME
- Short messages (SMS) MMI

- Advice of Charge (AoC) MMI

- Capability Configuration Parameters (CCP) MMI

- PLMN Selector MMI

- HPLMN Access Technology MMI

- PLMN Selector with Access Technology MMI

- OPLMN Selector with Access Technology MMI

- Cell Broadcast Message |dentifier (CBMI) MMI

- Group ldentifier Level 1 (GID1) MMI/ME
- Group ldentifier Level 2 (GID2) MMI/ME
- Service Provider Name (SPN) ME

- Voice Group Call Service (VGCS) MMI/ME
- Voice Broadcast Service (VBS) MMI/ME
- Enhanced Multi Level Pre-emption and Priority (eMLPP) MMI/ME
- Depersonalisation Control Keys ME

- Short message status reports (SMSR) MMI

- Network's indication of alerting ME

- GPRS Cipher Mode Flag MMI/ME

SIM Application Toolkit related procedures:

- Data Download via SMS-CB (CBMID) NET

- Data Download via SM S-PP NET

- Menu selection MMI

- Call Control MMI/ME/NET
- Proactive SIM MMI/ME/NET
- Mobile Originated Short Message control by SIM MMI/ME/NET
- Image Request MMI/ME

The procedures listed in subclause 11.2 are basically required for execution of the procedures in subclauses 11.3, 11.4
and 11.5. The procedureslisted in subclauses 11.3 and 11.4 are mandatory (see GSM 02.17 [6]). The procedures listed
in 11.5 are only executable if the associated services, which are optional, are provided in the SIM. However, if the
procedures are implemented, it shall be in accordance with subclause 11.5.

If aprocedure isrelated to a specific service indicated in the SIM Service Table, it shall only be executed if the
corresponding bits denote this service as "allocated and activated” (see subclause 10.3.7). In all other cases this
procedure shall not start.
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11.2.1 SIM initialization

After SIM activation (see subclause 4.3.2), the ME selects the Dedicated File DF g, and optionally attempts to select
EFgcc: If EFgcc isavailable, the ME requests the emergency call codes.

The ME requests the Extended Language Preference. The ME only requests the Language Preference (EF, p) if at least
one of the following conditions holds:

- EFgpisnot available;
- EFg_p does not contain an entry corresponding to a language specified in 1SO 639[30];
- the ME does not support any of the languages in EFg, p.

If both EFs are not available or none of the languagesin the EFs is supported then the ME selects a default language. It
then runs the CHV 1 verification procedure.

If the CHV 1 verification procedure is performed successfully, the ME then runs the SIM Phase request procedure.

For a SIM requiring PROFILE DOWNLOAD, then the ME shall perform the PROFILE DOWNLOAD procedurein
accordance with GSM 11.14 [27]. When BDN is enabled on a SIM, the PROFILE DOWNLOAD procedure is used to
indicate to the SIM whether the ME supports the "Call Control by SIM" facility. If so, then the SIM is able to allow the
REHABILITATE command to rehabilitate EF, g and EF| o

If the ME detects a SIM of Phase 1, it shall omit the following procedures relating to FDN and continue with the
Administrative Information request. The ME may omit procedures not defined in Phase 1 such asHPLMN Search
Period request.

For a SIM of Phase 2 or greater, GSM operation shall only start if one of the two following conditionsis fulfilled:
- if EFg and EF| o ae not invalidated, the GSM operation shall start immediately;
- if ERy g and EF| ¢ areinvalidated, the ME rehabilitates these two EFs.

MEs without FDN capability but with Call control by SIM facility shall not rehabilitate EF, g and/or EF| o if
FDN is enabled in the SIM and therefore have no access to these EFs. GSM operation will therefore be
prohibited;

MEs without FDN capability and without Call control by SIM facility shall not rehabilitate EF,, g and/or
EF| ocy and therefore have no access to these EFs. GSM operation will therefore be prohibited.

It is these mechanisms which are used for control of services n°3 and n°31 by the use of SIMs for these services
which aways invalidate these two EFs at least before the next command following selection of either EF.

NOTE: When FDN and BDN are both enabled, and if the ME supports FDN but does not support the Call
control by SIM facility, the rehabilitation of EF,,g and EF| o will not be successful because of a
restriction mechanism of the REHABILITATE command linked to the BDN feature.

When EF, g and EF| o are successfully rehabilitated, if the FDN capability procedure indicates that:

i) FDN isalocated and activated in the SIM; and FDN is set "enabled”, i.e. ADN "invalidated" or not
activated; and the ME supports FDN;

orii) FDN isallocated and activated in the SIM; and FDN is set "disabled", i.e. ADN "not invalidated";
or iii) FDN isnot allocated or not activated;
then GSM operation shall start.
In all other cases GSM operation shall not start.
Afterwards, the ME runs the following procedures:

- Administrative Information request;
- SIM Service Table request;

- IMS request;

- Access Control request;

- HPLMN Search Period request;

- Investigation PLMN scan request;
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- PLMN selector request;

- HPLMN Access Technology request;

- PLMN Selector with Access Technology request;
- OPLMN Selector with Access Technology request;
- Location Information request;

- Cipher Key request;

- GPRS Cipher Mode Flag Request

- BCCH information request;

- CPBCCH information request;

- Forbidden PLMN request;

- LSA information request;

- CBMID request;

- Depersonalisation Control Keys request;

- Network'sindication of aerting request.

If the SIM service table indicates that the proactive SIM serviceis active, then from this point onwards, the ME, if it
supports the proactive SIM service, shall send STATUS commands at least every 30s during idle mode as well as
during calls, in order to enable the proactive SIM to respond with a command. The SIM may send proactive commands
(see GSM 11.14 [27]), including a command to change the interval between STATUS commands from the ME, when in
idle mode. In-call requirements for STATUS for SIM Presence Detection are unchanged by this command.

After the SIM initialization has been completed successfully, the MSisready for a GSM session.
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11.5.15 Network's indication of alerting

Requirement: Service n°36 "alocated and activated”.
Request: The ME performs the reading procedure with EFya.

11.5.16 GPRS Cipher Mode Flag

Reguirement: Service n°49 "allocated and activated”.
Request: The ME performs the reading procedure with EF sprgsipherfiag:
Update: The ME performs the updating procedure with EFgprgipherfiag:

11.6  SIM Application Toolkit related procedures

SIM Application Toolkit is an optional feature. The higher level procedures, and contents and coding of the commands,
aregivenin GSM 11.14 [27]. Procedures relating to the transmission of commands and responses across the SIM/ME
interface are given in this section. A SIM or ME supporting SIM Application Toolkit shall conform to the requirements
givenin this section.

11.6.1 Initialization procedure

A SIM supporting SIM Application Toolkit shall indicate this through relevant datain EFp, .o, and EFgqr, as defined in
the relevant sections above.

An ME supporting SIM Application Toolkit shall perform initialization as defined in the SIM Initialization section
above.

11.6.2 Proactive polling

An ME supporting proactive SIM (part of SIM Application Toolkit) shall support the polling procedure as defined
above.

11.6.3 Support of commands

A SIM or ME supporting SIM Application Toolkit shall support the commands TERMINAL PROFILE,
ENVELOPE,FETCH and TERMINAL RESPONSE.

These commands shall never be used if either the SIM or ME does not support SIM Application Toolkit. Therefore
standard SIMs and MEs do not need to support these commands.

11.6.4 Support of response codes

A SIM or ME supporting SIM Application Toolkit shall support the response status words (SW1 SW2) '91 X X', and
'93 00' and '9E XX'. The SIM shall send '9E X X' only to an ME indicating in TERMINAL PROFILE that it supports
the handling of these status words.

These responses shall never be used if either the SIM or ME does not support SIM Application Toolkit. Therefore
standard SIMs and MEs do not need to support them.

11.6.5 Command-response pairs

Using the terminology where the ME issues a command and the SIM a response, ending in status words SW1 SW2, a
command-response pair is considered as a single transaction. Each transaction isinitiated by the ME and terminated by
the SIM. One transaction must be completed before the next one can be initiated. This protocol appliesto SIM
Application Toolkit in the same way as it does to normal operation.
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Annex D (informative):
Suggested contents of the EFs at pre-personalization

If EFs have an unassigned value, it may not be clear from the main text what this value should be. This annex suggests

valuesin these cases.

File Identification Description Value

'2FE2' ICC identification operator dependant (see 10.1.1)

'2F05' Extended Language preference 'FF...FF'

'6F05' Language preference 'FF'

'6F07 IMSI operator dependant (see 10.3.2)

'6F20' Ciphering key Kc 'FF...FFO7'

'6F30' PLMN selector 'FF...FF'

'6F31' HPLMN search period 'FF'

'6F37" ACM maximum value ‘000000’ (see note 1)

'6F38' SIM service table operator dependant (see 10.3.7)

'6F39' Accumulated call meter ‘000000

'6F3E' Group identifier level 1 operator dependant

'6F3F' Group identifier level 2 operator dependant

'6F41' PUCT 'FFFFFF0000'

'6F45' CBMI 'FF...FF'

'6F46' Service provider name 'FF...FF'

'6F48' CBMID 'FF...FF'

'6F49' Service Dialling Numbers 'FF...FF'

'6F74' BCCH information 'FF...FF'

'‘6F78' Access control class operator dependant (see 10.1.12)

'6F7B' Forbidden PLMNs 'FF...FF'

'6F7E Location information 'FFFFFFFF xxFxxx 0000 FF 01'
(see note 2)

'6FAD' Administrative data operator dependant (see 10.3.15)

'6FAE' Phase identification see 10.3.16

'6F3A' Abbreviated dialling numbers 'FF...FF'

'6F3B' Fixed dialling numbers 'FF...FF'

'6F3C' Short messages '00FF...FF'

'6F3D' Capability configuration parameters 'FF...FF'

'6F40' MSISDN storage 'FF...FF'

'6F42' SMS parameters 'FF...FF'

'6F43' SMS status 'FF...FF'

'6F44' Last number dialled 'FF...FF'

'6F4T Short message status reports '00FF...FF'

'6F4A' Extension 1 'FF...FF'

'6F4B' Extension 2 'FF...FF'

'6F4C' Extension 3 'FF...FF'

'6F4D' Barred dialling numbers 'FF...FF'

'6F4E' Extension 4 'FF...FF'

'6F4F' Extended capability configuration parameters| 'FF...FF'

'6F51' Network's indication of alerting 'FF...FF'

'6F52' GPRS Ciphering key KcGPRS 'FF...FFO7"'

'6F53' GPRS Location Information 'FFFFFFFF FFFFFF xxFxxx 0000 FF 01'

'6F54' SetUpMenu Elements operator dependant (see 10.3.34)

'6F58' Comparison method information 'FF...FF'

'6F60' PLMN Selector with Access Technology ‘00...00°

'6F61" OPLMN Selector with Access Technology ‘00...00°

'6F62' HPLMN Access Technology ‘FF...FF’

'6F63' CPBCCH information ‘00’

'6F64' Investigation PLMN Scan ‘00’

'6FXX' GPRS Cipher Mode Flag ‘01’

'4F20' Image data '00FF...FF'

'4F30' SoLSA Access Indicator) '00FF...FF'

'4F31' SOLSA LSA List 'FF...FF'
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Annex | (informative):
EF changes via Data Download or SIM Toolkit applications

This annex defines if changing the content of an EF by the network (e.g. by sending an SMS), or by SIM Toolkit
Application (e.g. by using the SIM API), is advisable. Updating of certain EFs, "over the air" such as EFacc could
result in unpredictable behaviour of the M S; these are marked "Caution™ in the table below. Certain EFs are marked
"No"; under no circumstances should "over the air" changes of these EFs be considered.

File identification Description Change advised
'2F05' Extended Language preference Yes
'2FE2' ICC identification No
'4F20' Image data Yes
'4Fxx' Image Instance data Files Yes
'6F05' Language preference Yes
'6F07' IMSI Caution (Note 1)
'6F20' Ciphering key Kc No
'6F2C' De-personalization Control Keys Caution
'6F30' PLMN selector Caution
'6F31' HPLMN search period Caution
'6F32' Co-operative network Caution
'6F37' ACM maximum value Yes
'6F38' SIM service table Caution
'6F39' Accumulated call meter Yes
'6F3A' Abbreviated dialling numbers Yes
'6F3B' Fixed dialling numbers Yes
'6F3C' Short messages Yes
'6F3D' Capability configuration parameters Yes
'6F3E' Group identifier level 1 Yes
'6F3F' Group identifier level 2 Yes
'6F40' MSISDN storage Yes
'6F41' PUCT Yes
'6F42' SMS parameters Yes
'6F43' SMS status Yes
'6F44' Last number dialled Yes
'6F45' CBMI Caution
'6F46' Service provider name Yes
'6F47' Short message status reports Yes
'6F48' CBMID Yes
'6F49' Service Dialling Numbers Yes
'6F4A' Extension 1 Yes
'6F4B' Extension 2 Yes
'6F4C' Extension 3 Yes
'6F4D' Barred dialling numbers Yes
'6F4E' Extension 4 Yes
'6F50' CBMIR Yes
'6F51' Network's indication of alerting Caution
'6F52' GPRS Ciphering key KcGPRS No
'6F53' GPRS Location Information Caution
'6F58' Comparison method information
'6F60' PLMN Selector with Access Technology Caution
'6F61' OPLMN Selector with Access Technology Caution
'6F62' HPLMN Access Technology Caution
'6F63' CPBCCH information Caution
'6F64"' Investigation PLMN scan Caution
'6Fxx' GPRS Cipher Mode Flag Caution
'6F74' BCCH information No
'6F78' Access control class Caution
'6F7B' Forbidden PLMNs Caution
'6F7E' Location information No (Note 1)
'6FAD' Administrative data Caution
'6FAE' Phase identification Caution

Continued.....
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