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7.6.1.4

User error

This parameter can take values as follows:

NOTE: Thevaluesare grouped in order to improve readability; the grouping has no other significance.

a) Generic error:

b)

d)

system failure, i.e. atask cannot be performed because of a problem in another entity. The type of entity or
network resource may be indicated by use of the network resource parameter;

datamissing, i.e. an optional parameter required by the context is missing;

unexpected data value, i.e. the datatype is formally correct but its value or presence is unexpected in the
current context;

resource limitation;
initiating release, i.e. the receiving entity has started the release procedure;
facility not supported, i.e. the requested facility is not supported by the PLMN;

incompatible terminal, i.e. the requested facility is not supported by the terminal.

I dentification or numbering problem:

unknown subscriber, i.e. no such subscription exists;
number changed, i.e. the subscription does not exist for that number any more;
unknown M SC;

unidentified subscriber, i.e. if the subscriber is not contained in the database and it has not or cannot be
established whether or not a subscription exists;

unallocated roaming number;
unknown eguipment;

unknown location area.

Subscription problem:

roaming not allowed, i.e. alocation updating attempt is made in an area not covered by the subscription;
illegal subscriber, i.e. illegality of the access has been established by use of authentication procedure;
bearer service not provisioned;

teleservice not provisioned;

illegal equipment, i.e. the IMEI check procedure has shown that the IMEI is blacklisted or not whitelisted.

Handover problem:

no handover number available, i.e. the VLR cannot allocate a number for handover or cannot allocate the
reguired amount of numbers for relocation;

subsequent handover failure, i.e. handover to athird MSC failed for some reason.

Operation and maintenance problem:

tracing buffer full, i.e. tracing cannot be performed because the tracing capacity is exceeded.
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Call set-up problem:

no roaming number available, i.e. aroaming number cannot be allocated because all available numbersare in
use;

absent subscriber, i.e. the subscriber has activated the detach service or the system detects the absence
condition. This error may be qualified to indicate whether the subscriber was IM S| detached, in arestricted
area or did not respond to paging;

busy subscriber. This error may be qualified to indicate that the subscriber was busy due to CCBS and that
CCBSispossible;

no subscriber reply;
forwarding violation, i.e. the call has already been forwarded the maximum number of timesthat is allowed;

CUG regect, i.e. the call does not pass a CUG check; additional information may also be given in order to
indicate rejection due to e.g. incoming call barred or non-CUG membership.

call barred. Optionally, additional information may be included for indicating either that the call meetsa
barring condition set by the subscriber or that the call is barred for operator reasons. In case of barring of
Mobile Terminating Short Message, the additional information may indicate a barring condition due to
«unauthorised Message Originator».

optimal routeing not allowed, i.e. the entity which sends the error does not support optimal routeing, or the
HLR will not accept an optimal routeing interrogation from the GM SC, or the call cannot be optimally routed
because it would contravene optimal routeing constraints.

forwarding failed, i.e. the GM SC interrogated the HLR for forwarding information but the HLR returned an
error.

Supplementary services problem:

call barred;

illegal SS operation;

SS error status,

SSnot available;

SS subscription violation;
SSincompatibility;

negative password check;
password registration failure;
Number of Password Attempts;
USSD Busy;

Unknown Alphabet.

short term denial;

long term denial.

67 For definition of these errors see GSM 04.80.
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h) Short message problem:

SM delivery failure with detailed reason as follows:

memory capacity exceeded;

MS protocol error;

MS not equipped;

unknown service centre (SC);

SC congestion;

invalid SME address;

subscriber is not an SC subscriber;

and possibly detailed diagnostic information, coded as specified in TS GSM 03.40, under SMS-SUBMIT-
REPORT and SMS-DELIVERY-REPORT. If the SM entity which returns the SM Delivery Failure error
includes detailed diagnostic information, it shall be forwarded in the
MAP_MO_FORWARD_SHORT_MESSAGE and inthe MAP_MT_FORWARD_SHORT_MESSAGE
response.

message waiting list full, i.e. no further SC address can be added to the message waiting list;

Subscriber busy for MT SMS, i.e. the mobile terminated short message transfer cannot be completed because:

another mobile terminated short message transfer is going on and the delivery node does not support
message buffering; or

another mobile terminated short message transfer is going on and it is not possible to buffer the message
for later delivery; or

the message was buffered but it is not possible to deliver the message before the expiry of the buffering
time defined in GSM 03.40;

Absent Subscriber SM, i.e. the mobile terminated short message transfer cannot be completed because the
network cannot contact the subscriber. Diagnostic information regarding the reason for the subscriber's
absence may be included with this error.
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Location services problem:

Unauthorized Requesting Network
Unauthorized LCS Client with detailed reason as follows
Unauthorzied Privacy Class
Unauthoized Call Unrelated Externa Client
Unauthorized Call Related Externa Client
Privacy override not applicable
Position method failure with detailed reason as follows:
- Congestion
- Insufficient resources
- Insufficient Measurement Data
- Inconsistent Measurement Data
- Location procedure not completed
- Location procedure not supported by target MS
- QoS not attainable

Unknown or unreachable LCS Client

MAP message protection problem:

Security Association Not Supported, i.e. the encryption algorithm or the mode of operation is not supported,
or the MAP dialogue is not supported in protected mode.

Key Distribution Failure, i.e. the security association has not successfully been distributed to all relevant
MAP entities.

DecryptionFailure, i.e. when decrypting the encrypted part of the message a failure occured, e.g. integrity
failed.
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13B  Key Distribution Services

13B.1 MAP-UPDATE-SECURITY-ASSOCIATION Service

13B.1.1 Definition

This service is used between KAC-A and KAC-B to initiate updating of a security association in PLMN B. The MAP-
UPDATE-SECURITY-ASSOCIATION Serviceis aconfirmed service using the primitives from table 13B.1/1.

13B.1.2 Service Primitives

Table 13B.1/1: MAP-UPDATE-SECURITY-ASSOCIATION

Parameter name Request Indication Response Confirm
Invoke Id M M(=) M(=) M(=)
PLMN-Id M M(=)

Layer | encrypted security M M(=)

association

User error C C(=)
Provider error O]

13B.1.3 Parameter Use
Invoke Id

See definition in subclause 7.6.1.
PLMN-1d

MCC and MNC of PLMN-A

Layer | encrypted security association

This parameter represents in encrypted mode the security association to be used for MAP message protection when

MAP messages are to be sent from PLMN A to PLMN B.
A Security Association encompasses the following parameters:

Encryption Algorithm Identifier

identifies the encryption Algorithm used for MAP message protection. May be absent if it is not changed.

Key Version Number

Version number of the encryption key to be used for MAP message protection. Shall be present if and only if the

parameter 'key' is present.
Key
Encryption Key to be used for MAP message protection. May be absent if it is not changed.

Protection Modes and Modes of Operation

Indicates whether a MAP dial ogue needs protection, and if so, indicates for every component of the dialogue the

protection mode and mode of operation of the encryption algorithm to be used

Remove All Indicator

indicates that PLMN A is going to cease protecting of MAP messages.
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User error

The following errors defined in subclause 7.6.1 may be used, depending on the nature of the fault:
- SecurityAssociationNotSupported;
- KeyDigtributionFailure;
- DecryptionFailure;

- Systemfailure;

Provider error

For definition of provider errors see subclause 7.6.1.

13B.2 MAP-NOTE-NEW-SECURITY-ASSOCIATION Service

13B.2.1 Definition
This service is used between the KAC and any MAP entity to distribute a new security association within aPLMN. The

MAP-NOTE-NEW-SECURITY-ASSOCIATION Service is a confirmed service using the primitives from
table 13B.2/1.

13B.2.2 Service Primitives

Table 13B.2/1: MAP-UPDATE-SECURITY-ASSOCIATION

Confirm
M(=)

Indication
M(=)
M(=)
M(=)
M(=)

Parameter name
Invoke Id

Direction

PLMN-Id

Layer Il encrypted security
association

User error C C(=)
Provider error (@)

Request Response

M(=)

£

13B.2.3 Parameter Use
InvokeId

See definition in subclause 7.6.1.
Direction

This parameter indicates whether the new security association is to be used for sending or for receiving of MAP
messages.

PLMN-Id
MCC and MNC of the peer PLMN.

Layer |1 encrypted security association

This parameter represents in encrypted mode the security association to be used for MAP message protection when
MAP messages are to be sent or to be received from the peer PLMN.
A Security Association encompasses the following parameters:

Encryption Algorithm Identifier

identifies the encryption Algorithm used for MAP message protection. May be absent if it is not changed.
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Key Version Number

Version number of the encryption key to be used for MAP message protection. Shall be present if and only if the
parameter 'key' is present.

Key
Encryption Key to be used for MAP message protection. May be absent if it is not changed.

Protection Modes and Modes of Operation

Indicates whether a MAP dial ogue needs protection, and if so, indicates for every component of the dialogue the
protection mode and mode of operation of the encryption algorithm to be used

Remove All Indicator

indicates that protection of MAP messages for the indicated direction is going to be ceased.

User error

The following errors defined in subclause 7.6.1 may be used, depending on the nature of the fault:
- SecurityAssociationNotSupported;
- DecryptionFailure;

- Systemfailure;

Provider error

For definition of provider errors see subclause 7.6.1.

13B.3 MAP-SECURITY-UPDATE-COMPLETE Service

13B.3.1 Definition

This service is used between the KAC-A and KAC-B as well as between KAC and any MAP entity to indicate that key
distribution is complete. The MAP-SECURITY-UPDATE-COMPLETE Service is a non-confirmed service using the

primitives from table 13B.3/1.
13B.3.2 Service Primitives

Table 13B.3/1: MAP-SECURITY-UPDATE-COMPLETE
Parameter name Request Indication
Invoke Id M M(=)
Success Indicator C C(3)




203 13B.3.3 Parameter Use
204 |Invokeld

205 Seedefinition in subclause 7.6.1.

206 Success Indicator

207 This parameter indicates by its presence that the new security association has been succesfully distributed and that the
208 old security association shall no longer be used.

209 This parameter indicates by its absence that the new security association has not been successfully distributed and that
210 theold security association (if any) remains valid.

211
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213 16.2.2 Use of other parameters of component handling primitives

214 16.2.2.1 Dialogue Id

215 Thevalue of this parameter is associated with the MAP PM invocation in an implementation dependent manner.

216 16.2.2.2 Class

217 Thevalue of this parameter is set by the MAP PM according to the type of the operation to be invoked.

218 16.2.2.3 Linked Id

219 When a service response is mapped to a class 4 operation, the value of this parameter is set by the MAP PM and

220 corresponds to the value assigned by the user to the initial service request (i.e. the value of the invoke ID parameter of
221 therequest primitive). Otherwise if such a parameter isincluded in MAP request/indication primitivesit is directly
222 mapped to the linked ID parameter of the associated TC-INVOKE request/indication primitives.

223 16.2.2.4 Operation

224 \When mapping a request primitive on to a Remote Operations PDU (invoke), the MAP PM shall set the operation code
225 according to the mapping described in table 16.2/1.

226 When mapping a response primitive on to a Remote Operations service, the MAP PM shall set the operation code of the
227 TC-RESULT-L/NL primitive (if required) to the same value as the one received at invocation time.



Table 16.2/1: Mapping of MAP specific services on to MAP operations

MAP-SERVICE operation
MAP-ACTIVATE-SS activateSS
MAP-ACTIVATE-TRACE-MODE activateTraceMode
MAP-ALERT-SERVICE-CENTRE alertServiceCentre

MAP-ANY-TIME-INTERROGATION

anyTimelnterrogaton

MAP_AUTHENTICATION_FAILURE_REPORT

authenticationFailureReport

MAP-ANY-TIME-MODIFICATION

anyTimeModification

MAP-ANY-TIME-SUBSCRIPTION-INTERROGATION

anyTimeSubscriptioninterrogaton

MAP-CANCEL-LOCATION

cancellocation

MAP-CHECK-IMEI checkIMEI
MAP-DEACTIVATE-SS deactivateSS
MAP-DEACTIVATE-TRACE-MODE deactivateTraceMode

MAP-DELETE-SUBSCRIBER-DATA

deleteSubscriberData

MAP-ERASE-CC-ENTRY

eraseCC-Entry

MAP-ERASE-SS

eraseSS

MAP-FAILURE-REPORT

failureReport

MAP-FORWARD-ACCESS-SIGNALLING

forwardAccessSignalling

MAP-FORWARD-CHECK-SS-INDICATION

forwardCheckSsIndication

MAP-FORWARD-GROUP-CALL-SIGNALLING

forwardGroupCallSignalling

MAP-MT-FORWARD-SHORT-MESSAGE

mt-forwardSM

MAP-MO-FORWARD-SHORT-MESSAGE

mo-forwardSM

MAP-GET-PASSWORD getPassword
MAP-INFORM-SERVICE-CENTRE informServiceCentre
MAP-INSERT-SUBSCRIBER-DATA insertSubscriberData
MAP-INTERROGATE-SS interrogateSs
MAP-IST-ALERT istAlert
MAP-IST-COMMAND istCommand
MAP-NOTE-MS-PRESENT-FOR-GPRS noteMsPresentForGprs
MAP-NOTE-SUBSCRIBER-DATA-MODIFIED noteSubscriberDataModified
MAP-PREPARE-GROUP-CALL prepareGroupCall
MAP-PREPARE-HANDOVER prepareHandover

MAP-PREPARE-SUBSEQUENT-HANDOVER

prepareSubsequentHandover

MAP-PROCESS-ACCESS-SIGNALLING

processAccessSignalling

MAP-PROCESS-GROUP-CALL-SIGNALLING

processGroupCallSignalling

MAP-PROCESS-UNSTRUCTURED-SS-REQUEST

processUnstructuredSS-Request

MAP-PROVIDE-ROAMING-NUMBER

provideRoamingNumber

MAP-PROVIDE-SIWFS-NUMBER

provideSIWFSNumber

MAP-PROVIDE-SUBSCRIBER-LOCATION

provideSubscriberLocation

MAP-PROVIDE-SUBSCRIBER-INFO

provideSubscriberinfo

MAP-PURGE-MS

purgeMS

MAP-READY-FOR-SM

readyForSM

MAP-REGISTER-CC-ENTRY

registerCC-Entry

MAP-REGISTER-PASSWORD

registerPassword

MAP-REGISTER-SS

registerSS

MAP-REMOTE-USER-FREE

remoteUserFree

MAP-REPORT-SM-DELIVERY-STATUS

reportSmDeliveryStatus

MAP-RESET

reset

MAP-RESTORE-DATA restoreData
MAP-SEND_GROUP-CALL_END_SIGNAL sendGroupCallEndSignal
MAP-SEND-END-SIGNAL sendEndSignal
MAP-SEND-AUTHENTICATION-INFO sendAuthenticationinfo
MAP-SEND-IMSI sendIMSI

MAP-SEND-IDENTIFICATION

sendldentification

MAP-SEND-ROUTING-INFO-FOR-SM

sendRoutingInfoForSM

MAP-SEND-ROUTING-INFO-FOR-GPRS

sendRoutingInfoForGprs

MAP-SEND-ROUTING-INFO-FOR-LCS

sendRoutingInfoForLCS

MAP-SEND-ROUTING-INFORMATION

sendRoutinglnfo

MAP-SET-REPORTING-STATE setReportingState
MAP-SIWFS-SIGNALLING-MODIFY SIWFSSignallingModify
MAP-STATUS-REPORT statusReport

MAP-SUBSCRIBER-LOCATION-REPORT

subscriberLocationReport

MAP-SUPPLEMENTARY-SERVICE-INVOCATION-
NOTIFICATION

ss-Invocation-Naotification

10
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MAP-UNSTRUCTURED-SS-NOTIFY unstructuredSS-Notify
MAP-UNSTRUCTURED-SS-REQUEST unstructuredSS-Request
MAP-UPDATE-GPRS-LOCATION updateGprsLocation
MAP-UPDATE-LOCATION updateLocation
MAP-NOTE-MM-EVENT NoteMM-Event
MAP-UPDATE-SECURITY-ASSOCIATION updateSecurityAssociation
MAP-SECURITY-UPDATE-COMPLETE securityUpdateComplete
MAP-NOTE-NEW-SECURITY-ASSOCIATION noteNewSecurityAssociation
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17.1.5 Structure of the Abstract Syntax of MAP

For each MAP parameter which has to be transferred by a MAP Protocol Data Unit (MAP message), thereisa PDU
field (an ASN.1 NamedType) whose ASN.1 identifier has the same name as the corresponding parameter, except for the
differences required by the ASN.1 notation (blanks between words are removed or replaced by hyphen, the first letter of
the first word is lower-case and the first letter of the following words are capitalized, e.g. "no reply condition time" is
mapped to "noReplyConditionTime"). Additionally some words may be abbreviated as follows:

bs basic service

ch call handling

cug closed user group

ho handover

ic incoming call

id identity

info  information

mm  mobility management
Ics  location services

ms  mobile service

oc outgoing call

om  operation & maintenance
pw  Password

sm  short message service

ss supplementary service
st secure transport

The MAP protocol is composed of several ASN.1 modules dealing with either operations, errors, data types, and, if
applicable, split into those dealing with mobile services, call handling services, supplementary services and short
message services. For operations and errors no values are assigned, but only the operation and error typesin order to
alow use of the defined types also by other protocols (e.g. TS GSM 04.80). The values (operation codes and error
codes) are defined in a separate module. The ASN.1 source lines are preceded by line-numbers at the left marginin
order to enable the usage of the cross-referencein annex A.

The module containing the definition of the operation packages for MAP is:
1. MAP-OperationPackages.
The module containing the definition of the application contexts for MAP is:

2. MAP-ApplicationContexts.

11



264 The module containing the data types for the Abstract Syntax to be used for TCAPM essages.Dial oguePortion for MAP
265 is

266 3. MAP-Dialoguel nformation.
267 The module containing the operation codes and error codes for MAP is:
268 4. MAP-Protocol.

269 The modules containing all operation type definitions for MAP are:

270 5. MAP-MobileServiceOperations,

271 6. MAP-OperationAndMaintenanceOperations;
272 7. MAP-CalHandlingOperations;

273 8. MAP-SupplementaryServiceOperations;
274 9. MAP-ShortMessageServiceOperations;
275 10. MAP-Group-Call-Operations.

276 11. MAP-LocationServiceOperations

277 12. MAP-SecureTransportOperations

278 The module containing all error type definitions for MAP is:
279 13. MAP-Errors.

280 Modules containing all datatype definitions for MAP are:

281 14. MAP-MS-DataTypes;
282 15. MAP-OM-DataTypes,
283 16. MAP-CH-DataTypes,
284 17. MAP-SS-DataT ypes,

285 18. MAP-SS-Code;

286 19. MAP-SM-DataTypes;
287 20. MAP-ER-DataTypes,

288 21. MAP-CommonDataTypes;
289 22. MAP-TS-Code;

290 23. MAP-BS-Code;

291 24. MAP-ExtensionDataTypes,
292 25. MAP-GR-DataTypes;
293 26. MAP-LCS-DataTypes,
294 27 MAP-ST-DataTypes.

12



295 References are made also to modules defined outside of the present document. They are defined in the technical
296 specification Mobile Services Domain and technical specification Transaction Capability respectively:

297 MobileDomainDefinitions;
298 TCAPMessages,
299 DiaoguePDUs.

300 17.1.6 Application Contexts

301 Thefollowing informative table lists the latest versions of the Application Contexts used in this specification, with the
302 operations used by them and, where applicable, whether or not the operation description is exactly the same as for
303 previousversions. Informationin 17.6 & 17.7 relates only to the ACsin thistable.

AC Name AC Operations Used Comments
Version

locationCancellationContext v3 cancelLocation

equipmentMngtContext v2 checkIMEI

imsiRetrievalContext v2 sendIMSI

infoRetrievalContext v3 sendAuthenticationInfo

interVirinfoRetrievalContext v3 sendldentification

handoverControlContext v3 prepareHandover the syntax of this
forwardAccessSignalling operation has been
sendEndSignal extended in comparison
processAccessSignalling with release 98 version
prepareSubsequentHandover

mwdMngtContext v3 readyForSM

msPurgingContext v3 purgeMS

shortMsgAlertContext V2 alertServiceCentre

resetContext v2 reset

networkUnstructuredSsContext v2 processUnstructuredSS-
Request

unstructuredSS-Request
unstructuredSS-Notify
tracingContext v3 activateTraceMode
deactivateTraceMode
networkFunctionalSsContext v2 registerSS

eraseSS

activateSS

deactivateSS
registerPassword
interrogateSS
getPassword
shortMsgMO-RelayContext v3 mo-forwardSM
shortMsgMT-RelayContext v3 mt-forwardSM
shortMsgGatewayContext v3 sendRoutingInfoForSM the syntax of this
reportSM-DeliveryStatus operation has been
InformServiceCentre extended in comparison
with release 96 version

networkLocUpContext v3 updateLocation the syntax is the same in
forwardCheckSs-Indication vl & v2

restoreData
insertSubscriberData
activateTraceMode
gprsLocationUpdateContext v3 updateGprsLocation
insertSubscriberData
activateTraceMode
subscriberDataMngtContext v3 insertSubscriberData
deleteSubscriberData
roamingNumberEnquiryContext v3 provideRoamingNumber
locationInfoRetrievalContext v3 sendRoutingInfo

13



gprsNotifyContext v3 noteMsPresentForGprs

gprsLocationinfoRetrievalContext |v3 sendRoutingIinfoForGprs
failureReportContext v3 failureReport
callControlTransferContext v4 resumeCallHandling
subscriberinfoEnquiryContext v3 provideSubscriberinfo
anyTimeEnquiryContext v3 anyTimelnterrogation
anyTimelnfoHandlingContext v3 anyTimeSubscriptioninterroga

tion

anyTimeModification
ss-InvocationNotificationContext | v3 ss-InvocationNotification
sIWFSAllocationContext v3 provideSIWFSNumber

sIWFSSignallingModify
groupCallControlContext v3 prepareGroupCall

processGroupCallSignalling
forwardGroupCallSignalling
sendGroupCallEndSignal

reportingContext v3 setReportingState
statusReport
remoteUserFree
callCompletionContext v3 registerCC-Entry
eraseCC-Entry
istAlertingContext v3 istAlert
ImmediateTerminationContext v3 istCommand
locationSvcEnquiryContext v3 provideSubscriberLocation
subscriberLocationReport
locationSvcGatewayContext v3 sendRoutingIinfoForLCS
mm-EventReportingContext v3 noteMM-Event
subscriberDataModificationNotific | v3 noteSubscriberDataModified
ationContext
authenticationFailureReportContext | v3 authenticationFailureReport
layerlSecurityContext v3 updateSecurityAssociation

securityUpdateComplete

layer2SecurityContext v3 noteNewSecurityAssociation
securityUpdateComplete

304

305 *********************NEXT MOD“:' CAT'ON khkkhkkkhkkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkkhkhkkhkhkkhhkkhkkhkhkkhkkx
306 17.2.2 Packages specifications
307 .unns

308 17.2.2.56  Layer 1 Key Distribution

309 This operation package includes the operations required for layer 1 key distribution between two KACs.

310

311 |Layer 1SecurityPackage-v3 ::= OPERATI ON- PACKAGE
-- Supplier is KACif Consuner is KAC

312 CONSUMER | NVOKES {

313 Updat eSecuri t yAssoci at i on,

314 Secur it yUpdat eConpl et e

315

316

317

318 Thispackageisv3 only.

14



319 17.2.2.57  Layer 2 Key Distribution

320 This operation package includes the operations required for layer 2 key distribution between KAC and any MAP-entity.

321
322 |Layer 2SecurityPackage-v3 ::= OPERATI ON- PACKAGE
-- Supplier is any MAP entity if Consunmer is KAC
323 CONSUMVER | NVOKES {
324 Not eNewSecur i t yAssoci at i on,
325 Securit yUpdat eConpl et e
326 }
327
328

329 Thispackageisv3only.

*******************NEXT MOD' Fl CAT'ON khkkkhkkkhkhkkhkkkhkkkhhkhkhkkhkhhhkhhkhkhhhkhkkhkhhhkhkkhkrhhkk

330 17.3.2 Application context definitions
331 weuan

332 17.3.2.51 Layer 1 Key Distribution

333 Thisapplication context is used between two KACs for distribution of symmetric keys.

334 [l ayer1SecurityCont ext -v3 APPLI CATI ON- CONTEXT
335 -- Responder is KACif Initiator is KAC
336 I NI TI ATOR CONSUMER OF {

337 Layer 1Securi t yPackage-v3 }

338 |::= {map-ac failureReport(41) version3(3)}
339

340 This application-context isv3 only.

341 17.3.2.52  Layer 2 Key Distribution

342 Thisapplication context is used between two KACs for distribution of symmetric keys.

343 (I ayer 2Securi t yCont ext - v3 APPLI CATI ON- CONTEXT

344 -- Responder is any MAP entity if Initiator is KAC
345 I NI TI ATOR CONSUMER OF {

346 Layer 2Securi t yPackage-v3 }

347 |::= {map-ac failureReport(44) version3(3)}

348

349 This application-context isv3 only.

17.3.3 ASN.1 Module for application-context-names
350 .+ 4 . . s

351

352 [l ayer1SecurityContext-v3 OBJECT | DENTIFIER ::=
353 {map-ac | ayer1SecurityCont ext (41) version3(3)}
354

355 [l ayer 2SecurityContext-v3 OBJECT I DENTIFIER ::=
356 { map- ac | ayer 2Securit yCont ext (44) version3(3)}
357

358 + « 4 4 s

359

360 **************************NEXT MOD' Fl CAT'ON*******************************
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17.5

ccitt

MAP operation and error codes

MAP- Pr ot ocol {

identified-organization (4) etsi

(0) nobil eDomai n (0)

gsm Network (1) nodul es (3) nap-Protocol (4) version6 (6)}

DEFI NI TI ONS

BEG N

I MPORTS

Updat eLocat i on,

Cancel Locati on,

Pur geMs,

Sendl denti fi cati on,

Updat eGpr sLocat i on,

Pr epar eHandover,

SendEndSi gnal ,
ProcessAccessSi gnal | i ng,
Forwar dAccessSi gnal | i ng,
Pr epar eSubsequent Handover ,
SendAut hent i cat i onl nf o,
Aut henti cati onFai | ureReport,
Checkl MVEI,

I nsert Subscri ber Dat a,

Del et eSubscri ber Dat a,

Reset,

For war dCheckSS- | ndi cat i on,
Rest or eDat a,

Provi deSubscri ber | nf o,
AnyTi mel nt errogati on,

AnyTi meSubscri ptionl nterrogation,
AnyTi meMbodi fi cati on,
SendRout i ngl nf oFor Gor s,

Fai | ureReport,

Not eMsPr esent For Gor s,

Not eMwt Event ,

Not eSubscri ber Dat aMbdi fi ed

FROM MAP- Mobi | eSer vi ceCperati ons {

ccitt

identified-organization (4) etsi

(0) nobil eDomai n (0)

gsm Network (1) nodul es (3) nap-Mobil eServiceQperations (5)
version6 (6)}

Acti vat eTr aceMode,
Deact i vat eTr aceMbde,
Send! VS|

FROM MAP- Oper at i onAndMai nt enanceQOper ati ons {

ccitt

gsm Network (1) nodul es (3) nap-Qperati onAndMai nt enanceCper ations (6)

identified-organization (4) etsi

version6 (6)}

SendRout i ngl nf o,
Pr ovi deRoamni ngNumber ,
ResuneCal | Handl i ng,
Pr ovi deSI WFSNunber ,
SI WFSSi gnal |i nghbdi fy,
Set ReportingSt at e,
St at usReport,
Renot eUser Fr ee,
| ST-Alert,
| ST- Conmand
FROM MAP- Cal | Handl i ngOper ati ons {

ccitt

identified-organization (4) etsi

(0) nobil eDomai n (0)

(0) nobil eDomai n (0)

gsm Network (1) nodul es (3) map-Call Handl i ngOperations (7)
version6 (6)}

Regi st er SS,

Er aseSS,

Acti vat eSS,

Deact i vat eSS,

I nt errogat eSS,

ProcessUnst ruct ur edSS- Request ,
Unst ruct ur edSS- Request ,
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Unstruct uredSS- Noti fy,
Regi st er Passwor d,

Get Passwor d,
SS-InvocationNotification,
Regi sterCC-Entry,
EraseCC-Entry

FROM MAP- Suppl enent ar ySer vi ceOper ati ons {

ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map- Suppl ement aryServi ceOperations (8)
version6 (6)}

SendRout i ngl nf oFor SM
MO For war dSM

Mr- For war dSM

Report SM Del i ver ySt at us,
Al ert ServiceCentre,

I nf or mBervi ceCentre,
ReadyFor SM

FROM MAP- Short MessageSer vi ceOper ati ons {

ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) map- Short MessageServi ceOperations (9)
version6 (6)}

Prepar eG oupCal |,

ProcessG oupCal | Si gnal | i ng,
Forwar dG oupCal | Si gnal | i ng,
SendG oupCal | EndSi gnal

FROM MAP- Gr oup- Cal | - Operations {

ccitt identified-organization (4) etsi (0) nobileDomain (0)
gsm Network (1) nodul es (3) nap-G oup-Call-Operations (22)
version6 (6)}

Provi deSubscri ber Locat i on,
SendRout i ngl nf oFor LCS,
Subscri ber Locat i onReport

FROM MAP- Locat i onServi ceQper ati ons {

ccitt identified-organization (4) etsi (0) nobil eDormain (0)
gsm Network (1) nodul es (3) nap-LocationServiceOperations (24)
version6 (6)}

Updat eSecurit yAssoci ati on,
Not eNewSecurit yAssoci ati on,
Securi t yUpdat eConpl et e

FROM MAP- Secur eTr ansport Oper ati ons {

ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) nap-SecureTransport Operations (26)
version6 (6)}

Syst enfai l ure,

Dat aM ssi ng,

Unexpect edDat aVal ue,

Faci | i t yNot Support ed,
UnknownSubscr i ber,

Nurber Changed,

UnknownMsSC,

Uni denti fi edSubscri ber,
UnknownEqui pnent ,

Roami ngNot Al | owed,

I'l'l egal Subscri ber,

I'l'I egal Equi pnent,
Bear er Ser vi ceNot Provi si oned,
Tel eservi ceNot Provi si oned,
NoHandover Nunber Avai | abl e,
Subsequent Handover Fai | ur e,
Traci ngBufferFul I,

OR- Not Al | owed,

NoRoam ngNunber Avai | abl e,
Absent Subscri ber,
BusySubscri ber,

NoSubscri ber Repl y,

Cal | Barr ed,

Forwar di ngVi ol ati on,
Forwar di ngFai | ed,

CUG Rej ect,

ATI - Not Al | owed,

I'l'l egal SS- Operati on,

SS- Error St at us,

SS- Not Avai | abl e,
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155 SS- Subscri ptionViol ation
156 SS-Inconpatibility,

157 UnknownAl phabet ,

158 USSD- Busy,

159 PW Regi strationFail ure,
160 Negat i vePW Check,

161 Nunber OF PW At t enpt sVi ol at i on,
162 Subscri ber BusyFor M- SV
163 SM Del i veryFai | ure,

164 MessageWai ti nglLi st Ful |,
165 Absent Subscri ber SM

166 Resour ceLim tation

167 NoGr oupCal | Nunber Avai | abl e
168 Short Ter nDeni al

169 LongTer nDeni al

170 I nconpat i bl eTer ni nal

171 Unaut hor i zedRequest i ngNet wor k,
172 Unaut hori zedLCSO i ent,

173 Posi ti onMet hodFai | ure

174 UnknownOr Unr eachabl eLCSO i ent

175 ATSI - Not Al | owed,
176 ATM Not Al | owed,

177 I nf or mat i onNot Avai | abl e

178 MW+ Event Not Support ed,

179 SecurityAssoci at i onNot Support ed

180 KeyDi st ri butionFail ure

181 Decrypti onFai |l ure

182

183 FROM MAP-Errors {

184 ccitt identified-organization (4) etsi (0) nobileDonmain (0)

%Sg gsm Network (1) nodules (3) map-Errors (10) version6 (6)}
187

188

%gg -- location registration operation codes

| ocal vVal ue 2
| ocal Val ue 3

191 [updateLocation Updatelocation :
192 |cancel Location Cancel Location :

193 |purgeMs PurgeMs ::= |ocal Val ue 67

194 |sendl dentification Sendldentification ::= |ocal Val ue 55
195

196

197 -- handover operation codes

198

199 |[prepareHandover PrepareHandover ::= |ocal Val ue 68

200 [sendEndSignal SendEndSi gnal ::= | ocal Val ue 29

201 |processAccessSignal ling ProcessAccessSignalling ::= |ocal Val ue 33
202 |[f orwar dAccessSignal ling ForwardAccessSignalling ::= |ocal Val ue 34
203 |prepar eSubsequent Handover  Prepar eSubsequent Handover ::=

204 | ocal Val ue 69

205
206

207 -- authentication operation codes
208

209 [sendAut henticationlnfo SendAuthenticationinfo ::= Iocal Val ue 56
210 [aut henti cati onFai |l ureReport AuthenticationFail ureReport ::= |ocal Val ue 15

211
212
%%2 -- | MEl MANAGEMENT operation codes

215 |checkl MEI  Checkl MEI ::= | ocal Val ue 43

216
217

218 -- subscriber managenent operation codes

219

| ocal Val ue 7
| ocal Val ue 8

220 |insertSubscriberData |nsertSubscriberData :
221 |del eteSubscriberData Del et eSubscriberData :

222

223

224 -- fault recovery operation codes

225

226 |reset Reset ::= |ocal Val ue 37

227 |f orwar dCheckSS-1ndication ForwardCheckSS-Indication ::=
228 | ocal Val ue 38

229 |[restorebData RestoreData ::= |ocal Val ue 57

230

231
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232 -- operation and mai ntenance operation codes

233

234 |activateTraceMbde ActivateTraceMde ::= | ocal Val ue 50

235 |[deactivateTraceMbde DeactivateTraceMde ::= |ocal Val ue 51

236 [sendl Msl _SendI Msl ::= |ocal Val ue 58

237

238

239 -- call handling operation codes

240

241 [sendRoutinglnfo SendRoutinglnfo ::= |ocal Val ue 22

242 |provi deRoami ngNunber  Provi deRoami ngNumber :: = | ocal Val ue 4

243 |[resumecCal | Handl i ng ResumeCal | Handling ::= | ocal Val ue 6

244 |provi deSI WFSNurber  Provi deSI WFSNunber :: = | ocal Val ue 31

245 [sI WFSSi gnal | i nghbdi fy SIWFSSi gnal | i nghbdi fy ::= | ocal Val ue 32
246 |setReportingState SetReportingState ::= |ocal Val ue 73

247 |[statusReport StatusReport ::= |ocal Val ue 74

248 |renmoteUser Free RenoteUserFree ::= | ocal Val ue 75

249 (istAlert IST-Alert ::= local Val ue 87

250 [i st Command | ST- Conmand : : = | ocal Val ue 88

251

252

%gﬁ -- suppl enentary service handling operation codes

255 [registerSS RegisterSS ::= local Val ue 10

256 |eraseSS FEraseSS ::= local Value 11

257 |activateSS ActivateSS ::= local Val ue 12

258 |deactivateSS DeactivateSS ::= |ocal Val ue 13

259 [interrogateSS InterrogateSS ::= |ocal Val ue 14

260 |processUnstruct uredSS- Request  ProcessUnst ruct ur edSS- Request : : =
261 | ocal Val ue 59

262 |unstructuredSS- Request  UnstructuredSS- Request ::= | ocal Val ue 60
263 [unstructuredSS-Notify UnstructuredSS-Notify ::= local Val ue 61
264 |registerPassword RegisterPassword ::= |ocal Val ue 17

265 [get Password GetPassword ::= | ocal Val ue 18

266 |registerCC-Entry RegisterCCEntry ::= |ocal Val ue 76

267 |eraseCC-Entry EraseCC-Entry ::= |ocal Val ue 77

268

269

%;g_) -- short nessage service operation codes

272 |sendRout i ngl nf oFor SM SendRout i ngl nf oFor SM : : = | ocal Val ue 45

273 [mo-forwardSM MO Forwar dSM : : = | ocal Val ue 46

274 [nt-forwardSM M- ForwardSM : : = | ocal Val ue 44

275 [reportSM DeliveryStatus ReportSM DeliveryStatus ::= |ocal Val ue 47
276 |i nfornBerviceCentre |nfornBerviceCentre ::= |ocal Val ue 63

277 |alertServiceCentre AlertServiceCentre ::= |ocal Val ue 64

278 |readyFor SM ReadyFor SM :: = | ocal Val ue 66

279

%Sg_) -- provide subscriber info operation codes

282 |provideSubscriberinfo ProvideSubscriberlinfo ::= |ocal Val ue 70
283

%Sg -- any tine interrogation operation codes

286 |anyTinelnterrogation AnyTinelnterrogation ::= |ocal Value 71

287

%Sg -- any tine information handling operation codes

290 [anyTi neSubscriptionlnterrogati on AnyTi meSubscriptionlnterrogation ::= |ocal Val ue 62
291 |anyTi neModi fication AnyTineModification ::= |ocal Val ue 65
292

%gz -- subscriber data nodification notification operation codes

295 [not eSubscri ber Dat aMbdi fi ed Not eSubscri ber Dat aMbdi fied :: = | ocal Val ue 5
296

%gg -- suppl enentary service invocation notification operation codes
299 [ss-lInvocationNotification SS-InvocationNotification ::= |ocal Value 72
300

301

302 --Goup Call operation codes

303

304 |prepareG oupCall PrepareG oupCall ::= local Val ue 39

305 [sendGroupCal | EndSi gnal SendGroupCal | EndSi gnal ::= | ocal Val ue 40
306 |processG oupCall Signalling ProcessGoupCallSignalling ::= |ocal Val ue 41
307 |[forwardG oupCal | Signalling ForwardG oupCallSignalling ::= |ocal Val ue 42
308
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309

310 -- gprs location updating operation codes

311

312 [updat eGprsLocation UpdateGprsLocation ::= |ocal Val ue 23

313

314 -- gprs location information retrieval operation codes

315

316 [sendRouti ngl nfoFor Gors SendRouti ngl nfoFor Gors ::= | ocal Val ue 24
317

318 -- failure reporting operation codes

319

320 [failureReport FailureReport ::= l|ocal Val ue 25

321

322 -- GPRS notification operation codes

323

324 [not eMsPresent For Gors Not eMsPr esent For Gors :: = | ocal Val ue 26

325

326 -- Location service operation codes

327

328 ([provi deSubscri berLocation Provi deSubscriberlLocation ::= | ocal Val ue 83
329 |sendRout i ngl nf oFor LCS SendRout i ngl nf oFor LCS :: = | ocal Val ue 85

330 [subscri berLocati onReport Subscri berLocationReport ::= | ocal Val ue 86
331

332

333 -- Mbility Managenent operation codes

334

335 |not eMVt Event  Not eMM Event ::= | ocal Val ue 89

336

337

338 -- Key Distribution operation codes

339

340 [updat eSecurityAssoci ati on UpdateSecurityAssociation ::= |ocal Val ue 53
341 |not eNewSecurityAssociati on NoteNewSecurityAssociation ::= |ocal Val ue 82
342 [securityUpdat eConpl ete SecurityUpdateConplete ::= |ocal Val ue 84
343

344

345 -- generic error codes

346

347 |systenFailure SystenFailure ::= l|ocal Val ue 34

348 |dat aM ssing DataM ssing ::= | ocal Val ue 35

349 |unexpect edDat aVal ue Unexpect edDat aVal ue :: =

| ocal Val ue 36
350 (facilityNotSupported FacilityNotSupported ::=

ocal Val ue 21

351 |inconpatibl eTerninal Inconpatibl eTerminal ::= |ocal Val ue 28
352 [resourceLimtation ResourceLimtation ::= |ocalValue 51
353

354

ggg -- identification and nunbering error codes

357 [unknownSubscriber UnknownSubscriber ::= local Val ue 1

358 [number Changed Number Changed :: = | ocal Val ue 44

359 [unknownMSC UnknownMsC :: = | ocal Val ue 3

360 ([uni dentifiedSubscriber UnidentifiedSubscriber ::= local Value 5
361 |unknownEqui prent  UnknownEqui prent ::= | ocal Val ue 7

362

363

364 -- subscription error codes

365

366 [roam ngNot Al | oned Roami ngNot Al | owed :: = | ocal Val ue 8

367 |illegal Subscriber Il1legal Subscriber ::= |ocal Val ue 9

368 [illegal Equi prent 111 egal Equi prent ::= | ocal Val ue 12

369 ([bearer Servi ceNot Provi si oned Bear er Ser vi ceNot Provi si oned :: =
370 | ocal Val ue 10
371 |tel eserviceNot Provi sioned Tel eservi ceNot Provisioned ::=

372 | ocal Val ue 11

373

374

375 -- handover error codes

376

377 |noHandover Nunber Avai | abl e NoHandover Nunber Avai l abl e :: =
378 | ocal Val ue 25

379 |subsequent Handover Fai l ure Subsequent Handover Fai lure ::=
380 | ocal Val ue 26

381

382

ggi -- operation and nmintenance error codes

385 |tracingBufferFull TracingBufferFull ::= |ocal Val ue 40
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386
387

388 -- call handling error codes
389

390 |noRoami ngNumber Avai | abl e  NoRoami ngNunber Avai | abl e :: = | ocal Val ue 39
391 [absent Subscriber Absent Subscriber ::= |ocal Val ue 27

392 |busySubscriber BusySubscriber ::= |ocal Val ue 45

393 [noSubscriberReply NoSubscriberReply ::= |ocal Val ue 46

394 (callBarred CallBarred ::= l|ocal Val ue 13

395 (forwardingFail ed ForwardingFailed ::= |ocal Val ue 47

396 [or-NotAllowed OR-NotAllowed ::= |ocal Val ue 48

397 |[forwardingViolation ForwardingViolation ::= |ocal Val ue 14

398 |cug-Reject CUG Reject ::= local Val ue 15

399
400

401 -- any tine interrogation error codes

402

403 [ati-Not All owed ATI-Not Al l owed ::= | ocal Val ue 49

404

405 -- any tine information handling error codes

406 |atsi-NotAllowed ATSI-NotAllowed ::= |ocal Val ue 60
407 [atm Not Al | oned ATM Not Al | owed :: = | ocal Val ue 61
408 |i nfor mati onNot Avai | abl e | nformati onNot Avail abl e :: = | ocal Val ue 62

409
410
411 -- Goup Call error codes

412 |noG oupCal | Nunber Avai | abl e NoG oupCal | Nunber Avai |l abl e :: = | ocal Val ue 50

413
414

415 -- supplenentary service error codes

416

417 |illegal SS-Qperation |Illegal SS-Qperation ::= |ocal Val ue 16

418 |ss-ErrorStatus SS-ErrorStatus ::= |ocal Val ue 17

419 |ss-Not Avail abl e SS-Not Avail abl e ::= | ocal Val ue 18

420 |ss-SubscriptionViolation SS-SubscriptionViolation ::= |ocal Value 19
421 |ss-Inconpatibility SS-Inconpatibility ::= Iocal Val ue 20

422 |unknownAl phabet UnknownAl phabet ::= | ocal Val ue 71

423 |ussd-Busy USSD-Busy ::= | ocal Val ue 72

424 |pw Regi strationFailure PWRegistrationFailure ::= |ocal Val ue 37
425 |negativePW Check NegativePW Check ::= | ocal Val ue 38

426 |nunber OF PW Attenpt sVi ol ati on Nunber Of PW AttenptsVi ol ation ::=
427 | ocal Val ue 43

428 |short TernDeni al  ShortTernDenial ::= |ocal Val ue 29

429 |l ongTernDeni al LongTernDeni al ::= |ocal Val ue 30

430
431

432 -- short nessage service error codes
433

434 |subscri ber BusyFor M- SM5  Subscri ber BusyFor M- SMS : : = | ocal Val ue 31
435 |smDeliveryFailure SMDeliveryFailure ::= |ocal Val ue 32

436 |messageWitinglistFull MessageWitinglistFull ::= l|ocal Val ue 33
437 |absent subscri ber SM Absent Subscri ber SM :: = | ocal Val ue 6

438

439 -- Jocation service error codes

441 | unaut hori zedRequest i ngNet wor k  Unaut hor i zedRequest i ngNet wor k: : = | ocal Val ue 52
442 | unaut hori zedLCSO i ent  Unaut hori zedLCSO i ent ::= | ocal Val ue 53

443 | positionMet hodFai l ure PositionMethodFailure ::= |ocal Val ue 54

444 | unknownQr Unr eachabl eLCSCl i ent  UnknownOr Unr eachabl eLCSC i ent ::= | ocal Val ue 58

445
446

447 -- Mbbility Managenment error codes

448| mm Event Not Supported MW Event Not Supported ::= | ocal Val ue 59

449
450 -- Key Distribution error codes

451 |securityAssoci ationNot Supported SecurityAssoci ationNot Supported ::= | ocal Val ue 15
452 |keyDi stributionFailure KeyDistributionFailure ::= l|ocal Value 22
453 |decryptionFailure DecryptionFailure ::= |ocal Val ue 41

454
455 -- The follow ng operation codes are reserved for operations

456 -- existing in previous versions of the protocol
457
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f{gg -- Operation Name AC used Oper. Code
460 |-- sendParameters map-ac infoRetrieval (14) versionl (1) localValue 9
461 |-- processUnstructuredSS-Data map-ac networkFunctionalSs (18) versionl (1) localValue 19
462 |-- performHandover map-ac handoverControl (11) versionl (1) localValue 28
463 |-- performSubsequentHandover map-ac handoverControl (11) versionl (1) localValue 30
464 |-- notelnternalHandover map-ac handoverControl (11) versionl (1) localValue 35
465 |-- noteSubscriberPresent map-ac mwdMngt (24) version1 (1) localValue 48
466 |-- alertServiceCentreWithoutResult map-ac shortMsgAlert (23) versionl (1) localValue 49
467 |-- traceSubscriberActivity map-ac handoverControl (11) versionl (1) localValue 52
468 |-- beginSubscriberActivity map-ac networkFunctionalSs (18) versionl (1) localValue 54
469

470 -- The following error codes are reserved for errors

21;% -- existing in previous versions of the protocol

473 |-- Error Name AC used Error Code
474 |-

475 |-- unknownBaseStation map-ac handoverControl (11) versionl (1) localValue 2
476 |-- invalidTargetBaseStation map-ac handoverControl (11) versionl (1) localValue 23
477 |-- noRadioResourceAvailable map-ac handoverControl (11) versionl (1) localValue 24
478

479

480 END

4381

482 **********************NEXT MOD' Fl CAT'ON******************************************

17.6.6 Errors

1 MAP-Errors {

2 ccitt identified-organization (4) etsi (0) nobil eDormain (0)
131 gsm Network (1) nodules (3) map-Errors (10) version6 (6)}
5 DEFIN TI ONS

6

7 =

8

9 BEGN

10

11 EXPORTS

12

13 -- generic errors

14 Syst enfai |l ure,
15 Dat aM ssi ng,

16 Unexpect edDat aVal ue,

17 Faci | i t yNot Support ed,

18 I nconpat i bl eTer i nal ,

19 Resour ceLi nitati on,

20

21 -- identification and nunbering errors
22 UnknownSubscri ber,

23 Number Changed,

24 UnknownMVsC,
25 Uni denti fi edSubscri ber,

26 UnknownEqui prrent ,

27

28 -- subscription errors

29 Roani ngNot Al | owed,

30 I'll egal Subscri ber,

31 I'll egal Equi pnent,

32 Bear er Ser vi ceNot Provi si oned,
gz Tel eservi ceNot Provi si oned,
35 -- handover errors

36 NoHandover Nurber Avai | abl e,
gg Subsequent Handover Fai | ure,
39 -- operation and mai ntenance errors
40 Traci ngBuf fer Ful | ,

41

42 -- call handling errors

43 OR- Not Al | owed,

44 NoRoami ngNunber Avai | abl e,
45 BusySubscri ber,

46 NoSubscri ber Repl y,

47 Absent Subscri ber,

48 Cal | Barr ed,

49 For war di ngVi ol ati on,
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103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128

Forwar di ngFai | ed,
CUG Rej ect

-- any tine interrogation errors
ATl - Not Al | owed,

-- any tine information handling errors
ATSI - Not Al | owed,

ATM Not Al | owed,

I nf or mat i onNot Avai | abl e,

-- suppl enentary service errors
I'l'l egal SS- Operati on,

SS-Error Status,

SS- Not Avai | abl e,

SS- Subscri ptionViol ati on,
SS-Inconpatibility,

UnknownAl phabet ,

USSD- Busy,

PW Regi strationFail ure,

Negat i vePW Check,

Nurber OF PW At t enpt sVi ol ati on,
Shor t Ter nDeni al ,

LongTer nDeni al ,

-- short nessage service errors
Subscri ber BusyFor MI'- SMV5,

SM Del i veryFail ure,

MessageWai ti ngLi st Ful |,

Absent Subscri ber SM

-- Goup Call errors
NoG oupCal | Nunber Avai | abl e,

-- location service errors
Unaut hori zedRequest i ngNet wor k,
Unaut hori zedLCSd i ent,

Posi ti onMet hodFai | ure,
UnknownOr Unr eachabl eLCSO i ent,

-- Mbility Managenent errors
MVt Event Not Support ed,

-- Key Distribution errors
Securi tyAssoci ati onNot Support ed,
KeyDi st ri butionFail ure,
DecryptionFail ure

I MPORTS
ERROR
FROM TCAPMessages {
ccitt recommendation g 773 nodul es (2) nessages (1) version2 (2)}

SS- St at us

FROM MAP- SS- Dat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDormain (0)
gsm Network (1) nodul es (3) nap-SS-DataTypes (14) version6 (6)}

SS- I nconpati bilityCause,
PW Regi strati onFai |l ureCause,
SM Del i veryFai | ur eCause,
Syst enfai | ur ePar am

Dat aM ssi ngPar am
Unexpect edDat aPar am

Faci | i t yNot SupPar am
UnknownSubscri ber Par am
Nurber ChangedPar am

Uni denti fi edSubPar am
Roami ngNot Al | owedPar am
I'I'l egal Subscri ber Par am
I'I'l egal Equi pnent Par am
Bear er Ser vNot Pr ovPar am
Tel eser vNot Pr ovPar am
Traci ngBuf f er Ful | Par am
NoRoam ngNbPar am

OR- Not Al | owedPar am
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129 Absent Subscri ber Par am

130 BusySubscri ber Par am

131 NoSubscr i ber Repl yPar am
132 Cal | Bar r edPar am

133 For war di ngVi ol ati onPar am
134 For war di ngFai | edPar am

135 CUG Rej ect Par am
136 ATI - Not Al | owedPar am
137 SubBusyFor M- SM5- Par am

138 MessageWai t Li st Ful | Par am

139 Absent Subscri ber SM Par am

140 Resour ceLi mi t at i onPar am

141 NoGr oupCal | NbPar am

142 I nconpat i bl eTer mi nal Par am

143 Short Ter nDeni al Par am

144 LongTer nDeni al Par am

145 Unaut hor i zedRequest i ngNet wor k- Par am
146 Unaut hori zedLCSC i ent - Par am

147 Posi ti onMet hodFai | ur e- Par am

148 UnknownOr Unr eachabl eLCSO i ent - Par am
149 MW Event Not Suppor t ed- Par am

150 ATSI - Not Al | owedPar am
151 ATM Not Al | owedPar am

152 |1l egal SS- Qper at i onPar am

153 SS- Not Avai | abl ePar am

154 SS- Subscri ptionVi ol ati onPar am

155 I nf or mat i onNot Avai | abl ePar am

156 SecurityAssoci at i onNot Support edPar am

157 KeyDi stri buti onFai | ur ePar am

158 Decrypt i onFai | ur ePar am

159

160

161

162 FROM MAP- ER- Dat aTypes {

163 ccitt identified-organization (4) etsi (0) nobileDonain (0)
%gg gsm Network (1) nodul es (3) map- ER Dat aTypes (17) versioné (6)}
166

167

168 -- generic errors

169

170 |SystenfFailure ::= ERROR

171 PARAMETER

172 syst enfai | ur ePar am Syst enfai | ur ePar am
173 -- optional

174

175 |DataM ssing ::= ERROR

176 PARAMVETER

177 dat aM ssi ngPar am Dat aM ssi ngPar am
178 -- optional

179 -- dat aM ssi ngParam nust not be used in version <3
180

181 [Unexpect edDat aVal ue ::= ERROR

182 PARAMETER

183 unexpect edDat aPar am Unexpect edDat aPar am
184 -- optional

185 - - unexpect edDat aPar am nust not be used in version <3
186

187 |[FacilityNot Supported ::= ERROR

188 PARAMVETER

189 faci|ityNot SupParam Faci | i t yNot SupPar am
190 -- optional

191 -- facilityNot SupParam nust not be used in version <3
192

193 [I nconpati bl eTerni nal ::= ERROR

194 PARAMETER

195 i nconpat i bl eTer m nal Param I nconpat i bl eTer mi nal Par am
196 -- optional

197

198 |ResourceLinitation ::= ERROR

199 PARAMETER

200 resour ceLi mi t ati onPar am Resour ceLi ni t ati onPar am
201 -- optional

202

%82 -- identification and nunbering errors
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205 |unknownSubscri ber ::= ERROR

206 PARAVETER

207 unknownSubscri ber Par am UnknownSubscri ber Par am
208 -- optional

209 -- unknownSubscri ber Param nust not be used in version <3
210

211 |Number Changed ::= ERROR

212 PARAVETER

213 number ChangedPar am Nurber ChangedPar am

214 -- optional

215

216 [unknownMSC :: = ERROR

217

218 |Uni dentifi edSubscriber ::= ERROR

219 PARAMETER

220 uni denti fi edSubPar am Uni dent i fi edSubPar am
221 -- optional

222 -- uni dentifi edSubParam nust not be used in version <3
223

224 [unknownEqui prent ::= ERROR

225

226

227 -- subscription errors

228

229 |Roani ngNot Al | owed : : = ERRCR

230 PARAVETER

231 r oani ngNot Al | owedPar am Roani ngNot Al | owedPar am
232

233 [I11 egal Subscriber ::= ERRCR

234 PARAVETER

235 i |l egal Subscri ber Par am |11 egal Subscri ber Param
236 -- optional

237 -- illegal SubscriberParam nust not be used in version <3
238

239 [I11 egal Equi pnent ::= ERROR

240 PARAVETER

241 i 1l egal Equi pment Param Il 1 egal Equi pment Par am
242 -- optional

243 -- illegal Equi pment Par am nust not be used in version <3
244

245 |Bear er Servi ceNot Provi si oned ::= ERROR

246 PARAVETER

247 bear er Ser vNot Pr ovPar am Bear er Ser vNot Pr ovPar am
248 -- optional

249 -- bear er Ser vNot ProvPar am nust not be used in version <3
250

251 |Tel eservi ceNot Provi si oned ::= ERROR

252 PARAVETER

253 t el eser vNot Pr ovPar am Tel eser vNot Pr ovPar am
254 -- optional

255 -- tel eservNot ProvParam nust not be used in version <3
256

257

258 -- handover errors

259

260 [NoHandover Nunber Avai | abl e :: = ERROR

261

262 [Subsequent Handover Fai lure ::= ERROR

263

264

%gg -- operation and raintenance errors

267 |TracingBufferFull ::= ERROR

268 PARAVETER

269 traci ngBuf f er Ful | Param Tr aci ngBuf f er Ful | Param
270 -- optional

271

272

273 -- call handling errors

274

275 |NoRoam ngNumber Avai | abl e ::= ERROR

276 PARAVETER

277 noRoami ngNbPar am NoRoami ngNbPar am

278 -- optional

279
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280
281
282
283
284
285
286
287
288
289
290
2901
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353

Absent Subscri ber ::= ERROR
PARANMVETER
absent Subscri ber Par am
-- optional

Absent Subscri ber Par am

-- absent Subscri ber Param nust not be used in version <3

BusySubscri ber ::= ERROR
PARAMETER
busySubscri ber Par am BusySubscri ber Par am
-- optional
NoSubscri berReply ::= ERROR
PARAMVETER
noSubscri ber Repl yPar am NoSubscri ber Repl yPar am
-- optional
Cal | Barred ::= ERROR
PARAMETER
cal | Barr edPar am Cal | Bar r edPar am
-- optional
Forwar di ngVi ol ation ::= ERROR

PARAMETER

f orwar di ngVi ol ati onPar am

-- optional

Forwar di ngVi ol ati onPar am

Forwar di ngFai |l ed ::= ERROR
PARAMETER
f or war di ngFai | edPar am
-- optional

Forwar di ngFai | edPar am

CUG Rej ect ::= ERROR
PARAMETER
cug- Rej ect Par am
-- optional

CUG- Rej ect Par am

OR- Not Al | owed :: = ERROR
PARAMETER
or - Not Al | owedPar am
-- optional

OR- Not Al | owedPar am

-- any tine interrogation errors

ATl - Not Al | owed :: = ERROR
PARAMETER
ati - Not Al | onedPar am
-- optional

ATI - Not Al | owedPar am

-- any tine information handling errors

ATSI - Not Al | owed :
PARAMETER
at si - Not Al | onedPar am
-- optional

.= ERROR

ATSI - Not Al | owedPar am

ATM Not Al | owed :: = ERROR
PARAMETER
at m Not Al | owedPar am
-- optional

ATM Not Al | owedPar am

I nf or mat i onNot Avai | abl e :
PARAMVETER

i nf or mat i onNot Avai | abl ePar am

-- optional

.= ERROR

I nf or mat i onNot Avai | abl ePar am

-- suppl enentary service errors

Il egal SS-Operation ::= ERROR

PARAMETER

i Il egal SS- Oper ati onPar am

-- optional

Il I egal SS- Oper ati onPar am

-- illegal SS- perati onParam nust not be used in version <3
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354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
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384
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386
387
388
389
390
301
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428

SS-ErrorStatus ::= ERROR
PARANMETER
ss- Status SS- Status
-- optional

SS- Not Avai | abl e :: = ERROR
PARAMETER
ss- Not Avai | abl ePar am SS- Not Avai | abl ePar am
-- optional
-- S§s- Not Avai | abl ePar am nust not be used in version <3

SS- SubscriptionViolation ::= ERROR
PARAMETER
ss- SubscriptionViol ati onParam  SS-Subscri ptionVi ol ati onPar am
-- optional

-- S§s- Not Avai | abl ePar am nust not be used in version <3

SS-Inconpatibility ::= ERROR
PARAMETER
ss- 1 nconpati bilityCause SS- I nconpati bilityCause
-- optional

[UnknownAl phabet ::= ERROR

[USSD-Busy ::= ERROR

PW Regi strationFailure ::= ERROR
PARAMETER
pw- Regi strationFai |l ureCause PW Regi strationFai | ureCause

[Negat i vePW Check ::= ERRCR

[Number OF PW At t enpt sVi ol ati on ::= ERRCR

Short TernDeni al ::= ERROR
PARAMVETER
short Ter mDeni al Par am Shor t Ter mDeni al Par am
-- optional

LongTer nDeni al ::= ERROR
PARAMETER
| ongTer nDeni al Par am LongTer nDeni al Par am
-- optional

-- short nessage service errors

Subscri ber BusyFor MI- SM5 :: = ERROR
PARAMETER
subBusyFor M- SM5- Par am SubBusyFor M- SM5- Par am
-- optional

SM Del i veryFailure ::= ERROR
PARAMETER
sm Del i veryFai | ureCause SM Del i veryFai | ureCause

MessageWai tingLi stFull ::= ERROR
PARAMETER
messageWai t Li st Ful | Par am MessageWai t Li st Ful | Par am
-- optional

Absent Subscri ber SM : : = ERROR
PARAMETER
absent Subscri ber SM Par am Absent Subscri ber SM Par am
-- optional

-- Goup Call errors

NoG oupCal | Nunber Avai | abl e :: = ERROR
PARAMETER
noG oupCal | NoPar am NoG oupCal | NoPar am
-- optional

-- location service errors
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429
430
431
432
433
434

463
464
465
466
467
468
469
470
471
472
473

OCO~NOUIPR~WNE

Unaut hori zedRequesti ngNet work ::= ERROR
PARAMVETER
unaut hori zedRequest i ngNet wor k- Par am Unaut hor i zedRequest i ngNet wor k- Par am
-- optional
Unaut hori zedLCSO i ent ::= ERROR
PARAMETER
unaut hori zedLCSC i ent - Par am Unaut hori zedLCSC i ent - Par am
-- optional
Posi ti onMet hodFai l ure ::= ERROR
PARAMVETER
posi ti onMet hodFai | ur e- Par am Posi ti onMet hodFai | ur e- Par am
-- optional
UnknownOr Unr eachabl eLCSO i ent ::= ERROR
PARAMETER
unknownOr Unr eachabl eLCSCl i ent - Param  UnknownOr Unr eachabl eLCSO i ent - Par am
-- optional
MWt Event Not Supported ::= ERROR
PARAMVETER
mm Event Not Support ed- Par am MWt Event Not Support ed- Par am
-- optional
-- key distribution errors
SecurityAssoci ati onNot Supported ::= ERROR
PARAMETER
securityAssoci ati onNot Support edParamSecurit yAssoci ati onNot Support edPar am
KeyDi stributionFailure ::= ERROR
PARAMETER
keyDi st ri buti onFai | ur eParam KeyDi st ri buti onFai | ur ePar am
-- optional
DecryptionFailure ::= ERROR
PARAMETER
decryptionFail ureParam Decrypti onFai | ur eParam
-- optional
END
EEEEEEEEEEEEEEEEEEESEEEESESE] NEXT '\/ODI FI OATI O\I EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESSESESE]

17.6.9 Secure Transport service operations

MAP- Secur eTr ansport Operati ons {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) nap-SecureTransport Operations (26)
version6 (6)}

DEFI NI TI ONS

BEG N

EXPORTS
Updat eSecurityAssoci ati on,
Not eNewSecurityAssoci ati on,
Securi t yUpdat eConpl et e

| MPORTS
OPERATI ON
FROM TCAPMessages {
ccitt reconmendation q 773 nodul es (2) nmessages (1) version2 (2)}

SecurityAssoci at i onNot Support ed,

KeyDi stri butionFail ure,

DecryptionFail ure,

Syst enfai l ure

FROM MAP-Errors {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodules (3) nmap-Errors (10) version6 (6)}
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Updat eSecurit yAssoci ati onArg,
Updat eSecurit yAssoci at i onRes,
Not eNewSecurit yAssoci ati onArg,
Not eNewSecuri t yAssoci ati onRes,
Securi t yUpdat eConpl et eArg
FROM MAP- ST- Dat aTypes {
ccitt identified-organization (4) etsi

(0) nobil eDomai n (0)

gsm Network (1) nodul es (3) map-ST-DataTypes (27) version6 (6)}

Updat eSecurityAssoci ati on ::= OPERATI ON --Timer m
ARGUMENT
updat eSecurityAssoci ati onArg Updat eSecurit yAssoci ati onArg
RESULT
updat eSecurityAssoci ati onRes Updat eSecurit yAssoci ati onRes
ERRORS {
SecurityAssoci at i onNot Support ed,
KeyDi stri butionFail ure,
Syst enfai l ure,
Decrypti onFai | ure}
Not eNewSecur i t yAssoci ation ::= OPERATI ON --Timer m
ARGUVENT
not eNewSecurityAssoci ati onArg Not eNewSecurit yAssoci ati onArg
RESULT
not eNewSecurityAssoci ati onRes Not eNewSecurit yAssoci ati onRes
ERRORS {

Securi tyAssoci ati onNot Support ed,
Syst enfai l ure,
Decrypti onFai | ure}

SecurityUpdat eConpl ete :: = OPERATI ON
ARGUMENT

securi tyUpdat eConpl et eAr g

Securi t yUpdat eConpl et eAr g

END

**********************NEXT '\ml FI OATI O\I********************************************

17.7.7 Error data types

MAP- ER- Dat aTypes {
ccitt identified-organization (4) etsi

(0) nobil eDomai n (0)

gsm Network (1) nodul es (3) map-ER-DataTypes (17) version6 (6)}

DEFI NI TI ONS

IMPLICI T TAGS

BEG N

EXPORTS
Roami ngNot Al | owedPar am
Cal | Bar r edPar am
CUG- Rej ect Par am
SS- I nconpati bilityCause,
PW Regi strati onFai | ureCause,
SM Del i veryFai | ur eCause,
Syst enfai | ur ePar am
Dat aM ssi ngPar am
Unexpect edDat aPar am
Faci | i t yNot SupPar am
OR- Not Al | owedPar am
UnknownSubscr i ber Par am
Nurber ChangedPar am
Uni dent i fi edSubPar am
I'I'l egal Subscri ber Par am
Il I egal Equi pnent Par am
Bear er Ser vNot Pr ovPar am
Tel eser vNot Pr ovPar am
Traci ngBuf f er Ful | Par am
NoRoam ngNbPar am
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108
109

Absent Subscr i ber Par am

BusySubscri ber Par am

NoSubscri ber Repl yPar am

Forwar di ngVi ol ati onPar am

For war di ngFai | edPar am

ATI - Not Al | owedPar am

SubBusyFor M- SMs- Par am

MessageWai t Li st Ful | Par am

Absent Subscri ber SM Par am

Absent Subscri ber Di agnosti cSM

Resour ceLi m t ati onPar am

NoGr oupCal | NbPar am

I nconpat i bl eTer mi nal Param

Short Ter mDeni al Par am

LongTer nDeni al Par am

Unaut hori zedRequest i ngNet wor k- Par am
Unaut hori zedLCSC i ent - Par am

Posi t i onMet hodFai | ur e- Par am
UnknownOr Unr eachabl eLCSC i ent - Par am
MVt Event Not Suppor t ed- Par am

ATSI - Not Al | owedPar am

ATM Not Al | owedPar am

I'I'l egal SS- Oper ati onPar am

SS- Not Avai | abl ePar am

SS- Subscri ptionVi ol ati onPar am

I nf or mat i onNot Avai | abl ePar am

Securi tyAssoci ati onNot Support edPar am
KeyDi st ri buti onFai | ur ePar am

Decrypti onFai | ur eParam

| MPORTS
SS- St at us

FROM MAP- SS- Dat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodules (3) map-SS-DataTypes (14) version6 (6)}

Si gnal | nf o,
Basi cSer vi ceCode,
Net wor kResour ce
FROM MAP- CormonDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodul es (3) nap- ConmonDat aTypes (18) version6 (6)}

SS- Code

FROM MAP- SS- Code {
ccitt identified-organization (4) etsi (0) nobil eDomain (0)
gsm Network (1) nodules (3) map-SS-Code (15) version6 (6)}

Ext ensi onCont ai ner
FROM MAP- Ext ensi onDat aTypes {
ccitt identified-organization (4) etsi (0) nobil eDormain (0)
gsm Network (1) nodul es (3) nap-ExtensionDataTypes (21) version6 (6)}

Roami ngNot Al | owedPar am : : = SEQUENCE {

r oanm ngNot Al | owedCause Roami ngNot Al | onedCause,
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Roami ngNot Al | owedCause :: = ENUMERATED ({
pl mRoam ngNot Al | oned (0),
operatorDeterm nedBarring (3)}
Cal | BarredParam :: = CHO CE {
cal | Barri ngCause Cal | Barri ngCause,
-- call BarringCause nmust not be used in version 3
ext ensi bl eCal | Bar r edPar am Ext ensi bl eCal | Bar r edPar am
-- extensibl eCal | BarredPar am nust not be used in version <3
}
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110 [cCal I BarringCause ::= ENUMERATED {

111 barringServi ceActive (0),

112 operatorBarring (1)}

113

114 |Extensi bl eCal | Bar r edPar am : : = SEQUENCE {

115 cal | Barri ngCause Cal | Barri ngCause OPTI ONAL,
%%g ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
118 unaut hori sedMessageQri gi nat or [1] NULL OPTI ONAL }
119

120 [CUG Rej ect Param : : = SEQUENCE {

121 cug- Rej ect Cause CUG Rej ect Cause OPTI ONAL,
122 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
123 ..}

124

125 |CUG Rej ect Cause ::= ENUMERATED {

126 i ncomi ngCal | sBarredW t hi nCUG (0),

127 subscri ber Not Menber O0F CUG (1),

128 request edBasi cSer vi ceVi ol at esCUG Constraints (5),

129 cal | edPartySS-InteractionViolation (7)}

130

131 [SS-Inconpati bilityCause ::= SEQUENCE {

132 ss- Code [1] SS-Code OPTI ONAL,
133 basi cServi ce Basi cSer vi ceCode OPTI ONAL,
134 ss- Stat us [4] SS-Status OPTI ONAL,
135 ..}

136

137 |[PW Regi strati onFai |l ureCause ::= ENUVERATED {

138 undeternined (0),

139 i nval i dFormat (1),

140 newPasswor dsM smatch  (2)}

141

142

143 [SM Enuner at edDel i ver yFai | ureCause ::= ENUMERATED {

144 menor yCapaci t yExceeded (0),

145 equi pnent Prot ocol Error (1),

146 equi prent Not SM Equi pped  (2),

147 unknownServi ceCentre (3),

148 sc- Congestion (4),

149 i nval i dSVE- Address  (5),

150 subscri ber Not SC- Subscriber  (6)}

151

152 [SM Del i veryFai | ureCause ::= SEQUENCE {

153 sm Enuner at edDel i ver yFai | ur eCause SM Enurrer at edDel i ver yFai | ur eCause,

154 di agnosticlnfo Signal I nfo OPTI ONAL,
155 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
156 ...}

157

158 [Absent Subscri ber SM Par am : : = SEQUENCE {

159 absent Subscri ber Di agnost i cSM Absent Subscri ber Di agnost i cSM OPTI ONAL,
160 -- Absent Subscri ber Di agnosti cSM can be either for non- GPRS

161 -- or for GPRS

%g% ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
164 addi ti onal Absent Subscri berDi agnosticSM  [0] Absent Subscri ber Di agnosti cSM OPTI ONAL }
165 -- if received, additional Absent Subscri berDi agnosti cSM

166 -- is for GPRS and absent Subscri ber Di agnosticSMi s

167 -- for non-GPRS

168

169 |[Absent Subscri ber Di agnosti cSM :: = | NTEGER (0. . 255)

170 -- Absent Subscri ber Di agnosti cSM val ues are defined in ETS 300 536 (GSM 03. 40)
171

172 [Syst enfai |l ureParam ::= CHO CE {

173 net wor kResour ce Net wor kResour ce,

174 -- networ kResource nust not be used in version 3

175 ext ensi bl eSyst enfFai | ur ePar am Ext ensi bl eSyst enfFai | ur ePar am

176 -- extensi bl eSystenfai | ureParam nust not be used in version <3

177 }

178

179 |Ext ensi bl eSyst enfai | ur eParam : : = SEQUENCE {

180 net wor kResour ce Net wor kResour ce OPTI ONAL,
181 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
182 ...}

183
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184
185
186
187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206
207
208
209
210
211
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213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249
250

Dat aM ssi ngPar am : : = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Unexpect edDat aPar am : : = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Faci | i t yNot SupPar am : : = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

OR- Not Al | owedPar am : : = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

UnknownSubscri ber Param : : = SEQUENCE {

ext ensi onCont ai ner

unknownSubscri ber Di agnosti c

Ext ensi onCont ai ner

UnknownSubscr i ber Di agnosti c

OPTI ONAL,

OPTI ONAL}

UnknownSubscri ber Di agnosti c ::= ENUMERATED ({

i msi Unknown (0),
gprsSubscri pti onUnknown (1),

npdbM smatch  (2)}

-- if unknown values are received in

-- unknownSubscri ber Di agnostic they shall be discarded

Nunber ChangedPar am : : = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Uni dent i fi edSubParam :: = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Il I egal Subscri ber Param :: = SEQUENCE {

ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

I'I'I egal Equi pnent Param : : = SEQUENCE {

ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Bear er Ser vNot ProvPar am : : = SEQUENCE {

ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Tel eser vNot ProvParam : : = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Traci ngBuf f er Ful | Param : : = SEQUENCE {

ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

NoRoam ngNbPar am : : = SEQUENCE {
ext ensi onCont ai ner

-}

Ext ensi onCont ai ner

OPTI ONAL,

Absent Subscri ber Param : : = SEQUENCE {

ext ensi onCont ai ner

absent Subscri ber Reason

Ext ensi onCont ai ner

[ 0] Absent Subscri ber Reason

OPTI ONAL,

OPTI ONAL}
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252
253

255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
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289
290
291
292
293
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295
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297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324

Absent Subscri ber Reason :: = ENUMERATED {
i msi Detach (0),
restrictedArea (1),
noPageResponse (2),

pur gedVB (3)}

-- exception handling: at reception of other values than the ones |isted the

-- Absent Subscri ber Reason shal |l be ignored.

-- The Absent Subscri ber Reason: purgedM5 is defined for the Super-Charger feature
-- (see TS 23.116). If this value is received in a Provide Roam ng Number response
-- it shall be mapped to the Absent Subscriber Reason: insiDetach in the Send Routeing

-- Information response

BusySubscri ber Param : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
cchs- Possi bl e [0] NuLL OPTI ONAL,
cchs- Busy [1] NuULL OPTI ONAL}
NoSubscri ber Repl yParam : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Forwar di ngVi ol ati onParam : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Forwar di ngFai | edParam : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
ATI - Not Al | owedPar am : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
ATSI - Not Al | owedPar am : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
ATM Not Al | owedPar am : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Il egal SS- Operati onParam :: = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
SS- Not Avai | abl eParam : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
SS- Subscri ptionViol ati onParam :: = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
I nf or mat i onNot Avai | abl eParam : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
SubBusyFor M- SM5- Par am : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
gpr sConnect i onSuspended NULL OPTI ONAL }
-- If GoprsConnectionSuspended is not understood it shall
-- be discarded
MessageWai t Li st Ful | Param : : = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
-}
Resour ceLi m tationParam :: = SEQUENCE {
ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,

-}
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325 |NoG oupCal | NbParam : : = SEQUENCE {

326 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
327 ...}

328

329 |l nconpati bl eTer ni nal Param : : = SEQUENCE {

330 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
331 ...}

332

333 |short Ter nDeni al Param : : = SEQUENCE {

334 ..}

335

336 [LongTer nDeni al Param : : = SEQUENCE {

337 ...}

338

339 |Unaut hori zedRequest i ngNet wor k- Par am : : = SEQUENCE {

340 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
341 ...}

342

343 |Unaut hori zedLCSd i ent - Param : : = SEQUENCE {

344 unaut hori zedLCSCd i ent - Di agnostic [0] UnauthorizedLCSClient-Di agnostic OPTI ONAL,
345 ext ensi onCont ai ner [1] ExtensionCont ai ner OPTI ONAL,
346 .}

347

348 ([Unaut hori zedLCSO i ent - Di agnostic ::= ENUMVERATED {

349 noAddi ti onal | nformation (0),

350 cli ent Not | nMSPri vacyExcept i onLi st (1),

351 cal | Tod i ent Not Setup (2),

352 privacyOverri deNot Appl i cabl e (3),

353 di sal | owedBylLocal Regul at oryRequi renents (4),

354 o)

355 |--  exception handling:

356 [-- any unrecogni zed val ue shall be ignored

357

358 ([PositionMet hodFai | ure- Param : : = SEQUENCE {

359 posi ti onMet hodFai | ure- Di agnostic [0] PositionMethodFail ure-Di agnostic OPTI ONAL,
360 ext ensi onCont ai ner [1] ExtensionCont ai ner OPTI ONAL,
361 .}

362

363 |Posi ti onMet hodFai | ure- Di agnostic ::= ENUMERATED {

364 congestion (0),

365 i nsufficientResources (1),

366 i nsuf fici ent MeasurenmentData (2),

367 i nconsi st ent Measurenent Data (3),

368 | ocat i onPr ocedur eNot Conpl eted (4),

369 | ocat i onPr ocedur eNot Suppor t edByTar get M5 (5),

370 qoSNot At t ai nable (6),

371 .

372 [--  exception handling:

373 [-- any unrecogni zed val ue shall be ignored

374

375 |unknownOr Unr eachabl eLCSO i ent - Par am : : = SEQUENCE {

376 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
377 ...}

378

379 | M\ Event Not Suppor t ed- Param : : = SEQUENCE {

380 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
381 )

382

383 [SecurityAssoci at i onNot Suppor t edPar am : : = SEQUENCE {

384 unsuppor t edAC- Or Qper at i on [0] NULL OPTI ONAL,
385 al gori t hmNot Support ed [1] NuLL OPTI ONAL,
386 nmodeOf Qper at i onNot Suppor t ed [2] NULL OPTI ONAL,
387 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
388 ..}

389

390 (KeyDi stributionFail ureParam ::= SEQUENCE {

391 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
392 ..}

393

394 [DecryptionFai | ureParam :: = SEQUENCE {

395 ext ensi onCont ai ner Ext ensi onCont ai ner OPTI ONAL,
396 ..}

397

398

399

400 END

401
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402 **********************************NEXT '\ml FI OATI O\Ik***************************************

17.7.14  Secure Transport data types

1 MAP- ST-Dat aTypes {
2 ccitt identified-organization (4) etsi (0) nobil eDomain (0)
2 gsm Network (1) nodul es (3) map- ST-DataTypes (27) version6 (6)}
5 DEFIN TI ONS
g IMPLICI T TAGS
8 BEGN
9
10 EXPORTS
11 Securi t yHeader,
12 Pr ot ect edPayl oad,
13 Securit yEnvel opeAr g,
14 Securit yEnvel opeRes,
15 Updat eSecuri t yAssoci at i onAr g,
16 Updat eSecuri t yAssoci at i onRes,
17 Not eNewSecur i t yAssoci at i onAr g,
18 Not eNewSecur i t yAssoci at i onRes,
19 Secur it yUpdat eConpl et eAr g
20 ;
21
22 1 MPORTS
23 | SDN- Addr essString
24 FROM MAP- ConmonDat aTypes {
25 ccitt identified-organization (4) etsi (0) nobil eDomain (0)
%g gsm Network (1) nodul es (3) map- CormonDat aTypes (18) version6 (6)}
28
29
30
31 [ProtectionMVbde ::= ENUMERATED {
32 noProt ecti on (0),
33 integrityAuthenticity (1),
34 confidentialitylntegrityAuthenticity (2)}
35
36 |EncryptionAl gorithmdentifier ::= ENUMERATED {
37 beano (0),
38 des (1),
39 tripl e- DES (2),
40 i dea (3),
41 )
42
43 [MbdeOf Qperation ::= ENUMERATED {
44 ecb (0),
45 cbc (1),
46 cfb (2),
47 of b (3),
48 !
49 -- nmodes of operation are defined in | SOIEC 10116 (1991)
50
51 |KeyVersi onNunber ::= INTEGER (0..127)
52
53 |CperationCode ::= CHO CE {
54 | ocal Val ue | NTEGER,
55 gl obal Val ue OBJECT | DENTI FI ER}
56
57 |Updat eSecurityAssoci ati onArg :: = SEQUENCE {
58 pl m-1d | SDN- Addr essStri ng,
gg | ayer-1-encryptedSecurityAssociati on Layer-|-EncryptedSecurityAssociation,
.}
61
62 |Layer-1-EncryptedSecurityAssociation ::= OCTET STRING (SI ZE (1..1000))
63 -- Length of Layer-|-EncryptedSecurityAssociation is adjusted according to the
64 -- capabilities of l|ower protocol |ayers
65 -- The Layer-|-EncryptedSecurityAssociation carries the result of applying the
66 -- layer | encryption function specified in TS 33.102 to the encodi ng of the
67 -- SecurityAssoci ation.
68
69
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111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142

SecurityAssociation ::= SEQUENCE {
encrypti onAl gorithm dentifier [0] EncryptionAlgorithmdentifier OPTI ONAL,
keyVer si onNunber [2] KeyVersionNunber OPTI ONAL,
key [3] Key OPTI ONAL,
prot ecti onMbdesFor Di al oguelLi st [4] ProtectionMbdesFor D al ogueLi st OPTI ONAL,
renmoveAl | [5] NULL OPTI ONAL,
.}
[Key ::= OCTET STRING (Sl ZE (8..16))
Prot ecti onMbdesFor Di al oguelLi st ::= SEQUENCE S| ZE (1..100) OF
Pr ot ect i onMbdesFor Di al ogue
Pr ot ecti onMbdesFor Di al ogue :: = SEQUENCE {
di al oguel d Di al oguel d,
add-renmovel ndi cat or Add- Renovel ndi cat or,
-}
Di al oguel d ::= SEQUENCE {
ac OBJECT | DENTI FI ER,
firstQOperation Oper at i onCode,
.}
Add- Renovel ndi cator ::= CHA CE {
add Protectionlnfo,
renove NULL
}
Protectionlnfo ::= SEQUENCE {
user | nf oProt ecti onMbde [1] Mode OPTI ONAL,
conmponent Prot ecti onModeli st [2] Conponent Protecti onMbdeli st,
.}
Conponent Prot ecti onMbdeLi st ::= SEQUENCE SI ZE (1..10) OF
Conponent Pr ot ecti onMbdes
Conponent Prot ecti onMbdes :: = SEQUENCE {
operation Oper at i onCode,
ar gunent Mode,
resul t [0] Mode OPTI ONAL,
error [1] Mode OPTI ONAL,
-}
Mode ::= SEQUENCE ({
protecti onMbde Pr ot ect i onMbde,
modeCf Oper ati on ModeCOf Oper ati on OPTI ONAL,
.}
Updat eSecurit yAssoci ati onRes ::= SEQUENCE {
}
Not eNewSecurityAssoci ati onArg ::= SEQUENCE {
direction Direction,
pl m-1d | SDN- Addr essStri ng,
| ayer-11-encryptedSecurityAssociation Layer-11-EncryptedSecurityAssoci ation,
-}
Direction ::= ENUMERATED ({
sendi ng (0),
receiving (1)
}
Layer-11-EncryptedSecurityAssociation ::= OCTET STRING (S| ZE (1..1000))
-- Length of Layer-11-EncryptedSecurityAssociation is adjusted according to the
-- capabilities of |ower protocol |ayers
-- The Layer-11-EncryptedSecurityAssociation carries the result of applying the
-- layer Il encryption function specified in TS 33.102 to the encoding of the
-- SecurityAssociation.
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143

145
146
147
148
149
150
151
152
153
154

Not eNewSecuri t yAssoci ati onRes ::= SEQUENCE {
}
SecurityUpdat eConpl et eArg :: = SEQUENCE {
successl ndi cat or NULL OPTI ONAL,

END
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NEXT MODIFICATIQN****¥**kittkiikikkiithiikkkikiis

24B  Key Distribution procedures

24B.1 General

The MAP Key Distribution procedures are used to establish a new security association between two PLMNSs. After
successful establishment of the new security association a previously established security association becomesinvalid.

The message flows for successful security association establishment are shown in figure 24B.1/1:

PLMN X PLMN Y

all rel evant all rel evant
MAP entities MAP entities
+---+ +---+ +---+ +---+
: e P KAGH- - - - - - oo PKACGH- - - - - e - - : :
+---+ +---+ +---+ +---+

I I

| MAP_UPDATE_SECUR! T\( l

; ASSCCI ATI ON I |

o e e e oo >

| MAP_NOTE_NEW SECURI TY_

1 ASSCCI ATT ON i

(note 1) '

1
|
l MAP NOTE NEW. SECURI TV
|

1
|
|
|
|
|
| ASSOCI ATTON ack
|
|
|
|
|
|
|

(note 4)

1
|
|
|
|
|
|
|
|
|
| |
| o Y
| | .
} MAP UPDATE SECURI TY l
| ASSOCI ATI ON ack ! |
Cmmmmmm s +
I (note 2) i I
IMAP NOTE NEW : :
| SECORI TY_ ~ASSoc ATI ON | |
B . +
I (note 3) i I I
I MaP NOTE ' '
| SECORI TY‘ASSOCI ATI ON ack : :
o
. | | |
} | MAP_SECURI TY_UPDATE_ l
| | COVPLETE ! |
mm e >
I i (note 4) I I
| MAP SECURI TY_UPDATE : MAP SECURI TY_ UPDATE :
| COVPLETE ! | CoOVPLETE |
| |
| |
1 1

Notes:
NOTE 1: To all relevant MAP entities in PLMN Y.

NOTE 2: MAP_UPDATE_SECURITY_ASSOCIATION ack is sent as soon as all
MAP_NOTE_NEW_SECURITY_ASSOCIATION ack messages have been received.

NOTE 3: To all relevant MAP entities in PLMN X.

NOTE 4: MAP_SECURITY_UPDATE_COMPLETE is sent as soon as all
MAP_NOTE_NEW_SECURITY_ASSOCIATION ack messages have been received.

Figure 24B.1/1: Message flow for successful Security Association establishment
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24B.2 Processes in the MAP Entities

Thetext in this clause (if any) is a supplement to the definition in the SDL diagrams; it does not duplicate the
information in the SDL diagrams.

24B.2.1 Process in the KAC
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Process USA KAC

'Processin the KAC to update
'a security association ‘

Signals toffrom the left

are to/from the KAC internal
process; signals to/from the righ
are to/from the remote KAC

< ldle
[ \
Update Receive_
Security Open_Ind
Associatio
OK

MAP_OPEN_req

ASSOCIATION_req

MAP_UPDATE_SECURITY_

MAP_DELIMITER _req

Receive
Open_Cnf

OK Vr, Error

Wait for Ack <

negative
response

MAP_CLOSE _ind,
MAP_P_ABORT _ind,
MAP_U_ABORT _ind

Vr, Error

Wait for
service dle

MAP_
NOTICE_

ind

negative
response

Idle

MAP_UPDATE_SECURITY._
ASSOCIATION cnf

positive
response

Wait for
completion A
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Process USA KAC
'Processin the KAC to update
'a security association

Wait for
service

Wait for
completion A

distribution
complete

Signals toffrom the left
are to/from the KAC internal
process; signals to/from the righ

=

MAP_SECURITY_
UPDATE_COMPLETE_req

MAP_CLOSE_req

MAP_P_
ABORT_in

MAP_NOTCE_ind

N

-

MAP_CLOSE req

MAP_UPDATE_SECURITY_
ASSOCIATION_ind

Update
Security

positive
Ack

Wait for
completion B

MAP_UPDATE_SECURITY_

ASSOCIATION rsp

IMAP_DELIMITER req

negative
Ack

set
error

MAP_UPDATE_SECURITY_
ASSOCIATION rsp
IMAP_CLOSE req

-

2(
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Process USA KAC

‘Process in the KAC to update Wait for Signals toffrom the left
.a security association : completion B are to/from the KAC intemal

process; signals to/from the righ

MAP_SECURITY_
UPDATE_COMPLETE_ind

Update
complete

42



43



Process NNS_KAC

Processin the KAC o Signals toffrom the left
'to send a new security ‘ are to/from the KAC internal
.association to a MAP entity

process; signals to from the righ
'within the PLMN
< ldle

,,,,,,,,,,,,,,, are to from the MAP-entity

—
note new MAP_NOTE_NEW_SECURITY_
securle _ ASSOCIATION cnf

N
MAP_OPEN_req
MAP_NOTE_NEW_SECURITY_
ASSOCIATION_req
MAP_DELIMITER_req
Wait for
completion
—
Receive_ update
Open_Cnf complete
Vr, Error
negative
response
Wait for dle MAP_SECURITY_
result UPDATE_COMPLETE_req
MAP_CLOSE req
MAP_CLOSE_ind,
MAP_P_ABOPRT _ind, Idle
MAP_U_ABORT _ind —_—
negative
response
Idle
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24B.2.2 Process in the relevant MAP entities

Process NNS_MAP_ENTITY 1(
‘Process in a MAP- énititi/ Signals from the left are
'to receive a new Securlty to/from the KAC; signals from
,Association the right are to/from the internal
""""""" process
Idle
Receive_
Open_ind
Vr, Error
OK

Wait for
Service Idle

| |MAP_CLOSE _ind, MAP_ | |IMAP_NOTE_NEW_
MAP_P_ABORT_ind, NOTICE_ind SECURITY_ASSOCIATION_ind

MAP_U_ABORT_ind

MAP_ Note new
CLOSE req |Security

Associatio

‘ oo GIetuo

%

Idle Wait for
( ) response

noted <

Wait for
completion

MAP_NOTE_NEW_
SECURITY_ASSOCIATION_rsp
MAP_DELIMITER_req
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Process NNS_MAP_ENTITY

‘Process in a MAP-entity: Wait for :

‘ ; Y. r ) Signals from the left
foreceive anew Security < completion tc;ﬁi'nomstr:(;nllAg gi r?:las from
.Association ! : 519

the right are to/from the intern

MAP_SECURITY_
UPDATE_COMPLETE_ind

update
complete
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