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At the last TSG-N WG4 meeting in Charleston (27"-31% March), it was agreed to follow the
principles in Tdoc N2B-000394 for the incorporation of MAP Security Layer Il at TSG-N
WG4 specifications (mainly 29.002).

These principles define “noProtection” as a valid value for “Protection Mode” parameter
specified at the “Security Header” field of the protected MAP message.

SecurityHeader ::= SEQUENCE {
sendi ngEnti t yAddr ess | SDN- Addr essStri ng,
prot ecti onvbde Pr ot ect i onMbde,
ori gi nal Conponentldentifier Ori gi nal Conponent | dentifier,
..}
Prot ecti onMbde :: = ENUMERATED ({
noProt ecti on (0),
integrityAuthenticity (1),
confidentialitylntegrityAuthenticity (2)}

TSG-S WG3 would like to inform TSG-N WG4 that there is no security reason why
‘noProtection’ (ProtectionMode 0) shall be defined as a valid Protection Mode value for the
Layer Il protected MAP messages.

Furthermore, the use of ProtectionMode O does not introduce additional security to the
MAP message while introducing additional overheads.

Following this reasoning, TSG-S WG3 recommends TSG-N WG4 to discard ‘noProtection’
(ProtectionMode 0) as a valid Protection Mode value for the Layer Il protected MAP
messages.

Only ProtectionMode 1 and ProtectionMode 2 shall be then defined as valid values. The
original unprotected MAP message shall be considered as offering ProtectionMode 0 for
MAP Security Layer Il messages.

On the other hand, it shall be also defined a policy mechanism to determine whether the
receiving entity allows the reception of specific unprotected MAP messages.
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This contribution is based on the proposal from Nortel Networks Tdoc N2B000378 discussed in Milan. It
outlines some general principles and proposes details on ASN.1 and the MAP Dialogue State Machine. The

intention

isto provide ideas for a complete and future proof solution although for R99 it is not required to

make use of all parts of this proposal.

Principles:

ASN.1:

The TCAP operation class of the protected operation shall be the same as the TCAP operation
class of the unprotected operation. This means that instead of introducing one new operation
"SecurityTransport”, it is proposed to introduce four new operations. SecurityTransportClassl,
Security TransportClass2, SecurityTransportClass3 and Security TransportClass4. All four
operations shall run under the same new AC " SecureT ransportHandlingContext". Note that for
R99 only SecurityTransportClassl is required.

Information transported in the Dial ogue Portion of the unprotected message shall not be moved to
the Component Portion when protecting the message. This means that the original AC shall be
kept in the Dialogue Portion. Since the Dialogue Portion of the protected message contains the
new AC secureTransportHandlingContext, the original AC shall be coded within the User Info of
the Dial ogue Portion.

The concept shall allow to protect error parameters in ReturnError Components and Userinfo in
the Dialogue Portion. Note that for R99 protection of User Info is not required.

For AC version negotiation primarily the new AC (secureT ransportHandlingContext ) and
secondarily the original AC (both within the Dialogue Portion) shall be taken into account. If the
receiving entity supports the secureT ransportHandlingContext but does not support the original
AC, it shall mirror back the secureTransportHandlingContext in an Abort message and add
information in the User Info of the Abort to indicate that the original AC is not supported, and, if
appropriate, to indicate which alternative for the original AC is supported.

For overload control the original AC shall be taken into account.

new AC secureTransportHandlingContext:

secureTr

{map- ac secureTransport Handl i ngCont ext (x) version3(3)}

ansport Handl i ngCont ext-v3 OBJECT I DENTIFIER :: =

new operation Package:

Secur eTr ansport Handl i ngPackage-v3 ::= OPERATI ON- PACKAGE
CONSUMER | NVOKES {

Secur eTransport d assl
Secur eTransport C ass2
Secur eTransport d ass3
Secur eTr ansport C ass4}

new operations.



SecureTransport d assl ::= OPERATI ON --Timer shall be the sane as for the
--original operation
ARGUVENT
securityEnvel opeArg Securi tyEnvel opeArg
RESULT
securi tyEnvel opeRes Securi t yEnvel opeRes
ERRORS {
Secur eTransportError}
SecureTransport C ass2 ::= OPERATI ON --Timer shall be the sanme as for the
--original operation
ARGUMENT
securityEnvel opeArg SecurityEnvel opeArg
ERRORS {
Secur eTransportError}
SecureTransport C ass3 :: = OPERATI ON --Timer shall be the sanme as for the
--original operation
ARGUMENT
securityEnvel opeArg SecurityEnvel opeArg
RESULT
securityEnvel opeRes SecurityEnvel opeRes
SecureTransport d ass4 ::= OPERATI ON --Tinmer shall be the sane as for the
--original operation
ARGUVENT
securityEnvel opeArg SecurityEnvel opeArg
new data types:
SecurityEnvel opeArg ::= SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL
-- The protectedPayl oad carries the result of applying the
-- encryption function specified in TS 33.102 to the encoding of the
-- original operation's argunent.
SecurityEnvel opeRes ::= SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad OPTI ONAL

-- The protectedPayl oad carries the result of applying the
-- encryption function specified in TS 33.102 to the encodi ng of the

-- original operation's result.

SecurityHeader ::= SEQUENCE {
sendi ngEnt i t yAddr ess
protecti onMobde
ori gi nal Conponent | denti fier

-}

| SDN- Addr essStri ng,
Pr ot ecti onMbde,

Ori gi nal Conponent | denti fier,

Pr ot ect edPayl oad :

"= OCTET STRING (SIZE (1..1000))

-- Length of protectedPayl oad is adjusted according to the

-- capabilities of |ower protocol |ayers
Protecti onMbde ::= ENUMERATED ({

noProtection (0),

integrityAuthenticity (1),

confidentialitylntegrityAuthenticity (2)}

Ori gi nal Conponent I denti fier
oper at i onCode
error Code
userlnfo

1= CHO CE {

[0] OperationCode,
[1] Error Code,
[2] NULL}




OperationCode ::= CHO CE {

| ocal Val ue | NTECGER,

gl obal Val ue OBJECT | DENTI FI ER}
ErrorCode ::= CHO CE {

| ocal Val ue | NTEGER,

gl obal Val ue OBJECT | DENTI FI ER}
new Error:
SecureTransportError ::= ERROR

PARAMETER

secur eTransport Error Param Secur eTransport Error Param

new error data type:

Secur eTransport ErrorParam :: = SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad

-- The protectedPayl oad carries the result of applying the
-- encryption function specified in TS 33.102 to the encodi ng of the
-- original error paraneter.

OPTI ONAL

new Di al ogue Information to protect TCAP User Info:

map- Prot ect edDi al ogueAS OBJECT | DENTI FIER :: =
{gsm Net workl D as-1d map-ProtectedD al oguePDU (2) versionl (1)}

MAP- Pr ot ect edDi al oguePDU : : = SEQUENCE {
securit yHeader Securi t yHeader,
pr ot ect edPayl oad Pr ot ect edPayl oad
}

-- The protectedPayl oad carries the result of applying the
-- encryption function specified in TS 33.102 to the encoding of the
-- original MAP-Di al oguePDU.

new Di al ogue Information to transport the original AC

map- Ori gi nal AC-AS OBJECT | DENTIFIER :: =
{gsm Net workl D as-1d map- Oigi nal AC-PDU (3) versionl (1)}

[MAP- Ori gi nal AC PDU :: = OBJECT | DENTI FI ER
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1) identified by map-DialogueAS
2) identified by map-Originad AC-AS
3) identified by map-ProtectedDial ogueAS

M AP Dialogue State Machine:

The following modificationsin the SDLs of the MAP_Provider (29.002 section 16) are far from complete.
If the general concept is acceptable by N2B, delegates are invited to contribute to the completion of this
work.



Process MAP_DSM
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Process MAP_DSM
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Process MAP_DSM
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Procedure PROCESS _COMPONENTS 132 42(5
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Procedure PROCESS COMPONENTS
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