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4.2.1       Enhanced User Identity Confidentiality (EUICUSIM)

For UMTS users with EUIC, the USIM has to store additional data and have additional functions implemented to
encrypt the permanent user identity (IMSI). We describe the requirements as regards data storage and algorithm
implementation for an example mechanism in annex B of 3G TS 33.102.

The following data elements need to be stored on the USIM:

a)   SQNUIC: a counter that is equal to the highest SQNUIC generated and sent by the USIM to the HE/UIDN;

b)   GK: the group key used to encrypt the MSIN and SQNUIC;

c)   GI: a group identifier that identifies the group the user refers to as well as the GK;

d)   TEMSI: a temporary identity used for paging instead of IMSI;

d)   UIDN_ADR: address of UIDN according to E.164.

Table 1: USIM – Enhanced User Identity Confidentiality – Data elements

Symbol Description Multiplicity Lifetime Length Mandatory / Optional
GK Group key 1 per user group the

user belongs to
Permanent 128 bits

(Note 1)
Optional

SQNUIC Counter 1 per user Updated when
protocol for EUIC is
executed

32 bits Optional

GI Group Identity 1 per user Permanent 32 bits Optional
TEMSI Temporary

identity used for
paging instead
of IMSI

1 per user Updated when a new
identity request has
been performed

As per
IMSI

Optional

UIDN_ADR  Address of
UIDN according
to E.164

1 per user Permanent 15 digits Optional

NOTE 1:    The table entry is for the example secret key mechanism given in annex B of 33.102

The following cryptographic functions need to be implemented in the USIM:

-     f6:        the user identity encryption function;

-     f10:     TEMSI calculation function.

For a summary of the data elements and cryptographic function of the EUICHE function see table 2.

Table 2: USIM– Enhanced User Identity Confidentiality – Cryptographic functions

Symbol Description Multiplicity Lifetime Standardised /
Proprietary

Mandatory / Optional

f6 User identity encryption
function

1 Permanent Proprietary Optional

f10 TEMSI calculation
function

1 Permanent Proprietary Optional
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4.3.4       Enhanced user identity confidentiality (EUICUE)

The UE shall support the UMTS mechanism for enhanced user identity confidentiality described in 6.2 of 3G TS
33.102.

The UE shall store the following data elements:

-     the TEMSI: a temporary identity used for paging instead of IMSI.

Table 9a: UE – User Identity Confidentiality – Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optional

TEMSI Temporary identity
used for paging
instead of IMSI

1 per user Updated when a
new identity request
has been performed

As per IMSI Optional
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4.5.2       Enhanced user identity confidentiality (EUICSN)

The VLR (equivalently the SGSN) shall support the UMTS mechanism for enhanced user identity confidentiality
described in 6.2 of 3G TS 33.102.

The VLR shall store the following data elements:

-     the TEMSI: a temporary identity used for paging instead of IMSI.

Table 15a: VLR – User Identity Confidentiality – Data elements

Symbol Description Multiplicity Lifetime Length Mandatory / Optional
TEMSI Temporary identity used

for paging instead of
IMSI

1 per user Updated when a new
identity request has
been performed

As per
IMSI

Optional

Equivalently, the SGSN shall store the following data elements:

-     the TEMSI: a temporary identity used for paging instead of IMSI.

Table 15b: SGSN – User Identity Confidentiality – Data elements

Symbol Description Multiplicity Lifetime Length Mandatory / Optional
TEMSI Temporary identity used

for paging instead of
IMSI

1 per user Updated when a new
identity request has
been performed

As per
IMSI

Optional
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4.7        Enhanced user identity confidentiality (EUICHE)
For UMTS users with EUIC, the UIDN has to store additional data and have additional function implemented to decrypt
the permanent user identity (IMSI) and to calculate the paging identity TEMSI to be used instead of IMSI. We describe
the requirements as regards data storage and algorithm implementation for the example mechanism in annex B of 3G TS
33.102.

The following data elements need to be stored on the UIDN:

a)   GK: the group key used to decrypt the IMSI and SQNUIC;

b)   GI: a group identifier that identifies the group the user refers to as well as the GK;

c)   TEMSI: a temporary identity used for paging instead of IMSI;

d)   IMSI: the IMSI of the user the feature is applied to.

Table 21a: UIDN – Enhanced User Identity Confidentiality – Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optional

GK Group key 1 per user group Permanent 128 Optional
GI Group Identity 1 per user Permanent 32 bits Optional
TEMSI Temporary

identity used for
paging instead of
IMSI

1 per user Updated when a
new identity
request has been
performed

As per IMSI Optional

IMSI IMSI 1 per user Permanent 64 bits Optional

The following cryptographic functions need to be implemented in UIDN:

-     f7:  the user identity decryption function.

-     f10:     TEMSI calculation function.

For a summary of the data elements and cryptographic function of the EUICHE function see table 2.

Table 21b: UIDN – Enhanced User Identity Confidentiality – Cryptographic functions

Symbol Description Multiplicity Lifetime Standardised /
Proprietary

Mandatory /
Optional

f7 User identity
decryption
function

1 Permanent Proprietary Optional

f10 TEMSI
calculation
function

1 Permanent Proprietary Optional


