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Intellectual Property Rights

| Tobeadded by the GSM Association Secretariat (if needed)

Foreword

This GSM Association Technica Specification has been produced by GSM Association Security Group.

This specification for the so-caled A5/3 dgorithm isintended to be amandatory standard for GSM, in addition to the dready used
A5/1 and A5/2 dgorithms.

This document provides a Requirements Specification for the GSM A5/3 dgorithm.

The specification isintended for use by the ALGORITHM DESIGN AUTHORITY, which will be responsible for the design of the
dgorithm.
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1 Scope

This specification condtitutes a requirements specification for a cryptographic GSM A5/3 dgorithm that may be used as the so-called
GSM A5 dgorithm.

This specification isintended to provide the ALGORITHM DESIGN AUTHORITY, which will be responsible for the design of the
dgorithm, with the information it requires for designing and ddlivering atechnica specification for this agorithm.

The specification coversthe intended use of the agorithm and use of the agorithm specification, technical requirements on the
dgorithm, requirements on the agorithm specification and test data, and qudity assurance requirements on both the dgorithm and its
documentation. The specification aso outlines the background to the production of this specification.

2 References
1 GSM 03.20: "Digitd cdlular telecommunications system (Phase 2+); Security related network functions'
3 Definitions and abbreviations

3.1 Definitions

ALGORITHM DESIGN AUTHORITY A group appointed by the GSM Association to supply the specifications of
the GSM A5/3 agorithm

GSM A5/3 dgorithm Encryption Algorithm which fulfilsthe A5 functiondity in GSM and which
will be made available by the GSM Association to operators of GSM systems

3.2 Abbreviations

BLOCK1 1% output BLOCK of agorithm

BLOCK2 2" output BLOCK of agorithm

COUNT COUNTer (sometimes cdled TDMA)
DSP Digital Signal Processor

GV Globa System for Mohile communications
K. GSM Cipher Key

4 Use of the GSM A5/3 Algorithm

This clause defines those organisations for whom the dgorithm isintended, describes the gpplication of the agorithm, indicates
possible geographica/geopalitica redtrictions on the use of equipment which embodies the dgorithm, and describes the types of
implementations of the dgorithm that are envisaged.
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4.1 Use of the algorithm

| Theagorithm shall only be used for GSM a
in[1, GSM 03.20].

encryption using the A5 function as described

More specifically the use of the dgorithmisasfollows:.

- thedgorithmisused to encrypt user and Signdling data over the air interface.

4.2 Places of use

The dgorithm isimplemented in the GSM Hand Setsand in GSM Network. It can be expected that the use of the AS/3 dgorithm in
GSM will leed to legd retrictions on the use or export of GSM equipment

4.3 Types of implementation

The norma method for implementing the agorithm isin hardware or DSP.
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5 Use of the algorithm specification

This clause addresses ownership of the agorithm specification, defines which types of organisation are entitled to obtain acopy of
the agorithm specification, and outlines how and under what conditions such organisations may obtain the specification.

5.1 Ownership

Thedgorithm and all copyright and IPR to the agorithm and test data specifications shall be owned exclusively by the GSM
Association.

The GSM Association shdl gppoint the ALGORITHM DESIGN AUTHORITY for the dgorithm. The GSM Association Security
Group will draft a Terms of Reference for the work of the ALGORITHM DESIGN AUTHORITY.

Provided the algorithm is adequately protected by I1PR or copyright owned by the GSM Association, the algorithm specification shall
be openly published by the GSM Association. Use of the dgorithm shall be restricted to members of the GSM Association subject to
alicence agreement. Those memberswill, upon request, be ertitled to receive test deta

NOTE: thefact that thealgorithm ispublished will lead to legal difficultiesin restrictingitsuse. First of all it isnot
clear to which extend-extent it can be protected by | PR. Furthermoreit isnot clear to which extend therestricted use of

the published A3/A8-2000+algorithmto GSM-authenticationA5/3 only can belegally protected using alicence.

Thisshould bereviewed by the GSM Association legal advisor s beforethe design work isstarted. They will haveto
investigate what the possibilities areto patent/copyright a published algorithm

5.2 Users of the specification

The dgorithm specification isintended for use by members of the GSM Association, which are or will be operating a GSM Network,
and their hand set and infrastructure suppliers.

5.3 Licensing

NOTE: thissection will haveto bereviewed oncethelegal issues have been resolved by the GSM Association legal
advisors

Users of the agorithm, and users and recipients of the agorithm specification, shdl be required to Sgn alicence agreement.

The GSM Associdtion is responsible for drafting appropriate licence agreements.

Licences shdl beroydty free. However, the dgorithm custodian may impose asmall charge to cover adminidrative cogtsinvolved in
issuing the licences.
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It isenvisaged that there shall be two types of licence agreements. one for GSM Network Operators entitled to use the agorithm, and
one for organisations who need the agorithm specification in order to build equipment or components which embody the agorithm,
as defined in subclause 5.2,

The licence agreement signed by aGSM Network shal require that organisation to comply with the restrictions on the use of the
dgorithm.

Comment Per: | suggest different licensing rulesfor_handsets (all manufactur ers of mobiles get the spec dir ectly from
custodian, not practical to distribute this spec through operators).

5.4 Management of the specification

NOTE: this section will have to be reviewed once the lega issues have been resolved by the GSM Association legal advisors

The GSM Association shall specify the distribution procedure for the agorithm specification. The ALGORITHM DESIGN
AUTHORITY for the dgorithm is expected to design the appropriate procedure for the distribution of the algorithm after consulting
the GSM Association and the GSM Association Security Group.

The outline procedure has the following steps.

1. TheGSM Asocigtion shdl appoint a custodian for administration of the agorithm specification.

2. A GSM Operaor which isamember of the GSM Association may request copies of the algorithm specification (and test data)
and alicence to use the dgorithm from the custodian.

3. If the GSM Operator isentitled to use the algorithm, the custodian shall issue the requested a gorithm specifications and test
data subject to the GSM Operator signing alicence agreement.

4. A GSM Operator who islicensed to use the agorithm may (sub)licence the use of the agorithm to an organisation which intends
to build equipment or components that embody the agorithm. Such an organisation shall then be required by the GSM Operator
to sign alicence issued by the custodian before using the dgorithm. The GSM Operator will be responsible for this process and
provide copies of the signed licence agreement to the custodian.

6 Functional requirements

The ALGORITHM DESIGN AUTHORITY for the dgorithm is required to design an agorithm that satisfies the functiona
requirements specified in this clause.

6.1 Type and parameters of algorithm

Thetype and parameters of the dgorithm areidentical to those of the A5 dgorithm, which are specifiedin[1, GSM 03.20] and are
summarised here

Thedgorithm isabinary key sream generator.
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Theinputs are the Key K¢ and atime variant parameter COUNT.

The outputs of the ciphering agorithm are two binary blocks BLOCK1 and BLOCK2.
Reation of the input and output parametersisillustrated in figure 1.

COUNT

l

GSM A5/3 Algorithm

Vo

BLOCK1 BLOCK?2

Figure 1 — Algorithm Parameters

The parameters of the dgorithms are to be asfollows:

Ke 5464-128 bits
COUNT 22 bits
BLOCK1 114 or 348 bits
BLOCK2 114 or 348 hits

THE LENGTH OF BLOCK1 AND BLOCK2 ?77??

6.1.1 K.

| The encryption key (K¢) can assumed to be randomly generated unstructured data. The length of K is5464-128 hits. The agorithm
should thus be able to ded with variable key lengths.

6.1.2 COUNT

Thisinput COUNT isan increasing binary counter. The length of COUNT is 22 hits.

6.1.3 BLOCK1

The parameter BLOCK 1 should be arandom binary value with alength of 114 or 348 bits. The 114 hitsarein the case of regular
GSM usg; the 248-348 are in the case of usein EDGE.
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6.1.4 BLOCK2

The parameter BLOCK2 should be arandom binary value with alength of 114 or 348 hits. The 114 hitsarein the case of regular
GSM use; the 248-348 are in the case of usein EDGE.

6.2 Interfaces to the algorithm

Thefollowing interfaces to the dgorithm are defined.

- Kg KJO1, K], s KJk1] where Kj] isthe K doit with label j and 5363 £ k1 £ 127.
- COUNT: COUNTI0], COUNT[], oo COUNT[21] where COUNT]j] isthe COUNT bit with label j.
- BLOCKL  BLOCKI[0], BLOCKI[1], ......., BLOCK 1[b1] where BLOCK 1{j] isthe BLOCK1 bit with label j and

b1=114 or bl =348.
- BLOCK2  BLOCKZ0], BLOCKZ]], ........., BLOCK2[b2] where BLOCK2]j] isthe BLOCK?2 hit with labd j and
b2=114 or b2=348.

6.3 Modes of operation

The mode of operation will be akey stream generation mode where, as described in the previous sections, input parameters are used
to produce outputs blocks each with alength of 114 or 348 hits.

6.5 Implementation and operational considerations

This section should be checked with Hand Set manufacturers. The current figuresare based on the A5/2 with an extra
margin.

Performance requirements.

Thetime to produce two 114 hit blocks should be max 6 msec using a2MHz clock.

Thetimeto producetW0348 bit blocks should be max 10 msec using a2MHz clock.
3l : dtobefaster TWG should be asked.

Implementation complexity.
It should be possible to implement the dgorithm in hardware using available technology with less than 4500-transistors10000 getes
and alayout area of lessthan 0.6 mn’.

6.6 Design and evaluation principles for the algorithm

= Thedgorithm will be designed by the ALGORITHM DESIGN AUTHORITY gppointed by the GSM Association.
= Theadgorithm should have IPR or copyright owned by the GSM Association.
= |f possblethe dgorithm should be based on an exigting dgorithm (but this agorithm should not contain IPR).

= Thedgorithm will be openly published for public scrutiny. The GSM Association will decide on the moment when to start
offering and digtributing the Algorithm to its members.
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= A number of independent and qualified parties shall, prior to the publication, evauate the strength of the algorithm.
The dgorithm needs to be designed with aview to its continuous use for a period of at least 10{or20)15 years.

The security shdl be such that

- thereare no known plain text attacks on the agorithm needing significantly less operations than an exhaugtive key search.

7 Algorithm specification and test data requirements

The ALGORITHM DESIGN AUTHORITY are required to provide four separate ddiverables: a specification of the dgorithm, a set
of design conformance test data, aset of agorithm input/output test data and adesign and evauation report. Requirements on the
specification and test data deliverables are given in this clause, those on the design and evauation report in subclause8.3.

7.1 Specification of the algorithm
An unambiguous specification of the agorithm needsto be provided which is suitable for use by implementers of the agorithm.

The specification shdl include an annex that provides smulation code for the dgorithm writtenin ANSI C. The specification may
aso include an annex containing illustrations of functiona dements of the dgorithm.

7.2 Design conformance test data
Design conformance test datais required to dlow implementers of the dgorithm to test their implementations.

The design conformance test data needs to be designed to give a high degree of confidence in the correctness of implementations of the
dgorithm.

The design conformance test data shall be designed o that significant pointsin the execution of the agorithm may be verified.

7.3 Algorithm input/output test data
Algorithm input/output test datais required to alow users of the agorithm to test the agorithm as a"black box" function.
Theinput/output test data shall alow users of the dgorithm to perform tests for the modes of operation defined in subclause 6.3.

Theinput/output test data shall consist solely of data passed across the interfaces to the dgorithm.
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7.4 Format and handling of deliverables

The spexification of the agorithm shall be produced on paper, and provided only to the GSM Association custodian (see subclause
5.4). The document shall be marked "GSM Association restricted” and carry thewarning " This information is subject to a
licence agreement”.

The design conformance test data shal be produced on paper, and provided only to the GSM Association custodian. The document
shdl bemarked " GSM Association restricted" and carry thewarning " This information is subject to a licence agreement™.

The dgorithm input/output test data shal be produced on paper and on magnetic disc. The document and disc shall be provided to
the GSM Association custodian. Specia markings or warnings are not required.
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8 Quality assurance requirements

This clause advises the ALGORITHM DESIGN AUTHORITY on measures needed to provide users of the agorithm with
confidencethat it isfit for purpose, and users of the agorithm specification and test data assurance thet appropriate quality control
has been exercised in their production.

The measures shdl be recorded by the ALGORITHM DESIGN AUTHORITY in adesign and evauation report which shdl be
published by the GSM Association asa Technical Report.

8.1 Quality assurance for the algorithm

Prior toits release to the GSM Association custodian, the agorithm needs to be gpproved as meeting the technical requirements
specified in dause 6 by dl members of the ALGORITHM DESIGN AUTHORITY.

8.2 Quality assurance for the specification and test data

Prior to ddivery of the agorithm specification, two independent simulations of the algorithm needs to be made using the
specification, and confirmed againgt test data designed to dlow verification of significant pointsin the execution of the agorithm.

Design conformance and agorithm input/output test data needs to be generated using asimulation of the agorithm produced from the
specification and confirmed as above. The simulation used to produce thistest data needs to be identified in the test data deliverables
and retained by the ALGORITHM DESIGN AUTHORITY.

8.3 Design and evaluation report

The design and evauation report is intended to provide evidence to potentia users of the algorithm, specification and test deta that
gppropriate and adequate quality control has been applied to their production. The report shall explain the following:

- thedgorithm and test data design criteria;

- thedgorithm evaudtion criterig;

- themethodology used to design and evauate the dgorithm;

- theextent of the mathematical andyss and tatistical testing applied to the agorithm;
- theprincipal conclusions of the dgorithm evauation;

- thequdlity control applied to the production of the agorithm specification and test data.

The report shdl confirm that al members of the ALGORITHM DESIGN AUTHORITY have gpproved the dgorithm, specification
and test data.

9 Summary of the ALGORITHM DESIGN AUTHORITY
deliverables

- Spedification of the agorithm:

- adocument for ddlivery only to the GSM Association custodian;

- Design conformance test data:
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- adocument for delivery only to the GSM Association custodian;

Algorithm input/output test data:

- inadocument and on disc for ddlivery to the GSM Association custodian;

Design and evaluation report;

- tobepublished asan GSM Association Technical Report.
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