S3-000185

3GPP TSG SA WG 3 (Security) meeting #11 Document (Rev. of S3-000126)
Mainz, 22—24 February, 2000 RV

CHANGE REQUEST  fage for nerietons on how o i in s form corecty.
33 102 CR 047r1 Current Version: 3.3.1

GSM (AA.BB) or 3G (AA.BBB) specification number 1 1 CR number as allocated by MCC support team
For submission to:  SA #7 for approval | X strategic (for SMG
list expected approval meeting # here 1 for information non-strategic use only)

Form: CR cover sheet, version 2 for 3GPP and SMG The latest version of this form is available from: ftp://ftp.3gpp.org/Information/CR-Form-v2.doc

Proposed change affects: (U)SIM ME UTRAN/Radio [ | Core Network

(at least one should be marked with an X)

Source: Ericsson Date: 2000-02-24
Subject: Interoperation and intersystem handover/change between UTRAN and GSM BSS
Work item: Security
Category: F Correction Release: Phase 2
A Corresponds to a correction in an earlier release Release 96
(only one category B Addition of feature Release 97
shall be marked C Functional modification of feature X Release 98
with an X) D Editorial modification Release 99 X
Release 00
Reason for Scenarios for authentication and intersystem handover/change are described in greater
change: detall in order to clarify the existing section. Major modifications include:
a) General:
-Terms ‘MSC/VLR or SGSN’ and ‘quintet’ replaced by ‘VLR/SGSN’ and
‘quintuplets’ respectively.
- There is no requirement for a USIM to operate in a R98-UE.
- Conversion function c3 (CK, IK = Kc) located only at USIM.
b) Chapter 6.8.1.3: Key freshness provided to UMTS subs even under GSM BSS
c) Chapter 6.8.2.2: Handling of GSM subscribers by R99+ HLR/AuC.
d) Chapter 6.8.3 and 6.8.4: Key derivation at anchor MSC/VLR.
e) Chapter 6.8.3.1: Inclusion of handover case c)
f) Chapter 6.8.7.2: New intersystem change from GSM BSS to UTRAN (USIM).
Clauses affected: 6.8
Other specs Other 3G core specifications - List of CRs:
affected: Other GSM core specifications - List of CRs:
MS test specifications - List of CRs:
BSS test specifications - List of CRs:
O&M specifications - List of CRs:
Other
comments:
help.doc

SCETEES double-click here for help and instructions on how to create a CR.



3G TS 33.102 version 3.3.1 Release 1999 37 3G TS 33.102 V3.3.1 (2000-01)

6.8 Interoperation and handover between UMTS and GSM

6.8.1  Authentication and key agreement of UMTS subscribers

6.8.1.1 General

For UMTS subscribers, authentication and key agreement will be performed as follows:

- UMTSAKA shall be applied when the user is attached to a UTRAN.

- UMTSAKA shall be applied when the user is attached to a GSM BSS, in case the user has R99+ UE and also
the MSCA/LR-6r- SGSNVLR/SGSN is R99+. In this case, the GSM cipher key Kc is derived from the UMTS
cipher/integrity keys CK and IK, by the VL R/SGSN on the network side and by the USIM on the user side.

- GSM AKA shall be applied when the user is attached to a GSM BSS, in case the VLR/SGSN is R98-. In this
case, the USIM derives the GSM user response SRES and the GSM cipher key Kc from the UMTS user response
RES and the UMTS cipher/integrity keys CK, IK.

The execution of the UMTS (resp. GSM) AKA results in the establishment of aUMTS (resp. GSM) security context
between the user and the serving network domain to which the MSCALR-or- SGSNV L R/SGSN belongs. The user needs
to separately establish a security context with each serving network domain.

Figure 18 shows the different scenarios that can occur with UM TS subscribers using eitherR98--era R99+ UE in a
mixed network architecture.
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Figure 18: Authentication and key agreement of UMTS subscribers

Note that the UM TS parameters RAND, AUTN and RES are sent transparently through the UTRAN or GSM BSS and
that the GSM parameters RAND and SRES are sent transparently through the GSM BSS.

In case of aGSM BSS, ciphering is applied in the GSM BSS for services delivered viathe MSC/VLR, and by the SGSN
for services delivered viathe SGSN. In the latter case the GSM cipher key Kc is not sent to the GSM BSS.

In case of aUTRAN, ciphering and integrity is-are always applied in the RNC, and the UMTS cipher/integrity keys CK
an IK are always sent to the RNC.

Note that a USIM is not able to operate in a R98- UE.

6.8.1.2 R99+ HLR/AuC

Upon receipt of an authentication data request from a R99+ MSCA/LR-e6r SGSNVLR/SGSN for a UMTS subscriber, a
R99+ HLR/AUC shall send guirtetquintuplets, generated as specified in 6.3.

Upon receipt of an authentication data request from a R98- MSCA/LR or- SGSNVLR/SGSN for aUMTS subscriber, a
R99+ HLR/AUC shall send triplets, derived from guintetquintuplets using the following conversion functions:

a) cl: RANDgev; = RAND
b) c2: SRESgsv) = XRES; [xor XRES; [xor XRES; [xor XRES]]]
€) c3: Kegsvy = CKyq xor CK; xor IKy xor 1K,

whereby XRES are al 32 bit long and XRES = XRES, [|| XRES,; [|| XRES; [|| XRES,]]] dependent on the length of
XRES, and CK; and IK; are both 64 bitslong and CK = CK || CK, and IK = IKy || IK..
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6.8.1.3 R99+ MSCALR-6rSGSNVLR/SGSN
i i

When-the user-hasR99+UE.A RI9+ VL R/SGSN shall execute UMTS AKA shall-beperformed-using a
quintetguintuplet that is either

a) ajretrieved from the local database,

b) b)provided by the HLR/AuUC, or
C) e)provided by the previously visited R99+ MSCA/LR-o-SGSNV LR/SGSN.
Note that originally all guintetquintuplets are provided by the HLR/AuC.

UMTS AKA resultsin the establishment of a UMTS security context; the UMTS cipher/integrity keys CK and IK
and the key set identifier KS| are stored in the MSCA/LR-or- SGSNV L R/SGSN.

When the user is attached to a UTRAN, the UMTS cipher/integrity keys are sent to the RNC, where the
cipher/integrity algorithms are allocated.

When the user is attached to a GSM BSS, UMTS AKA isfollowed by the derivation of the GSM cipher key from the
UMTS cipher/integrity keys. When the user receives service from an MSC/V LR, the derived cipher key Kc isthen
sent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the derived cipher key
Kcisappliedinthe SGSN itself.

UMTS authentication and key freshness is always provided to UMTS subscribers with R99+ UE independently of
the radio access network.

6.8.1.4 R99+ UE

R99+ UE with aUSIM inserted and attached to a UTRAN shall only sappertparticipate in UMTS AKA and shall not
sdppert participatein GSM AKA.

R99+ UE with aUSIM inserted and attached to a GSM BSS shall suppert participatein UMTS AKA and may suppert
participate in GSM AKA. Support of GSM AKA isrequired to allow registration in a R98- MSCA/LRor
SGSNVLR/SGSN.

The execution of UMTS AKA results in the establishment of a UMTS security context; the UMTS cipher/integrity keys
CK and IK and the key set identifier KS| are stered-inpassed to the UE. The UE shall also receive aderived GSM cipher
key Kc at the USIM.

The execution of GSM AKA results in the establishment of a GSM security context; the GSM cipher key Kc and the
cipher key sequence number CKSN are stored in the UE.
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6.8.1.5 USIM

The USIM shall support UMTS AKA and may support GSM AKA. Support of GSM AKA isrequired to allow access to

GSM-BSS with a R98- VL R/SGSN.

When the UE providesthe USIM W|th RAND and AUTN, UMTS AKA shall be executed. If The USH\-shall-suppert

v l-and-the verification of AUTN is successful, the
USI M shaII respond W|th the UMTS user r%ponse RES and the UMTS cipher/integrity keys CK and IK. The USIM
shall store CK and IK. The USIM shall also derive the GSM cipher key Kc from the UMTS cipher/integrity keys CK
and |IK using conversion function ¢3 and send the derived Kc to the UE. In case the verification of AUTN is not
successful, the USIM shall respond with an appropriate error indication to the UE.

When the UE provides the USIM with onIv RAND GSl\/I AKA shall be executed, if supported. The USHA-may-suppert

: Se A \Dthe USIM first computesthe UMTS user
response RES and the UMTS Ci pher/r ntegrrty keys CK and IK. The USI M then derives the GSM user response SRES
and the GSM cipher key Kc using the conversion functions c2 and ¢3. The USIM then stores the GSM cipher Kc and
sends the GSM user response SRES and the GSM cipher key Kc to the UE.

\ANan tha Nro ades

In case the USIM does not support GSM AKA (conversron functlon c3isnot available to derive Kc and passit to the
UE), the UE shall be informed."USHy A eSS - A USIM that do not
support GSM AKA cannot operate under a R98- VLR/SGSN r-n-R-98-UE

6.8.2 Authentication and key agreement for GSM subscribers

6.8.2.1 General
For GSM subscribers, GSM AKA shall aways be used.

The execution of the GSM AKA results in the establishment of a GSM security context between the user and the serving
network domain to which the MSCALR-er- SGSNV L R/SGSN belongs. The user needs to separately establish a security
context with each serving network domain.

Whenin aUTRAN, the UMTS cipher/integrity keys CK and IK are derived from the GSM cipher key Kc by the UE and
the VLR/SGSN, both R99+ entities.

Figure 19 shows the different scenarios that can occur with GSM subscribers using either R98- or R99+ UE in a mixed
network architecture.
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Figure 19: Authentication and key agreement for GSM subscribers

Note that the GSM parameters RAND and RES are sent transparently through the UTRAN or GSM BSS.

In case of a GSM BSS, ciphering is applied in the GSM BSS for services delivered viathe MSC/VLR, and by the SGSN
for services delivered viathe SGSN. In the latter case the GSM cipher key Kc is not sent to the GSM BSS.

In case of aUTRAN, ciphering is always applied in the RNC, and the UMTS cipher/integrity keys CK an IK are aways
sent to the RNC.

Note that a SIM can operate in both R99+ and R98- UEs.

6.8.2.2 R99+ HLR/AUC

Upon receipt of an authentication data request for a GSM subscriber, a R99+ HL R/AuUC shall send triplets generated as
specified in GSM 03.20.

6.8.2.32 R99+ MSCA/LR-erSGSNVLR/SGSN

The R99+ MSCAHR-6r-SGSNVLR/SGSN shall perform GSM AKA using atriplet that is either:
a) -ayretrieved from the local database,
b) b)-provided by the HLR/AuC, or
C) e)provided by the previoudly visited MSCALR-or- SGSNV L R/SGSN.

Note that al triplets are originally provided by the R98-HLR/AuC.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence
number CKSN are stored in the MSCALR-6-SGSNV L R/SGSN.
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When the user is attached to a UTRAN, the R99+ MSCA/LR or SGSNV L R/SGSN derives the UMTS cipher/integrity
keys from the GSM cipher key using the following conversion functions:

a) c4: CKpmrg =0...0 || Kc;
b) c5: |K[UMTS] =Kc " Kc;
whereby in ¢4, Kc occupies the 64 least significant bits of CK.

The UMTS cipher/integrity keys are then sent to the RNC where the ciphering and message-authenticationintegrity
algorithms are allocated.

When the user is attached to a GSM BSS and the user receives service from an MSC/VLR, the derived-cipher key Kcis
sent to the BSC (and forwarded to the BTS). When the user receives service from an SGSN, the derived-cipher key Kc
isapplied in the SGSN itself.

6.8.2.43 R99+ UE
R99+ UE with a SIM inserted, shall participate only in GSM AKA.

GSM AKA resultsin the establishment of a GSM security context; the GSM cipher key Kc and the cipher key sequence
number CKSN are stored in the UE.

When the user is attached to a UTRAN, R99+ UE shall derive the UMTS cipher/integrity keys CKk and IK from the
GSM cipher key K¢ using the conversion functions ¢4 and c5.

6.8.3 Intersystem handover for CS Services — from UTRAN to GSM BSS

6.8.3.1 UMTS security context

A UMTS security context in UTRAN is only established for a UMTS subscriber. At the network side, threetwe cases
are distinguished:

a) Incaseof ahandover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR derives the GSM cipher
key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function ¢3) and sends Kc
to the target BSC (which forwards it to the BTS).

b) b)—In case of a handover to a GSM BSS controlled by another R98- MSC/VLR, the initial MSC/VLR derivesthe
GSM cipher key from the stored UMTS cipher/integrity keys (using the conversion function c3) and sendsit to
the target BSC via the{secend)- hew MSC/VLR controlling the BSC. The initial MSC/VLR remains the anchor
point throughout the service.

¢) Incaseof ahandover to a GSM BSS controlled by another R99+ MSC/VLR, theinitial MSC/VLR sends the
stored UMTS cipher/integrity keys CK and IK to the new MSC/VLR. Theinitial MSC/VLR also derives Kc and
sendsiit to the new MSC/VLR. The new MSC/VLR store the keys and sends the received GSM cipher key Kc to
the target BSC (which forwardsit to the BTS). The initial MSC/VLR remains the anchor point throughout the
service.

At the user side, in either case, the UE gppll%the derlveds theGSM Ci pher key Kc rece|ved from the UsiM durmq last
UMTS AKA procedure. frem ‘ .

apphiesKe;

6.8.3.2 GSM security context

A GSM security context in UTRAN is only established for a GSM subscribers with a R99+ UE. At the network side,
two cases are distinguished:

a) Incase of ahandover to aGSM BSS controlled by the same MSC/VLR, the MSC/V LR sends the stored GSM
cipher key Kc to the target BSC (which forwardsit to the BTS).

b) In case of ahandover to a GSM BSS controlled by another MSC/VLR (R99+ or R98-), the initidl MSC/VLR
sends the stored GSM cipher key Kc to the BSC via the new{second) MSC/VLR controlling the target BSC. The
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initial MSC/VLR remains the anchor point throughout the service.

If the non-anchor MSC/VLR is R99+, then the anchor MSC/VLR also derives and sends to the non-anchor
MSC/VLR the UMTS cipher/integrity keys CK and IK. The non-anchor MSC/VLR stores all keys. Thisis done
to allow subsequent handovers in a non-anchor R99+ MSC/VLR.

At the user side, in either case, the UE appliesthe stored GSM cipher key Kc.

6.8.4 Intersystem handover for CS Services — from GSM BSS to UTRAN

6.8.4.1 UMTS security context

A UMTS security context in GSM BSSis only established for UMTS subscribers under GSM BSS controlled by a
R99+ VL R/SGSN. At the network side, two cases are distinguished:

a) Incaseof ahandover to aUTRAN controlled by the same MSC/VLR, the stored UMTS cipher/integrity keys CK
and IK are sent to the new-target RNC.

b) In case of ahandover to a UTRAN controlled by another MSC/VLR, the initial MSC/VLR sends the stored
UMTS cipher/integrity keys CK and IK to the new RNC via the new{second} MSC/VLR that controls the new
target RNC. Theinitial MSC/VLR remains the anchor point for throughout the service.

The anchor MSC/VLR also derives and sends to the non-anchor MSC/VLR the GSM cipher key Kc. The non-
anchor MSC/VLR stores all keys. Thisis done to allow subsequent handovers in a non-anchor R99+ MSC/VLR.

At the user side, in either case, the UE appliesthe stored UMTS cipher/integrity keys CK and IK.

6.8.4.2 GSM security context

Handover from GSM BSS to UTRAN with a GSM security context is only possible for a GSM subscriber with a R99+
UE. At the network side, two cases are distinguished:

a) Incaseof ahandover to aUTRAN controlled by the sasme MSC/VLR, UMTS cipher/integrity keys CK and IK
are derived from the stored GSM cipher key Kc (using the conversion functions ¢4 and c5) and sent to the new
target RNC.

b) In case of ahandover to aUTRAN controlled by another MSC/VLR, theinitial MSC/VLR (R99+ or R98-) sends
the stored GSM cipher key Kc to the (secendnew) MSC/VLR controlling the new-target RNC. That MSC/VLR
derives UMTS cipher/integrity keys CK and IK which are then forwarded to the nea~target RNC. The initial
MSC/V LR remains the anchor point for throughout the service.

At the user side, in either case, the UE derives the UMTS cipher/integrity keys CK and IK from the stored GSM cipher
key Kc (using the conversion functions c4 and ¢5) and applies them.

6.8.5 Intersystem change for PS Services — from UTRAN to GSM BSS

6.8.5.1 UMTS security context

A UMTS security context in UTRAN is only established for UMTS subscribers. At the network side, three cases are
distinguished:

a) In case of ahandeveran intersystem change to a GSM BSS controlled by the same SGSN, the SGSN derives the
GSM cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3)
and appliesit.

b) In case of ahandeveran intersystem change to a GSM BSS controlled by another R99+ SGSN, the initial SGSN
sends the stored UMTS cipher/integrity keys CK and IK to the new SGSN. The new SGSN stores the keys,
derives the GSM cipher key K¢ and appliesthe latter. The new SGSN becomes the new anchor point for the
service.

¢) Incase of ahandeveran intersystem change to a GSM BSS controlled by a R98- SGSN, the initial SGSN derives
the GSM cipher key Kc and sends the GSM cipher key Kc to the new SGSN. The new SGSN stores the GSM
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cipher key Kc and appliesit. The new SGSN becomes the new anchor point for the service.

At the user side, in all cases-a)-er-b), the UE dem;&sapph%the derlved GSM Ci pher key Kc rece|ved from the UsiM
durmq last UMTS AKA procedure . ,

6.8.5.2 GSM security context

| A GSM security context in UTRAN is only established for GSM subscribers. At the network side, two cases are
distinguished:

| a) In case of ahandoveran intersystem change to a GSM BSS controlled by the same SGSN, the SGSN startsto
apply the stored GSM cipher key Kc.

| b) In case of a-handeveran intersystem change to a GSM BSS controlled by another SGSN, the initial SGSN sends
the stored GSM cipher key Kc to the (new) SGSN controlling the BSC. The new SGSN stores the key and
appliesit. The new SGSN becomes the new anchor point for the service.

At the user side, in both cases, the UE applies the GSM cipher key Kc that is stored.
6.8.6 Intersystem change for PS services — from GSM BSS to UTRAN

6.8.6.1 UMTS security context

| A UMTS security context in GSM BSSiis only established for UMTS subscribers connected to a R99+ VL R/SGSN. At
the network side, two cases are distinguished:

a) In case of ahandoveran intersystem change to a UTRAN controlled by the same SGSN, the stored UMTS
cipher/integrity keys CK and IK are sent to the new-target RNC.

b) In case of ahandeveran intersystem change to a UTRAN controlled by another SGSN, the initial SGSN sends the
stored UMTS cipher/integrity keys CK and IK to the (new) SGSN controlling the new-target RNC. The new
SGSN becomes the new anchor point for the service. The new SGSN then stores the UMTS cipher/integrity keys
CK and IK and sends them to the rew-target RNC.

At the user side, in both cases, the UE applies the stored UM TS cipher/integrity keys CK and IK.

6.8.6.2 GSM security context

A GSM security context in GSM BSS can be either:
 Established for a UM TS subscriber

A GSM security context for a UMTS subscriber is established in case the SGSN is R98-, where intersystem change
to UTRAN implies achange to a R99+ SGSN.

Asresult, in case of intersystem change to a UTRAN controlled by another R99+ SGSN, theinitial R98- SGSN
sends the stored GSM cipher key Kc to the new SGSN controlling the target RNC.

Since the new R99+ SGSN has no indication of whether the subscriber is GSM or UMTS, a R99+ SGSN shall
perform anew UMTS AKA when receiving Kc from a R98- SGSN. A UMTS security context using fresh
quintuplets is then established between the R99+ SGSN and the USIM. The new SGSN becomes the new anchor
point for the service.

At the user side, new keys shall be agreed during the new UMTS AKA initiated by the R99+ SGSN.
« Established for a GSM subscriber

Handover from GSM BSSto UTRAN for GSM subscriber is only possible with R99+ UE. At the network side, fwo
three cases are distinguished:
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a) In case of ahandoverintersystem change to a UTRAN controlled by the same SGSN, the SGSN derives UMTS
cipher/integrity keys CK and IK from the stored GSM cipher key Kc (using the conversion functions c4 and c5)
and sends them to the new-target RNC.

b) In case of ahandeveran intersystem change from a R99+ SGSN to a UTRAN controlled by another SGSN, the
initial SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the new-target RNC. The new
SGSN becomes the new anchor point for the service. The new SGSN stores the GSM cipher key Kc and derives
the UMTS cipher/integrity keys CK and IK which are then forwarded to the rew-target RNC.

¢) Incaseof anintersystem change from an R98-SGSN to a UTRAN controlled by another SGSN, the initial
SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the target RNC. The new SGSN
becomes the new anchor point for the service. To ensure use of UMTS keys for a possible UMTS subscriber
(superfluousin this case), a R99+ SGSN will perform a new AKA when a R99+UE is coming from a R98-
SGSN.

At the user side, in beth-all cases, the UE derives the UMTS cipher/integrity keys CK and IK from the stored GSM
cipher key Kc (using the conversion functions ¢4 and c5) and applies them. I1n case c) these keys will be over-
written with anew CK, IK pair due to the new AKA.
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