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1. Introduction

Tdoc S3-99545 on “Distribution of authentication data within one serving network domain” was presented at
S3#9 meeting and approved at last SA#6 plenary meeting (CR34). That CR introduced the enhancement of
the distribution of ‘current security context data’ between R'99 VLRs/SGSNSs.

Tdoc S3-000049 on “Enhanced Distribution of Authentication Data within own Service Network Domain”
was presented at last S3 meeting and postponed until further clarifications were included.

This contribution tries to present the different scenarios for the reception and use of ‘current security
context data’ at R'99 VLRn/SGSNn. For each scenario, it will be studied whether the keys currently in use
at VLRo/SGSNo can be used at VLRN/SGSNn in order to authenticate the subscriber using local
authentication.

A text for inclusion in TS 33.102 is proposed based on the outcome of this study. Provided that the
situations described here present changes in the security context, this text shall be placed under Chapter
6.8 on ‘Interoperation and Handover between UMTS and GSM'.

2. Scenarios for reception/use of ‘current security context data’

The following figure presents the different combinations of RAN and UE under R'99 VLRN/SGSNn, and the
different combination of ‘current security context data’ under each access type:

R’'99
VLRN/SGSNnN

GSM/BSS

5.- VLRN/SGSNn receives Kc+CKSN  3.- VLRN/SGSNn receives Kc+CKSN  1.- VLRn/SGSNn receives Kc+CKSN
6.- VLRN/SGSNn receives CK+IK+KSI 4.- VLRN/SGSNn receives CK+IK+KSI  2.- VLRn/SGSNn receives CK+IK+KSI



Scenario 1

VLRN/SGSNn received Kc+CKSN as current security context data and the subscriber roams to the
VLRN/SGSNn with a R'98 UE under GSM BSS.

This scenario also requires a GSM security context, so received current security context data can be used.

Scenario 2
VLRN/SGSNn received CK+IK+KSI as current security context data and the subscriber roams to the
VLRN/SGSNn with a R'98 UE under GSM BSS.

This scenario means that we have a subscriber with a USIM that has changed mobile release while
roaming (R'99 UE - R’'98 UE). Security context also changes (UMTS - GSM) and a set of keys different
of the ones currently in used at VLR0o/SGSNo is required.

Received current security context data can not be used. This information shall be discarded and a new
AKA procedure performed.

Scenario 3

VLRN/SGSNn received Kc+CKSN as current security context data and the subscriber roams to the
VLRN/SGSNn with a R'99 UE under GSM BSS.

This scenario means that we have either a GSM subscriber or a UMTS subscriber that changed mobile
release while roaming (R'98 UE - R'99 UE).

For a GSM subscriber, the security context does not change and received current security context data can
be used.

For a UMTS subscriber, the security context changes from GSM to UMTS and a set of keys different of the
ones currently in used at VLRo/SGSNo is required. This information shall be discarded and a new AKA
procedure performed.

Mind that VLRn will not have any indication of whether the subscriber is GSM or UMTS unless unused AVs
are also received from VLRo (Triplets = GSM Subscriber, Quintuplets = UMTS subscriber). If this is the
case, received current security context data shall be discarded and a new AKA procedure performed.

Note: The last situation described (Kc received with no unused AVs) will not present any problem
for a R'99 SGSNn. According to an already approved CR at N2B (Tdoc N2B-000352 CR to 29.060
on ‘Distribution of Security Data’), R'99 SGSNo indicates in ‘Security Mode’ parameter the type of
security keys (GSM/UMTS) and the type of AVs (quintuplets vs triplets, if any) passed to the R'99
SGSNn.

Scenario 4

VLRN/SGSNn received CK+IK+KSI as current security context data and the subscriber roams to the
VLRN/SGSNn with a R'99 UE under GSM BSS.

This scenario means that we have a subscriber with a USIM that was under UMTS security context at
VLR0/SGSNo.

Security context does not change at VLRN/SGSNN, so received current security context data can be used.

Scenario 5

VLRN/SGSNn received Kc+CKSN as current security context data and the subscriber roams to the
VLRN/SGSNn with a R’99 UE under UTRAN.

This scenario means that we have either a GSM subscriber or a UMTS subscriber that changed mobile
release while roaming (R'98 UE - R'99 UE).

For a GSM subscriber, the security context does not change and received current security context data can
be used (VLRn/SGSNn and R’99 UE need to derive CK, IK from original Kc).

For a UMTS subscriber, the security context changes from GSM to UMTS and a set of keys different of the
ones currently in used at VLRo/SGSNo is required. This information shall be discarded and a new AKA
procedure performed.
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Mind that VLRn will not have any indication of whether the subscriber is GSM or UMTS unless unused AVs
are also received from VLRo (Triplets > GSM Subscriber, Quintuplets > UMTS subscriber). If this is the
case, received current security context data shall be discarded and a new AKA procedure performed.

Note: The last situation described (Kc received with no unused AVs) will not present any problem
for a R'99 SGSNn. According to an already approved CR at N2B (Tdoc N2B-000352 CR to 29.060
on ‘Distribution of Security Data’), R'99 SGSNo indicates in ‘Security Mode’ parameter the type of
security keys (GSM/UMTS) and the type of AVs (quintuplets vs triplets, if any) passed to the R'99
SGSNn.

Scenario 6

VLRN/SGSNn received CK+IK+KSI as current security context data and the subscriber roams to the
VLRN/SGSNn with a R'99 UE under UTRAN.

This scenario means that we have a subscriber with a USIM that was under UMTS security context at
VLRo/SGSNo.

Security context does not change at VLRN/SGSNn, so received current security context data can be used.

3. Conclusion

Summing up, received current security context data can not be used when:

a. There is a change of security context from VLRo/SGSNo to VLRn/SGSNn. This change of security
context is caused by a change of UE release while roaming (R'99 UE <> R'98 UE).

b. Authentication data from VLRo includes Kc+CKSN but no unused AVs and the subscriber has a
R’99 UE under GSM BSS or UTRAN.

The following conditions for the use of current security context data at VLRn/SGSNn are then proposed to
be stated in TS 33.102 under Chapter 6.8 on ‘Interoperation and Handover between UMTS and GSM":

VLRN/SGSNn shall not use current security context data received from VLRo/SGSNo to authenticate
the subscriber using local authentication in the following cases:

i) Security context to be established at VLRN/SGSNn requires a different set of keys than the one
currently in use at VLRo/SGSNo. This change of security context is caused by a change of UE
release (R'99 UE < R'98 UE) when the user registered at VLRn/SGSNn.

i) Authentication data from VLRo includes Kc+CKSN but no unused AVs and the subscriber has a
R’99 UE (under GSM BSS or UTRAN). In this situation, VLRn have no indication of whether the
subscriber is GSM or UMTS and it is not able to decide whether Kc received can be used (in
case the subscriber were a GSM subscriber).

In these two cases, received current security context data shall be discarded and a new AKA procedure
shall be performed.
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domain”
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6.3.4 Distribution of IMSI and temporary authentication data within one
serving network domain

The purpose of this procedureis to provide a newly visited MSC/VLR or SGSN with temporary authentication data
from aprevioudly visited MSC/VLR or SGSN within the same serving network domain.

The procedure is shown in Figure 10.
MSC/VLRnN MSC/VLRo
or SGSNn or SGSNo

(TMSlo|| LAlo)
or (P-TMSlo || RAIO)

>

IMSI | {Q} or {T}) |l
((CK || 1K [[KSI) or (Kc || CKSN))

Figure 10: Distribution of IMSI and temporary authentication data within one serving network domain

The procedure shall be invoked by the newly visited MSC/VLRnN (resp. SGSNN) after the receipt of alocation update
request (resp. routing area update request) from the user wherein the user isidentified by means of atemporary user
identity TMSIlo (resp. P-TMSI0) and the location areaidentity LAlo (resp. routing area identity RAIo) under the
jurisdiction of apreviously visited MSC/VLRo or SGSNo that belongs to the same serving network domain as the newly
visited MSC/VLRn or SGSNn.

The protocol steps are as follows:

a) TheMSC/VLRn (resp. SGSNN) sends a user identity request to the MSC/VLRo (or SGSNo0), this message contains
TMSlo and LAlo (resp. P-TMSIo and RAI0).

b) The MSC/VLRo (resp. SGSNo) searches the user data in the database.
If the user is found, the MSC/VLRo (resp. SGSNo) shall send a user identity response back that
i) shall include the IMSI,
i) may include a number of unused authentication vectors (quintets or triplets) and
iii) may include the current security context data: CK, IK and KSI (UMTS) or Kc and CKSN (GSM).

The MSC/VLRo or SGSNo subsequently del etes the authentication vectors which have been sent and the data
elements on the current security context.

If the user cannot be identified the MSC/VLRo or SGSNo shall send auser identity response indicating that the user
identity cannot be retrieved.

¢) Ifthe MSC/VLRNn or SGSNn receives a user identity response with an IMS!, it creates an entry and stores any
authentication vectors and any data on the current security context that may be included.

If the MSC/VLRn or SGSNn receives a user identity response indicating that the user could not be identified, it shall
initiate the user identification procedure described in 6.2.

3GPP



3GPP TSG SA WG 3 (Security) meeting #10 S3-000049
Antwerp, 19— 21 January, 2000.

3G CHANGE REQUEST  age tor netuctions on howto il n s form corecty
33 102 CR 046 Current Version: 3.3.1

3G specification number t + CR number as allocated by 3G support team
For submision to TSG SA #7 for approval X (only one box should
list TSG meeting no. here 1 for information be marked with an X)

Form: 3G CR cover sheet, version 1.0 The latest version of this form is available from: ftp://ftp.3gpp.org/Information/3GCRF-xx.rtf

Proposed change affects: USIM |:| ME |:| UTRAN |:| Core Network | X

(at least one should be marked with an X)

Source: Ericsson Date: 2000-01-17

Subject: Clarification on enhanced Distribution of authentication data within one serving network
domain

3G Work item:  Security

Category: F Correction X
A Corresponds to a correction in a 2G specification

(only one category B Addition of feature
shall be marked C Functional modification of feature
with an X) D Editorial modification
Reason for This CR specifies the behaviour of new VLR/SGSN when the keys of the current
change: security context have been received from old VLR/SGSN.
Clauses affected: 6.3.4 |
Other specs Other 3G core specifications X | - Listof CRs: 29.002
affected: Other 2G core specifications - List of CRs:

MS test specifications - List of CRs:

BSS test specifications - List of CRs:

O&M specifications - List of CRs:
Other
comments:

help.doc

<o double-click here for help and instructions on how to create a CR.



3G TS 33.102 version 3.3.1 Release 1999 25 3G TS 33.102 v3.3.1 (2000-01)

6.3.4 Distribution of IMSI and temporary authentication data within one
serving network domain

The purpose of this procedureis to provide a newly visited MSC/VLR or SGSN with temporary authentication data
from aprevioudly visited MSC/VLR or SGSN within the same serving network domain.

The procedure is shown in Figure 11.

MSC/VLRNn MSC/VLRo
or SGSNn or SGSNo

(TMSlo || LAlo)
or (P-TMSlo || RAlo)

>

IMSI | {Q} or {Ti}) |l
((CK || 1K || KSI) or (K¢ || CKSN))

Figure 11: Distribution of IMSI and temporary authentication data within one serving network domain

The procedure shall be invoked by the newly visited MSC/VLRnN (resp. SGSNN) after the receipt of alocation update
request (resp. routing area update request) from the user wherein the user isidentified by means of atemporary user
identity TMSIlo (resp. P-TMSI0) and the location areaidentity LAlo (resp. routing area identity RAIo) under the
jurisdiction of apreviously visited MSC/VLRo or SGSNo that belongs to the same serving network domain as the newly
visited MSC/VLRn or SGSNn.

The protocol steps are as follows:

a) The MSC/VLRn (resp. SGSNN) sends a user identity request to the MSC/VLRo (or SGSNo), this message
contains TMSlo and LAIo (resp. P-TMSlo and RAI0).

b) The MSC/VLRo (resp. SGSNo) searches the user data in the database.
If the user isfound, the MSC/VLRo (resp. SGSNo) shall send a user identity response back that
i) shal includethe IMSI,
ii) may include a number of unused authentication vectors (quintets or triplets) and
iii) may include the current security context data: CK, IK and KSI (UMTS) or Kc and CKSN (GSM).

The MSC/VLRo or SGSNo subsequently del etes the authentication vectors which have been sent and the data
elements on the current security context.

If the user cannot be identified the M SC/VLRo or SGSNo shall send a user identity response indicating that the
user identity cannot be retrieved.

¢) If the MSC/VLRN or SGSNn receives a user identity response with an IMSl, it creates an entry and stores any
authentication vectors and any data on the current security context that may be included. Note that if a different
security context isrequired at MSC/VLRN (resp. SGSNN), the information regarding current security context data
received from MSC/VLRo (resp. SGSNo) can not be used to authenticate the subscriber using local
authentication. A new authentication and key agreement procedure shall be performed in this case.

If the MSC/VLRn or SGSNn receives a user identity response indicating that the user could not be identified, it shall
initiate the user identification procedure described in 6.2.
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