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6.4.6 Signalling procedures in the case of an unsuccessful integrity check

The supervision of failed integrity checks shall be performed both in the MS and the SRNC. In case of failed integrity
check (i.e. faulty or missing MAC) is detected after that the integrity protection is started the concerned message shall
be discarded.  This can happen on the RNC side or on the MS side. If the failure situation persists, the connection shall
be dropped. The following procedure is used by the RNC to request the CN to perform an authentication and to provide
a new CK and IK in case of unsuccessful integrity check. This can happen on the RNC side or in the UE side. In the
latter case the UE sends a SECURITY CONTROL REJECT message to the RNC.

CNUE

1. Security check request

3. Security mode command or
Security check response

RNC

2. Authentication and key agreement

Figure 15: Procedures at unsuccessful integrity check

RNC detects that new security parameters are needed. This may be triggered by (repeated) failure of integrity checks
(e.g. COUNT-I went out of synchronisation), or at handover the new RNC does not support an algorithm selected by
the old RNC, etc.

1.   RNC sends a SECURITY CHECK REQUEST message to CN (indicating cause of the request).

2.   The CN performs the authentication and key agreement procedure.

3.   If the authentication is successful, the CN sends a Security mode command to RNC. This will restart the
ciphering and integrity check with new parameters. If the authentication is not successful, the CN sends a
SECURITY CHECK RESPONSE (Cause) to RNC.

4.   If the failure situation persists, the connection should be dropped.
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