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6.4.5 Security mode set-up procedure

This section describes one common procedure for both ciphering and integrity protection set-up. Fhisprocedureis
mandatory-It is mandatory to start integrity protection of signalling messages by use of this procedure at each new
signalling connection establishment between MS and MSC/V LR respective SGSN. The three exceptions when it is not
mandatory to start integrity protection are:

- If the only purpose with the signalling connection establishment and the only result is periodic |ocation
registration, i.e. no change of any registration information.

- If thereisno MS-MSC/VLR (or MS-SGSN) signalling after the initial L3 signalling message sent from M S to
MSC/VLR (or SGSN), i.e. in the case of deactivation indication sent from the M S followed by connection release.

- Iftheonly MS-MSC/VLR (or MS-SGSN) signalling after the initial L3 signalling message sent from M S to
MSC/VLR (or SGSN), and possible user identity request and authentication (see below), isareject signalling
message followed by a connection release.

When the integrity protection shall be started, the only procedures between MS and MSC/V LR respective SGSN that
are alowed after the initial connection request (i.e. the initial Layer 3 message sent to MSC/VLR or SGSN) and before
the security mode set-up procedure are the following:

- ldentification by a permanent identity (i.e. request for IMSI), and

- Authentication and key agreement

The message sequence flow below describes the information transfer at initial connection establishment, possible
authentication and start of integrity protection and possible ciphering.

MS SRNC MSC/VLR
or SGSN

]
1. RRC connection establishment including
transfer of the HFN and the UE security
capability from MSto SRNC

1. Storage of HFN and M S capabilities
1

2. “Initial L3 message” with user identity, KSI etc. >
I
3. Authentication and key generation

4 Decide allowed UlAs and UEAS
1
5. Security mode command (UIAs, IK, UEASs, CK, etc.)

6. Select UIA and UEA, generate FRESH
Start integrity, and start deciphering

[ ]
7. Security control command (CN domain, UIA,
FRESH, UE security capability, UEA, etc.)

<

8. Control of UE security capability, Verify
message, Start of integrity and ciphering, etc.

9. Security control response

>
10. Verify received message; start ciphering

11. Security mode complete (selected UEA and UIA)

>

“UE security capability” indicates UIAs and UEASs supported by MS

Figure 14: Local authentication and connection set-up
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