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1
Decision/action requested
It is proposed to add a KI on authorization for inventory requests
2
References
[1]
3GPP TR 33.713 0.5.0
3
Rationale
An external AF can trigger interaction with AIoT devices, such as inventory. The 3GPP system needs to ensure that the AF is allowed to trigger the inventory is allowed to do so at that location
4
Detailed proposal

*********** Start Changes *************
5.2
Key Issue #2: Authorization of intermediate UE for 5G Ambient IoT services

5.2.1
Key issue details
In TR 23.700-13 [4], Key Issues #1 and #3 describe the issues on the system architecture and procedure to support 5G Ambient IoT services.
In the Topology 2 as defined in TR 38.848 [8], the UE acting as the intermediate node is responsible for transferring the information between AIoT device and 5GS. If the authorization of intermediate node is not supported, the attacker can play the role of intermediate node and arbitrarily deny 5G AIoT service.
Therefore, it is necessary to study how to authorize the UE for acting as the intermediate node.
5.2.2
Security threats
If the 5GC cannot verify if the UE acting as an intermediate node is authorized, the attacker UE may impersonate the intermediate node. The attacker UE may then deny the 5G Ambient IoT services.
5.2.3
Potential security requirements
The 5GS shall be able to support the authorization of the AIoT capable UE as an intermediate node in 5G Ambient IoT services.

*********** Next Change *************
5.X
Key Issue #X: Authorization of inventory requests for 5G Ambient IoT services

5.X.1
Key issue details
Inventory is the most basic service for the AIoT system. If an AF external to the 5GS can use an operator's infrastructure for inventory at any location of their choosing, this service could be misused to gather inventory at places that the AF should not be able to do an inventory at (e.g. competitors' sites, other private homes, or sensitive sites). 

In addition, there may be locations in which external AFs may only be allowed to do an inventory of certain groups of AIoT devices. E.g. a large warehouse may be shared by different shipping companies, whereby each of them should only be authorized to perform an inventory of their AIoT device group.
Furthermore, requests could only be allowed within a certain time window. 
Therefore, it is necessary to clarify how to authorize the AF for requesting an inventory.

Additionally there may be a problem with time of check to time of use: The check that an entity is permitted to request an inventory for a certain location needs to happen organizationally, e.g. by verifying that the warehouse is indeed registered to a certain entity. Transfer of ownership or tenancy of the place may happen without the operator being informed. Thus the time at which an operator has checked that the entity requesting an inventory is in fact still allowed to do so may be well before the time of requesting the inventory at that location.

Furthermore, requests for inventory may accidentally spill into neighbouring areas (e.g. the tags in a neighbouring shop in a shopping mall may also respond to an inventory request, thus leading to an inventory being performed at a location that the original requester is not authorized to perform an inventory at), unless radio propagation is controlled to precisely the allowed areas.
5.X.2
Security threats
An unauthorized party can use the operator's infrastructure to perform an inventory of devices in a location it is not authorized to. 
An unauthorized party can use the operator's infrastructure to perform an inventory at a time it is not authorized to. 

An unauthorized party can use the operator's infrastructure to perform an inventory for a group of devices it is not authorized to. 
5.X.3
Potential security requirements
The AIoT system shall be able to support the authorization of an AF based on location in the request, the time of the inventory request, and on AIoT device group.
Note: the organizational and regulatory problems of which AFs are allowed to request when and for which location is left to deployment.

Note: how to ensure proper geofencing of requests on radio layer is not addressed in the present document.
*********** End Changes *************
