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1
Decision/action requested

It is proposed to approve this pCR.
2
References

[1]
3GPP TR 33.784 Study on security aspects of Core Network Enhanced Support for AIML
3
Rationale

It is proposed to approve the new solution for key issue#3.
4
Detailed proposal

*** Start of Change ***

6.Y
Solution #Y:  Privacy protect mechanism for sample alignment 
6.Y.1
Introduction

The following privacy leakage threat is considered in the KI#3.

The privacy is that VFL member A may get the User information(overlapped) of VFL member B when doing VFL.  For example, two VFL members A and B. UEx is UE GPSI, A support do VFL using UE [1,2,3],  B support do VFL using UE [2,3,4].  The privacy is that A could know B doing VFL support UE4.  The fact is that A and B shall only know UE[2,3] after sample alignment. The overlapped sample information is UE2,3,  and  UE1 and UE4 is not included. If the A know UE4 is the user of B or B know UE1 is the user of A, then the privacy is leak. 

The solution addresses KI#3 (i.e., privacy protection on sample alignment procedure) by using NWDAF to do the sample alignment.
6.Y.2
Solution details
If NWDAF is the VFL server and does the sample alignment, one AF cannot know the extra UE information of another AF except the overlapped UE information.
Editor's Note: How to enable privacy protection for AF initiated federated learning is FFS.
Editor's Note: The procedure shall be aligned with SA2.
6.Y.3
Evaluation

TBA
*** End of Change ***

