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********** START OF CHANGES

[bookmark: _Toc45028829][bookmark: _Toc45274494][bookmark: _Toc45275081][bookmark: _Toc51168339][bookmark: _Toc161838332]13.3.2	Authentication and authorization between network functions 
13.3.2.1	Direct communication
In direct communication, authentication between network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for authentication between NFs.
-	If the PLMN does not use protection at the transport layer, authentication between NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
If the PLMN uses token-based authorization, the network shall use protection at the transport layer as described in clause 13.1.
13.3.2.2	Indirect communication
In indirect communication scenarios, the NF Service Producer and NF Service Consumer shall use implicit authentication by relying on authentication between NF Service Consumer and SCP, and between SCP and NF Service Producer, provided by the transport layer protection solution, NDS/IP, or physical security.
NOTE 0: Mutual authentication between NF Service Consumer and NF Service Producer is not achieved with hop-by-hop security.
If the PLMN uses token-based authorization as specified by clause 13.4.1.2 and the PLMN’s policy mandates that the NRF authenticates the NF Service Consumer before granting an access token, the access token indicates to the NF Service Producer that the NF Service Consumer has been authenticated by the NRF.
If additional authentication of the NF Service Consumer is required, the NF Service Producer authenticates the NF Service Consumer at the application layer using CCA based authentication as specified in clause 13.3.8. 
The NF Service Consumer authentication based on CCA based authentication is optional to use, and based on operator policy.
[bookmark: _Toc45028835][bookmark: _Toc45274500][bookmark: _Toc45275087][bookmark: _Toc51168345][bookmark: _Toc161838338]13.3.2.3	Inter-PLMN NF to NF communication
NOTE 1: Void
NOTE 2: Void
The Inter-PLMN UP Security functionality (IPUPS) as described in clauses 4.2.2 and 5.9.3.4 provide a standardised solution for binding 5G SBA REST Service Operations between the PLMN V-SMF and H-SMF over N16 / N32 to GTP-U over N9 in roaming scenarios.  
[bookmark: _Toc45028836][bookmark: _Toc45274501][bookmark: _Toc45275088][bookmark: _Toc51168346][bookmark: _Toc161838339]13.3.2.4	Error handling
When an NF receives a message from an unauthenticated NF, the receiving NF shall support error handling, and may send back an error message.

****************** NEXT CHANGE

13.3.3	Authentication and authorization between SEPP and network functions 
NOTE 1: This clause also describes authentication and authorization between SEPP and NRF, because the NRF is a network function.
Authentication between SEPP and network functions within one PLMN shall use one of the following methods:
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for authentication between SEPP and NFs.
-	If the PLMN does not use protection at the transport layer, authentication between SEPP and NFs within one PLMN may be implicit by NDS/IP or physical security (see clause 13.1).
A network function and the SEPP shall mutually authenticate before the SEPP forwards messages sent by the network function to network functions in other PLMN, and before the SEPP forwards messages sent by other network functions in other PLMN to the network function. 
[bookmark: _Toc26875951][bookmark: _Toc35528718][bookmark: _Toc35533479][bookmark: _Toc45028839][bookmark: _Toc45274504][bookmark: _Toc45275091][bookmark: _Toc51168349][bookmark: _Toc161838342]
****************** NEXT CHANGE

13.3.6	Authentication and static authorization between SCP and network functions
The SCP and network functions shall use one of the following methods described in clause 13.1 to mutually authenticate each other before service layer messages can be exchanged on that interface: 
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the SCP and the network functions. 
-	If the PLMN does not use protection at the transport layer, mutual authentication of the SCP and network functions may be implicit by NDS/IP or physical security.
Authentication between the SCP and the Network Function may be implicit by co-location.
Authorization between the SCP and NFs is based on local authorization policy. Regarding the authorization of access token requests sent by an SCP on behalf of an NF Service Consumer, NOTE 3 in clause 13.3.1.2 applies.

[bookmark: _Toc26875952][bookmark: _Toc35528719][bookmark: _Toc35533480][bookmark: _Toc45028840][bookmark: _Toc45274505][bookmark: _Toc45275092][bookmark: _Toc51168350][bookmark: _Toc161838343]****************** NEXT CHANGE

13.3.7	Authentication and static authorization between SCPs
SCPs shall use one of the following methods as described in 13.1 to mutually authenticate each other before service layer messages can be exchanged on that interface: 
-	If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the SCPs. 
-	If the PLMN does not use protection at the transport layer, mutual authentication of the two SCPs may be implicit by NDS/IP or physical security.
Authorization between SCPs is based on local authorization policy.


********** END OF CHANGES
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