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1
Decision/action requested

It is proposed to approve this solution to address KI#1 in TR 33.766 
2
References

[1]
3GPP TS 33.501 Security architecture and procedures for 5G system

3
Rationale

5G Service-Based Architecture (SBA) is designed to enable flexible and scalable deployments. With respect to SBA, introduction of new NFs for the purpose of energy collection can appropriately utilize existing SBIs and inherit security principles and procedures from SBA to address security aspects of energy related information collection.

The proposed solution utilizes existing SBIs and protection mechanisms in SBA for energy related information collection. 

4
Detailed proposal

*** Start Change ***

7.Y
Solution reusing existing interfaces and security mechanisms for energy related information collection

7.Y.1
Introduction

The proposed solution addresses the security requirement (confidentiality, integrity, and replay protection for data-in-transit) in key issue #1: "Security aspects of collecting energy related information.".
7.Y.2
Solution details

According to clause 13.1 of TS 33.501 [1], all network functions shall support TLS and HTTPS with mutual authentication. Network functions can guarantee that data-in-transit is protected by an encrypted connection and is only sent to other authenticated network functions by implementing the protection principles outlined in clause 13.1 of TS 33.501 (thereby protecting data-in-transit hop-by-hop).

The solution can inherit the protection principles from clause 13.1 of TS 33.501 to address the security requirement in KI#1. 

7.Y.3
Evaluation

Editor’s Note: Evaluation is FFS.

*** End Change ***
