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1
Decision/action requested

This contribution proposes to remove ENs in Sol#3 of TR 33.757
2
References

[1]
3GPP TR 33.739: " Study on security enhancement of support for edge computing phase 2"
3
Rationale

This contribution proposes to resolve the following Editor’s Notes:

Editor’s Note: For the scenario where AMF/SMF/UPF are deployed in customer premises, it needs to be explained how procedures involving the NRF, including discovery, registration and access token requests, are affected by the introduction of an HNSPP.

Editor’s Note: Impacts to the NF producer due to HNSPP is for FFS.

Editor’s Note: Impacts due to HNSPP and SCP is for FFS

The first Editor's Note requires to analyse the impacts related to the procedure involving the NRF. To cope this problem, we first add two procedures involving the NRF, including the procedures of Authentication and Authorization between HNSPP and NFs, and Authorization of NF service access. Both procedures reuse the procedures including SCP defined in TS 33.501, with HNSPP taking the role of SCP. Only model D-based procedure can be used for the authorization of NF service access. The impact on the procedure is that it requires the pre-configuration or cross-certification process towards PLMN and PNI-NPN to verify CCA, which is not in the scope of this solution.
For the second Editor's Note, the impact on the procedure is that it requires the pre-configuration or cross-certification process towards PLMN and PNI-NPN to verify CCA, which is not in the scope of this solution.
For the third Editor's Note, we add the Authentication and Authorization procedure between HNSPPs. Other impacts are not involved.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the 1st change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".[x1]
3GPP TR 23.700-77: " Study on system architecture for next generation real time communication services Phase 2".
[x1]
3GPP TS 33.501: " Security architecture and procedures for 5G system".
[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

*************** End of the 1st change ****************
*************** Start of the 2nd change ****************

7.3
Solution #3: A perimeter security gateway for N4 and SBI interface.

7.3.1
Introduction
This solution addresses KI#1 "Security for dedicated UPF interacting with PLMN through N4 interface" and KI#2 " Dedicated NFs interacting with PLMN through SBA interface".
7.3.2
Solution details

To protect messages that are sent over the N4 and SBI interface, it is proposed to deploy a Hosted NPN Security Protection Proxy (HNSPP) as an entity sitting at the border between the PLMN and customer premise, as shown in Figures 7.3-1 and 7.3-2. 

Based on the security level assumption of the operator and customer premises, the deployment options of the HNSPP are as follows:

-
Option 1. The HNSPP is only deployed in the operator premise. HNSPP has the ability to inspect and filter malformed message, hide topology, and verify the NF type based on the messages sent from both sides of the premises.
-
Option 2. The HNSPP is only deployed in the customer premise. HNSPP has the ability to inspect and filter malformed message, hide topology, and verify the NF type based on the messages sent from both sides of the premises.
-
Option 3. The HNSPP is deployed in each operator and customer premise. HNSPP in the operator premise has the ability to inspect and filter malformed message, hide topology, and verify the NF type based on the messages sent from the operator premise. HNSPP in the customer premise has the ability to inspect and filter malformed message, hide topology, and verify the NF type based on the messages sent from the customer premise.
It depends on the operator and the PNI-NPN Customer to decide the deployment option of HNSPP.


Editor’s Note: Whether the HNSSP can be a SEG with additional security gateway functionality is ffs.

Editor’s Note: What security capabilities and features makes HNSPP more secure than rest of other 3GPP NFs is FFS.
Editor’s Note: What features and mechanisms make HNSPP capable to process the malformed message without any security threats to HNSPP is FFS.
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Figure 7.3-1 Deployment of HNSPP in Hosted NPN with dedicated UPF deployed in the customer premises
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Figure 7.3-2 Deployment of HNSPP in Hosted NPN with dedicated UPF and part of CP functions deployed in the customer premises

7.3.2.1
Authentication and Authorization between HNSPP and NFs
The authentication and authorization between HNSPP and NFs can reuse the procedure defined in clause 13.3.6, TS 33.501 [x1], where HNSPP takes the role of SCP.
7.3.2.2
Authentication and Authorization between HNSPPs
The authentication and authorization between HNSPPs can reuse the procedure defined in clause 13.3.7, TS 33.501 [x1], where HNSPP takes the role of SCP.
7.3.2.3
Authorization of NF service access
Customer Network Function (cNF) interacts with Producer Network Function (pNF) and NRF in the other domain by reusing the model-C or model-D communication model in clause 13.4.1.3, TS 33.501 [x1], where HNSPP replaces the SCP.
Note: The certificate pre-configuration or certificate management for PNI-NPN is not in the scope of this solution.
7.3.3
Evaluation 

TBD
*************** End of the 2nd change ****************
