3GPP TSG-SA3 Meeting #116
S3-242430
Jeju, South Korea,  20th - 24th May 2024
Source:
Lenovo, Motorola Mobility, Johns Hopkins University APL
Title:
TR 33.794 Cleanup
Document for:
Approval

Agenda Item:
5.1
1
Decision/action requested

This contribution proposes to clean-up the TR 33.794 to remove/convert the explanatory ENs and to fix the editorials.
2
References

[1]
3GPP TR 33.794, 'Study on enablers for Zero Trust Security', (Release 19). 

3
Rationale

TR 33.794 has many explanatory ENs for the scope of each clause and sub-clause. As most of the clause descriptions progressed, and almost stable, the explanatory ENs can be removed/converted to NOTE with this contribution. 
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
4
Security Assumptions

This section describes the potential security assumptions to be considered for the study specific to the objectives [2]. The security aspects identified with respect to the zero trust security tenets in the context of the 5GC SBA in TR 33.894 [3] are still relevant and applicable for this study.
Assumption #1: Based on Objective 1 (i.e., Data exposure for security evaluation and monitoring) the operator has deployed a Security Function.

- 
The Security function that performs the security evaluation and monitoring resides in the operator’s domain (i.e., external to the 3GPP network) and it is considered as a trusted entity. This Security function and its application logic are upto the operator’s implementation, and it is outside the scope of 3GPP in the present document. 

Assumption #2: For Objective 2 (i.e., Security mechanism for dynamic policy enforcement), the dynamic security policy enforcement is configured and controlled by the operator based on operator’s policy.
Exposing the security data in a structured manner can help automated continuous security monitoring. In order to do this, classification of security data and defining a structure can help. 

In relation to data exposure for security evaluation and monitoring, it is important to understand the relevant security risks associated with SBA. Accordingly, symptoms required to assess the possibility of exploiting any such risks can be considered for data exposure. For this study, it is assumed that following attacks may be applicable to SBA layer, which can be implemented using microservices or virtual network functions:

1. Network level attacks

2. Service-level attacks

3. API security risks

4. Infrastructure related attacks: These attacks can be considered out of scope for 3GPP. However, operators may want to define specific security data to be exposed for such attacks. The present document does not consider defining data exposure for these attacks.
5
Security Analysis and Considerations 

This clause contains security analysis and considerations as applicable for each of the work tasks.

5.1
Use cases for security evaluation and monitoring


5.1.0 General

NOTE: [For WT1] This clause covers the security analysis to identify potential threat(s) and attack(s) on 5G SBA layer intended to identify which data may be relevant for threats and attack detection. 
5.1.1
Use case #1: Information on Malformed Message
5.1.1.1
Description

Malformed messages (i.e., SBI message violations) may be received by a NF over an SBI from another NF (e.g., due to malicious intentions or due to mere error). The malformed message(s) sent with malicious intentions have the potential to cause failure/malfunction of NF(s). In various other cases there are requirements to handle such malformed message(s) (such as in TS 33.501 [4], Clause 5.9.3.2, states, ‘The SEPP shall discard malformed N32 signaling messages’, and Clause 5.9.3.4, states, ‘The IPUPS shall discard malformed GTP-U messages’). In the case of SBA, simply dropping a malformed message cannot help to identify the threat surface and its context i.e., which NF sends the malformed message and why does it send such a malformed message, which services it is targeting, etc. Identifying the potential threat rather than dropping the malformed message(s) can prevent further attacks on the rest of the network (e.g., another NF). 3GPP specified service-based interface message inputs and outputs described in TS 23.502 clause 5.2 [11] and TS 29.500 [10] can be considered as normal messages. If a Service based interface message violates the specified input or output (i.e., SBI message violation), that message can be considered as malformed message and the related event data can be collected, logged, and exposed (based on operator policy) to the Operator’s security function residing external to the 3GPP network to enable security evaluation and monitoring. Additionally, clause 6.2 of TS 29.501 [12] provides guidelines on which service-based messages can be considered malformed.

5.1.1.2
Relevant data

The data relevant to be exposed includes event data on the received malformed message (using a related event name or identifier), and the NF identification information (i.e., NF ID) of the sender of the malformed message.

NOTE: Management aspects of relevant security data about malformed messages need to be coordinated with SA5.

5.1.1.3
Evaluation of the identified data

Based on Operator’s policy, malformed message related event data (e.g., the NF identification information and the malformed message event information) can be logged for security evaluation and monitoring purposes. If such logs are available, it is notified to the Operator’s Security Function to enable necessary security evaluation and monitoring to aid in timely threat detection.
NOTE 1: For this malformed message scenario, the relevant data and if the malformed message itself or any other additional information related to this event need to be sent to the Operator’s Security Function will be discussed as part of solutions and the decisions will be made in the conclusion clause 7 below (later in the study). 
NOTE 2: Further if the event related data should only be logged or also need to be notified to Operator’s security functions will be discussed as part of the solution details.

Editor’s Note: Additional evaluation if any is FFS.
5.1.2
Use case #2: Massive number of SBI Messages
5.1.2.1
Description

A core SBA NF that receives a massive number of service API invocations that intends to exhaust the network resource may lead to degradation or complete shutdown of a NF thus resulting in a Denial of Service (DoS). But there can be normal cases, where the service provider may still receive larger number of service requests (e.g., due to legitimate service need). Here it is important to identify if the massive number of service invocation is due to a legitimate service need or due to malicious attack attempt (like DoS or DDoS if multiple service consumer is observed to send massive number of service requests).  There are several methods for detecting if the number of SBI messages are malicious or increased demand for a service, as listed below. Based on Operator policy the deviations from the normal behaviour can be identified using any one or more of the following methods:

· One or more NF are sending more requests than their historic normal amount.

· Victim NF(s) begins to respond with 500 Server Error Response HTTP Status Codes.

· Victim NF(s) performance begins to drop.

· The increased traffic does not adhere to historically normal traffic flows.

· Standardized services by NRF and OAM in TS 23.288 [13] for NF load (clause 6.5) and network performance (clause 6.6) analytics. If deployed, such services can be also used additionally.

· On the SBA layer, there are standardized means to enforce a limit on the number of incoming requests via the HTTP2 SETTINGS_MAX_CONCURRENT_STREAMS parameter as described in RFC 9113 [14]. Based on operator policy, if such limit is set and if any requests exceed the limit, such event information can also be used.
Note that the attribution of service requests is only possible when the service consumer is authenticated. For an unauthenticated service consumer (e.g., an attack on the authentication NF), the attribution is not achievable.

5.1.2.2
Relevant data

The data to be exposed includes data about the service requests using a related event name or identifier, the information on NF(s) identification (i.e., NF ID(s)) which attempted the massive number of service invocations, and optionally service message information (e.g., service name).

NOTE: Management aspects of relevant security data about malformed messages need to be coordinated with SA5.
5.1.2.3
Evaluation of the identified data

The NF(s) identification information, event information and optionally the service information can be logged and notified to the Operator’s Security Function (to enable necessary security evaluation and monitoring which can help in timely threat detection). Whether the abnormal behaviour indicates an attack or not needs to be decided based on sources from the whole network and all layers, and based on evaluation by the Operator’s security function which is out of scope of 3GPP.

NOTE: Further specific details of the event data to be collected for this scenario, and how the data is logged and notified to Operator’s security function are upto the solution discussions.
Editor’s Note: Additional evaluation if any is FFS. 
5.1.3
Use case #3:  Unauthorized/failed authentication NF service access request
5.1.3.1
Description

A NF service access request with failed authentication or made by an unauthorized NF could be logged and reported for security monitoring and evaluation.

In the context of network function (NF) security, it is essential for an NF Service Producer to verify the audience claim in the access token received from an NF consumer. This verification process ensures that the NF Service Producer only accepts tokens intended for its own identity or the specific type of NF service it provides. 
The "Elevation of Privilege" threat from the STRIDE model [17] refers to the risk of an NF consumer attempting unauthorized access to NF producer resources or performing actions beyond their intended privileges by misuse of already issued access token by the NRF. By checking the audience claim, the NF Service Producer validates the access permissions to the intended resource associated with the issued access token and confirms that the access token is appropriate for its use and prevents unauthorized access or misuse of its resources. 

The benefits of collecting data related to an unauthorized NF or failed authentication during service request attempt include:

- 
Traceability and accountability (e.g., non-repudiation, forensic analysis of security event)

-
Indicators of potentially compromised NFs

-
Indication of elevation of privilege attempt [15], [16]

One could include the collection of data relevant to failed authentication and authorization during NF service access requests.

NOTE:
Analysis of failed NF service access request prior to taking mitigating action is needed.
Not monitoring or collecting data related to failed NF service access request (i.e., unauthorized, or failed NF authentication) can reduce the ability to detect key indicators of potentially compromised NFs.

Analysis of security events lacks trustworthy information that helps with threat detection.
5.1.3.2
Relevant data

Information related to failed NF service access request can be collected, such as:

-
In failed authentication use case:

-

TLS certificate information: expiration time, subjectAltName (nfInstanceID), Subject DN, unsupported operator CA, Serial Number, public key info.

-
In failed authorization use case:

-
Token Claims Information: Access tokens issued by the NRF (e.g., expiration time, scope / additional scope, token identifiers in the claim i.e associated NF Consumer ID, NF Producer ID, nfInstanceID of NF Consumer or NRF (issuer), expected NF service name, nfType, unsupported NRF (issuer signature), PLMN ID)
-
Authorization decisions made by the NRF, if there were any prior attempts from this NF consumer towards the NRF for the target producer indicating whether access requests were denied based on NRF policy evaluations.
NOTE:
Failed authorization of token request at NRF is to be considered

- 
Include details of authorized resources, requested actions, and enforcement decisions.

-
Network related information (e.g., source/target IP address).

-
Reason for failure

NOTE:
The specific data for collection will be determined in the conclusions

5.1.3.3
Evaluation of the identified data

Information related to a failed NF service access request can help to indicate misconfigured or compromised NF(s). Notifying the Operator Security Function when there is a failed NF service access request and exposing/logging the identified relevant data to the Operator Security Function is crucial for conducting an analysis and performing any mitigating actions on the NF that made the NF service access request attempt.
5.1.4
Use case #4:  Reconnaissance
5.1.4.1
Description

Secure communications between NFs and with other NFs and the NEF nodes is essential. TLS is specified to secure the transport layer (See 3GPP TS 33.501 [4] sub-clause 9.5, 12.3, 13.1.0). When a TLS connection is setup both sides of the TLS connection check to ensure that the certificate is valid and has not been revoked; however, no validation is performed to ensure that the NF setting up the TLS connection is 

a) expected to communicate with the NF terminating the TLS connection (e.g., No validation is performed on other parameters e.g. subjectAltName defined in 3GPP 33.310 [6]); or

b) Performing API call(s).

A compromised NF can setup TLS connections to any number of other entities, collect the TLS certificates of the other NFs and use  the data gathered at a later date to assist in performing other attacks.   

Not monitoring or collecting data related to successful NF TLS connections can reduce the ability to detect key indicators of potential compromise of NFs.

Analysis of security events lacks trustworthy information regarding the potential source of adversity.
5.1.4.2
Relevant data

Source IP address;

TLS certificate of the NF consumer;

APIs invoked via the TLS connection; and

If no APIs where invoked, the length of time the TLS connection was established for, or what point in the TLS establishment procedure it was terminated.
5.1.4.3
Evaluation of the identified data

TLS connections that are not fully established, or TLS connections that are established and no APIs are used should be notified to the Operators Security Function. Both of these are abnormal behaviour as if a TLS session is setup, one would expect at least one API call. Example information that could be useful includes the source IP address, TLS certificate of the NF consumer, timestamp when the event occurred, and the duration of the event, what and if any API calls were made.

NOTE:
Some of the data identified above might not be available to the SBA layer.
5.1.5
Use case #5: Abnormal SBI Call Flow
5.1.5.1
Description
There are four distinct communication models that are defined in 3GPP TS 23.501 Annex E [18] that NFs and NF services can use to interact which each other. Once the SBI communications have been configured to follow a defined communication model(s) as specified in 3GPP TS 23.501 Annex E [18], the SBI call flows specified between the NF and NF services should be considered the normal communication path. Any deviation from the normal communications model could be an indicator of either a misconfiguration, an attack on the NF or NF services in the 5GC that may be in progress, or an artifact of a successfully exploited NF.

NOTE: It is up to the operator to properly configure the monitoring system with the correct communication model in use. 

NOTE: If more than one communication model is in use it is up to the operator to properly configure the monitoring system with the correct communication models in use and which NFs belong to each communication model.
5.1.5.2
Relevant data
When monitoring is enabled, the serving NF logging the source IP address of SBI requests can expose each of the following examples of abnormal SBI call flows:

· For communication model A, a deviation from the normal call flow could mean communication flows that would not normally occur between two NFs. (e.g., PCF attempting to connect to the AUSF.)

· For communication model B, a deviation from the normal call flow could mean communication that bypasses the NRF and its functionality. (e.g., Consumer NF never connects to NRF before attempting to connect to a Serving NF.)

· For communication model C and communication model D, deviation from the normal indirect communication call flow modes could mean bypassing the SCP and its functionality. (e.g., Consumer NF never connect to SCP and instead attempts to connect to Serving NF
Editor’s Note: The collection entity is FFS.

5.1.5.3
Evaluation of the identified data

Editor’s Note: FFS to identify data points provided by NFs at the SBI level to support identifying abnormal call flows.

Editor's Note: FFS the necessary actions on such data (exposure, notification, logging, etc.) and an analysis of the security implications if any.
5.1.X
Use case #X: <Use case Name>

5.1.X.1
Description

Editor’s Note: This clause covers the details on the potential threat/attack traces on the SBA layer, along with the impacts. The impacts are the risk if security evaluation and monitoring is not performed in the above scenario.
5.1.X.2
Relevant data

Editor’s Note: This clause identifies and lists the relevant data and parameters that could aid in security evaluation and monitoring for this particular scenario.

5.1.X.3
Evaluation of the identified data

Editor's Note: This clause describes the necessary actions on such data (exposure, notification, logging, etc.) and an analysis of the security implications if any. 
5.2
Security mechanism for dynamic policy enforcement


5.2.0 General
NOTE: [For WT2] This clause covers the security analysis to identify use cases/scenarios in SBA, where a potential threat/attack can be controlled with dynamic security policy enforcement.
5.2.1
Security policy enforcement Use Case #1: Access control decision enhancement
5.2.1.1
Description

The current study as part of Clause 5.1 identifies the potential data to be exposed to the Operator’s security function to enable the security evaluation and monitoring process. If the security evaluation and monitoring results identifies an attack being performed by an NF, then that NF cannot be allowed to continue to consume or provide services to the rest of the NFs. A compromised NF can increase the threat/attack surface, impact other NFs, and affect the overall service availability. The existing SBA access control mechanism can be enhanced to apply the necessary security policies to prevent further impacts. However, mitigating the NF itself is up to operator’s implementation and outside the scope of 3GPP.

5.2.1.2
Scope of dynamic security policy enforcement 

Some of the scenarios which can make use of the available results to enforce dynamic security policy enforcement are listed below:

- 
Service Request Process:

 When token-based authorization is used, a service request requires that the NF Service Consumer has earlier acquired a valid access token (See TS 33.501 [4] Clause 13.4.1.1.2). While the NF service consumer sends an access token request, if available the NRF (who has the information on security evaluation and monitoring results associated to a NF service consumer), can check the security evaluation and monitoring results and if the results indicate that the NF service consumer has attempted attacks, then there can be security policy that helps the NRF determine whether to issue the access token or not. In case, the NF service consumer is identified to have launched an attack against other NFs, denying the issue of an access token can prevent the NF service consumer from attacking the rest of the NFs in SBA. 

Additional methods to study are short lived access tokens or token revocation relative to the identified compromised NF and the NRF can act accordingly to prevent the compromised NF from further impacting the other NFs and services.

For the case of service access request, for the communication model where SCP is involved (i.e., in Model C and D for indirect communication described in TS 23.501 [13] Annex E.1, SCP routes the request for service discovery) whether any actions are needed at the SCP will be determined during the solution discussions.

- 
NF service update:

When the service producer (i.e., an NF instance) sends a NF update request message to the NRF, if the security evaluation and monitoring result related to the requesting NF service producer is available, it can be considered by the NRF to accept with success or deny with failure. For example, if the NF service producer is identified to have launched an attack with malicious intentions, then further denial of NF service update by the NRF can prevent the compromised NF from expanding the threat surface.

- 
NF service discovery:

When the NF service consumer sends a NF discovery request, if a security evaluation and monitoring result related to the requesting NF service consumer is available, then it can be considered by the NRF to determine and provide or deny the issual of discovered NF instances information accordingly. For example, if the NF service consumer is identified to have launched attacks, then further denial of NF discovery service information by the NRF can prevent the compromised NF from leveraging that information to increase the threat surface.

For the communication model where SCP is involved (i.e., in Model C and D for indirect communication described in TS 23.501 [13] Annex E.1, SCP routes the request for service discovery) whether any actions are needed at the SCP will be determined during the solution discussions.

NOTE: The information on ‘which NF consumes the security evaluation and monitoring results to let the NRF take the appropriate decisions in access control’ and ‘the security policy definitions’ are outside the scope of this clause and can be part of KI and solution discussion clause(s).
5.2.X
Security policy enforcement Use Case #X: <Use case Name>

5.2.X.1
Description

Editor’s Note: This clause describes the details about the threat scenario in Core network SBA that can benefit with results from operator’s security function (e.g., in case of attack identification (or) based on nature of the results) specific to the scenario identified in clause 5.1 

5.2.X.2
Scope of dynamic security policy enforcement 

Editor’s Note: This clause provides the details on how dynamic security policy enforcement can control the potential attack/threat and it’s impacts in the identified scenario.
*****End of Change 1*****
