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1
Decision/action requested

It is proposed to approve this pCR.
2
References

[1]
3GPP TR 33.701 Study on mitigations against bidding down attacks
3
Rationale

It is proposed to approve this conclusion for key issue#1.
4
Detailed proposal

*** Start of Change ***

X Conlusions
X.Y Conclusion for key issue #1
1. The network shall deliver the PLMN ID and the corresponding GERAN/UTRAN decommissioning information to the UE. The network side provided GERAN/UTRAN decommissioning information has a higher priority than the classical PLMN selection information (e.g., PLMN/access technologies combination information configured in the UICC).
Note: Suppose the UE is roaming. The home PLMN of the UE is PLMN 1. The visited PLMN of UE is PLMN 2. If only serving network information is provisioned to the UE, the false base station can still broadcast PLMN ID irrelevant to serving PLMN/home PLMN (e.g., PLMN3) even if the PLMN 3 has completed GERAN/UTRAN decommissioning. And the UE will connect to the false base station due to the lack of PLMN 3 knowledge. To mitigate this attack, the decommissioning information of other networks (e.g., PLMN 3), once available in the serving network, also needs to be delivered to the UE. How the serving network obtains the decommissioning information of other networks is out of the scope of 3GPP.
2. If the UE receives the information that home PLMN has completed the 2G/3G decommissioning, the UE shall not select the GSM/GERAN/UTRA cell (because the HPLMN does not support a successful 2G/3G AKA for the UE).
*** End of Change ***

