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1	Decision/action requested
Approve the pCR to TR 33.790 [2] below.
2	References
[1]	TR 23.700-77 Study on system architecture for next generation real time communication services Phase 2
[2]	TR 33.790 V0.2.0 Study on the security support for the next generation real time communication services phase 2
[bookmark: _Hlk165967588][3]	ATIS-1000094 Signature-based Handling of Asserted information using toKENs (SHAKEN): Calling Name and Rich Call Data Handling Procedures
3	Rationale
This pCR aims to resolve this EN in Solution #2: Security of 3rd party specific identities:
Editor's Note: For the solution options below which SIP header includes the RCD is FFS
ATIS-1000094[3] describes how Rich Call Data (RCD) may be included into a PASSporT, PASSporTs holding RCD can be "shaken" PASSporT with RCD claims or "rcd" PASSporT. A SIP INVITE may contain several PASSporTs which are carried in several Identity headers. The SIP Identity header is a fundamental component of the STIR/SHAKEN protocol. It carries the digital signature associated with the call, which is generated by the originating service provider. This signature is then used by other entities in the call path to verify the legitimacy of the calling number. The RCD can be included in the PASSporT of SIP identity header. Thus, this Editor note can be removed.
4	Detailed proposal
**** START of CHANGE ****
[bookmark: _Toc164681784]6.2	Solution #2: Security of 3rd party specific identities
[bookmark: _Toc164681785]6.2.1	Introduction
This solution addresses the Key issue #1 "Third party specific user identities". 
As stated in the Key issue #1 details, there are scenarios that the 3rd party subscribers (e.g., employees) use third party IDs (e.g., enterprise employee ID). The IMS network can present the 3rd party specific identities (3P ID or Rich Call data/RCD) to the callee during the subsequent calling process. From a security point of view, the enhanced IMS network needs to be able to support the identity verification and authorization of 3rd party user during an IMS call. 
This solution proposes to use the existing Ms reference point and procedures as described in TS 24.229 [4] and STIR/SHAKEN framework [5] while adopting draft-ietf-stir-passport-rcd-26 [6]. 
[bookmark: _Toc164681786]6.2.2	Solution details
[bookmark: _Toc164681787]6.2.2.1	Solution Description
The Ms reference point as described in TS 24.229 [4] is used to request signing of a SIP Identity header field and verification of a signed assertion in a SIP Identity header field as shown in Figure 4.2-1. This enables calling number verification using signature verification and attestation information based on the STIR/SHAKEN framework.
This solution proposes that the originating IMS network verifies that the use of 3rd party ID data is allowed and the validity of the incoming 3rd party ID data (e.g. the display name in From header or other header info) of the calling party before adding Rich Call Data (RCD) that is associated with the 3rd party ID data and invoking the signing on behalf of the 3rd Party. 
The main user identity information involved in this solution includes:
1)	The IMS identity (IMPU) of the calling party (typically fetched from P-Asserted-Identity header). This is used to fetch the RCD from the 3P ID server (details below).
2)	The 3rd Party ID data optionally included in the SIP INVITE from the UE (or PBX) to the Originating IMS network. This is a pointer to an RCD record in case more than one RCD record is fetched and it points to the one to be used. If there is only one RCD record expected to be fetched, then nothing is inserted by the UE. The enables flexibility for users with more than one identity, to select the identity, to be presented to the caller.
NOTE 1:	When the 3rd party ID data is not included, default Rich Call Data can optionally be added by the originating IMS network based on policy.
3)	The Rich Call Data which may be embedded, signed and verified in the SIP INVITE by the originating IMS network.
Examples of Rich Call Data are:
-	the name of the calling person or of an entity;
-	the traditional caller ID along with related display information that would be rendered to the called party during alerting;
-	hyperlinks to images, such as logos or pictures of faces, or to similar external profile information;
-	information related to the location of the caller;
-	information related to an organization the caller is associated with, or categories/departments of organizations and institutions;
-	possibly other Rich Call Data (RCD) information elements.
The types of 3rd party user identities as used in IMS need to be aligned with the definitions in IETF draft-ietf-stir-passport-rcd-26 [6] and include the calling person's name and job title, information related to the organization the caller is associated with and information related to the caller's location. The overall reference architecture is depicted in Figure 4.2-1. The 3rd party (Enterprise) network can be connected to the serving IMS network via UNI (UE to Network Interface) or NNI (Network to Network) interfaces. The serving IMS network handles outbound SIP calls from the Third Party. 
There are several options how and where the RCD data of a 3rd party user is signed and verified. These options allow for different deployment scenarios, e.g., using UNI or NNI interface between 3rd Party and IMS network, with different levels of impact to the 3rd Party network and the IMS network provider and with different levels of trust relationship between both.
A 3rd party ID Server (3P ID Server) stores the associations between the 3P Caller IMPU, 3rd Party ID data and the corresponding Rich Call Data (RCD) information. The Rich Call Data information is subject to signing in the originating IMS network. The address of the applicable 3rd Party ID Server for the user can be included in HSS.
Prerequisites:
1.	The 3rd Party specific user identity data (3P ID data) and the corresponding Rich Call Data information (related to each 3rd party and identified by the  3rd Party specific user identity data) that are subject for signing in the originating IMS network are associated to the corresponding IMS identities in a 3rd party ID server (3P ID Server). The address of the applicable 3P ID Server for the user can be stored in HSS. The ownership, administration and provisioning of the 3P ID Server is out of scope of the present solution. 
NOTE 1: 	In the PBX case, it is assumed that this 3P ID Server is under control of the 3rd Party (Enterprise) as the Enterprise is responsible for assigning the IMS identities which are provided by the IMS operator to their employees and therefore also maintaining the corresponding Rich Call Data information. Otherwise, the 3P ID Server could be provided by the originating IMS operator which could allow certain access to the calling UE via a UE self-management portal. The access to the enterprise administrator (in the PBX case) or the UE (in the single UE case) self-management portal is assumed to be secured and out of scope of the present solution.
2. 	The Originating IMS network is assumed to have a secure channel to the 3P ID Server which includes the Rich Call Data information. The setup of this secure channel is out of scope of the present solution. 
NOTE 2:	When the 3P ID Server is located outside the IMS operator domain, the access to the 3P ID Server can be secured in the same way as the SIP trunk link between the IMS network and the PBX; i.e., using mutual TLS as defined in Clause S.2.2 of TS 23.228 [7].
NOTE 3:	If the user has multiple 3rd party ID data, the RCD data that matches the provided 3rd  party ID data for the IMS identity will be selected. If no match is found, a default RCD data record or no RCD data for the IMS identity will be selected depending on the operator policy.
Editor's Note: For the solution options below which SIP header includes the RCD is FFS
According to ATIS-1000094[5] RCD can be included in the PASSporT of a SIP Identity header. 
**** END of CHANGE ****

