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1
Decision/action requested

It is proposed to approve the proposed changes for inclusion in TR 33.757 [1].
2
References

[1]
3GPP TR 33.757: Study of security for PLMN hosting a NPN

3
Rationale
This contribution tries to solve the Editor’s Note: whether the Security Gateway can be an SCP with additional security gateway functionality is FFS in solution #5. We think it depends on what types of  NF deployed in the PNI-NPN, for example, if all the NFs being deployed in customer’s premise connect with NF(s) in the operator’s premise through SBA interface, the security gateway functions can be implemented in SCP.  However, SCP couldn’t handle interfaces other than SBI, e.g., N4 interface. If NFs in N4 interface are also deployed in customer’s premise, a new proxy would be needed for the security functions to be implemented on. 
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.757 [1].

*************** Start of the changes ***************

7.5
Solution #5: Secure SBA interface with Security Gateway  
7.5.1
Introduction 

This solution addresses key issue #2.
Considering the nature that the dedicated NF locates outside of operator’s controlled network and interact with PLMN through SBA interface, which leads to the exposure threats to the operator’s core network, this solution proposes to introduce an Security Gateway at the border of operator’s core network to prevent operator’s core network against the attacks through SBA interface. The Security Gateway should be the first contact node when the dedicated NFs interacting with PLMN. All SBA related input/output traffic over the trust boundary should be delegated and protected by the Security Gateway.
NOTE:  How to deploy the Security Gateway could be left to the implementation.
7.5.2
Solution details
The assumed architecture with the Security Gateway deployed over the trust boundary for SBA interface is shown in Figure 7.5-1.

**** End of Changes****

