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1
Decision/action requested

It is proposed to discuss the security risks of SMC based solution in NTN.
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Rationale

3.1
Introduction
Based on discussion on RAN2 LS C1-239085[1] in CT#1 145- Chicago meeting, how location reporting for an NB-IoT UE in NTN can be supported in case LPP mechanism is not supported. Due to privacy and security reason, AS-based solution cannot be considered in NB-IoT case. Therefore, RAN2 asks SA2 and CT1 to study and specify a NAS layer-based solution for an NB-IoT UE in NTN to report its location to the network.

In order to address this requirement, the SA2 is discussing using NAS Security Mode Command procedure (SMC) to transfer the coarse location information. In this way, UE is allowed to report coarse location information in NAS SMC to MME and from MME to E-SMLC. This way introduces the support for location verification using the EPC-NI-LR LCS procedure based on coarse location information. 

This discussion paper analyses potential risks of SMC based solution.
3.2
The potential impact for SMC procedure
SMC based solution, as captured by S2-2403493[2], introducing the ability that UE and the MME may support reporting of Coarse Location Information from the UE to MME in the NAS Security Mode Command procedure.
For satellite access over NB-IoT, if the UE indicated support for reporting its Coarse Location Information, the MME may request the UE to send its Coarse Location Information by setting the Coarse Location Information Request in the Security Mode Command message and the UE then reports its Coarse Location Information in the Security Mode Complete message to the MME.
As stated in the TS 24.301[3], the purpose of the NAS security mode control procedure is to take an EPS security context into use, and initialise and start NAS signalling security between the UE and the MME with the corresponding EPS NAS keys and EPS security algorithms.
Observation 1: The network needs to initiate the security mode control procedure in a new case that request the UE Coarse Location Information. The new case is not related to EPS security context or NAS signalling security. 
From the clause 7.2.4.4 in the TS 33.401[4], the NAS Security Mode Command message shall contain the replayed UE security capabilities, the selected NAS algorithms, the eKSI for identifying KASME where these IEs are mandatory. And the UE shall verify the integrity of the NAS Security Mode Command message. This includes ensuring that the UE security capabilities sent by the MME match the ones stored in the UE, checking the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on KASME indicated by the eKSI. And there is some similar security verification from MME in NAS Security Mode Complete message. 
3GPP TS 33.401 clause 6.4 describes as following:

" After a successful run of a NAS SMC relating to the eKSI associated with an EPS security context, this context becomes the current EPS security context and shall overwrite any existing current EPS security context. "
If the UE and the MME support reporting of Coarse Location Information in the NAS Security Mode Command procedure, a large number of redundant security checks and security overwriting will affect device performance. If the coarse location information is packed in a plain NAS message after the NAS SMC procedure, those security checks can be avoided and the privacy information can still be protected on confidentiality and integrity.  
Observation 2: Using NAS Security Mode Command procedure (SMC) to transfer the coarse location information will deteriorate network performance.
3.3
The trigger conditions of coarse location information report

Based on the description of S2-2403493[2], the trigger conditions of coarse location information report as following:

As described for the Attach procedure (clause 5.3.2.1), TAU procedures (clauses 5.3.3.1 and 5.3.3.2) and Service Request procedure (clause 5.3.4.1), in case of NB-IoT, the MME may, if supported by the UE and if the MME has obtained user consent based on proprietary mechanisms depending on local regulations, request the UE, in a NAS Security Mode Command message, to report its Coarse Location Information. If requested, the UE provides its Coarse Location Information in the NAS Security Mode Complete message.NTN cell coverage may span multiple regulatory areas, some of which may have restrictions which do not allow service to be provided. In order to meet the regulatory requirements, the network should trace the UE to determine whether the UE is moved to another regulatory area or not. Thus, the network may trigger coarse location information report frequents.  As discussed in SA2[5], a drawback is that if MME wants to request UE location but it does not need to execute the SMC procedure for other reasons, it adds a NAS round-trip. 
Observation 3: Network may trigger coarse location information report frequently when a NTN cell coverage spanss multiple regulatory areas. 
Introducing extraneous information into SMC message at the outset may set a precedent that justifies the inclusion of numerous non-security related information in the future, potentially undermine the foundational principles of the TS 33.401.  
4
Detailed proposal

It is proposed to send a LS to inform the above risks of SMC based solution for an NB-IoT UE in NTN to report its location to the network. 
