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1
Decision/action requested

This paper is about Regulations with digital elements in EU CRA and security requirements in NIST ZTA.
2
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3
Rationale

3.1 Threat scenarios with RFID tags

There are a number of security threats related to RFID tags . Especially for communication between the RFID tag and the network, the lack of confidentiality and integrity protection opens up for attacks as eavesdropping, unauthorized tag reading, privacy threats (e.g. tracking), replay attacks, message (re)construction, data modification and data insertion.
3.2 EU Cyber Resilience Act (CRA)

European Union (EU) is regulating security in "products with a digital element" under the Cyber Resilience Act (CRA) which is a legal framework that describes the cybersecurity requirements for hardware and software products with digital elements placed on the market of European Union.

In EU CRA [1], the essential part is the requirements in Annex I.  In EU CRA, Annex I, 1.3(c), the legal requirement is "protect the confidentiality of stored, transmitted or otherwise processed data, personal or other, such as by encrypting relevant data at rest or in transit by state-of-the-art mechanisms.".
While EU CRA is not final approved yet, we can assume this part, and it is in line with the EU strategy, so if the AIoT products are to be put on the EU Single Market, then they have to fulfill the law, i.e. encrypt the data in transit and at rest. 
3.3 Zero Trust

In NIST ZTA [2], a number of zero trust basic tenets have been defined (see clause 2.1).

In particular for tenet 2, it is stated that all communication is secured regardless of network location, and trust should not be automatically granted based on the device being on enterprise network infrastructure. It is also specified that all communication should be done in the most secure manner available, protect confidentiality and integrity, and provide source authentication.: 

2. All communication is secured regardless of network location. Network location alone does not imply trust. Access requests from assets located on enterprise-owned network infrastructure (e.g., inside a legacy network perimeter) must meet the same security requirements as access requests and communication from any other nonenterprise-owned network. In other words, trust should not be automatically granted based on the device being on enterprise network infrastructure. All communication should be done in the most secure manner available, protect confidentiality and integrity, and provide source authentication.
4
Detailed proposal

It is proposed to include the following security assumptions in clause 4.Y.
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4
Security Architecture and Assumptions

Editor’s Note: This clause contains security architecture and assumptions to be considered for the study (e.g., per work task/KI).
4.Y
Security Assumptions

The following security assumptions are applicable to this study:

-
This study should take regulations specified in European Union (EU) Cyber Resilience Act (CRA) [x] for digital elements into account.

-
This study should take the security requirements specified for the tenets in NIST ZTA [y] into account.
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