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1
Decision/action requested

This document proposes to add a new key issue for encryption of communication messages sent between the AIoT device and the 5G network.
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Rationale

The 5G systems are expected to provide connectivity to AIoT devices for AIoT services. AIoT devices may receive and respond to communication messages as inventory request messages initiated by the 5G network or may itself initiate communication with the 5G network.

Even if protection of communication messages are provided at application layer, there is still value to add protection in the lower layers as it would protect the 5G core network from malicious packets. 
This contribution proposes a new key issue for studying security as encryption of communication messages between AIoT device and 5G network.
4
Detailed proposal
**** START OF CHANGE ****

5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.

5.X
Key Issue #X: Encryption of communication messages sent between AIoT device and 5G network’
5.X.1
Key issue details

This key issue addresses the security aspects of KI#1, KI #2 and KI#3 in SA2 TR 23.700-13 [4].

The 5G systems are expected to provide connectivity to AIoT devices for AIoT services. AIoT devices may respond to inventory or command messages initiated by the 5G network or may itself initiate communication with the 5G network.

The communication messages sent over the air-interface is vulnerable to eavesdropping. Even if protection from eavesdropping of communication messages is provided at application layer, there is still some value to add protection from eavesdropping in the lower layers as it would protect against for example eavesdropping of headers as e.g. IP-headers, etc.
In 5G Rel-15, the UE and the AMF are mandatory to support encryption of NAS signalling in NAS layer. Encryption of NAS signalling is optional to use in NAS layer. The UE and the gNB are mandatory to support encryption of RRC signalling and user plane data in PDCP layer. Encryption of RRC signalling and user plane data is optional to use in PDCP layer. Encryption is activated independently for RRC signalling between UE and gNB/ng-eNB and for user plane data (per DRB) between UE and gNB/ng-eNB. Encryption is activated independently on NAS layer between UE and AMF and on PDCP layer between UE and gNB/ng-eNB. 
In 5G Rel-16, when 5G Cellular IoT was introduced, (ng-eNB is connected to 5GC), two solutions were specified: Control Plane CIoT 5GS optimisation and User Plane CIoT 5GS Optimisation. In Control Plane CIoT 5GS optimisation, the CIoT data is transferred between the UE and the core network in Non-Access Stratum (NAS) messages, i.e., Control Plane Service Request, and uplink/downlink NAS transport messages. Encryption of these messages is achieved by using encryption algorithms and encryption keys from existing 5G NAS security context. In User Plane CIoT 5GS Optimisation, the CIoT data is transferred between the UE and the base station in Access Stratum (AS) messages, i.e., user plane packets. In uplink, the UE can send the CIoT data either separately or multiplexed with a AS control plane message called Resume Request (i.e., early data transmission (UP-EDT)). The user plane optimization is based on a suspended state in which the UE and the base station retain AS parameters including AS security context even when the UE is not actively communicating with the base station. Encryption of messages in this optimization is achieved by using encryption algorithms and encryption keys from existing AS security context. 

5.X.2
Security threats
If the communication message is not encrypted, an attacker could eavesdrop on the communication message sent on the air interface.

5.X.3
Potential security requirements
The AIoT device and 5G network shall support encryption of communication messages. 

The communication messages sent between the AIoT device and 5G network should be confidentiality protected.
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