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1
Decision/action requested

This contribution proposes to a solution for EEC provided IP address verification in TR33.749.
2
References
 [1]
3GPP TR 33.749: "Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC) phase 3" 
3
Rationale

The contribution proposes to move solution#30 from TR 33.739 to TR 33.749.
4
Detailed proposal

This contribution proposes a solution for EEC provided IP address verification to be included in Rel-19 TR 33.749.
************** Start of the 1st change ****************
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6.Y
Solution#Y: Usage of existing public IP address to verify EEC provided IP address
6.Y.1
Solution overview

This solution is for the key issue# xx on EEC provided IP address verification.

The EEC can spoof the IP address because the source IP address (i.e. UE private IP address) of the message is concealed by UPF via NAT, the EES only know the public IP address which can be used by different UEs. In NAT case, to differentiate different UEs using the same public IP address, the UPF will allocate a unique port number for each UE and the UPF stores the mapping between private IP address, public IP address and port number, the IP information knowed in each node in NAT case is showed in the following figure 6.y.1-1.
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Figure 6.y.1-1: NAT procedure
Therefore, to verify the EEC provided IP address, this solution proposes to use the mapping between private IP address, public IP address and port number in the UPF to verify the mapping EEC provided IP address, EES obtained public IP address and port number based on the source IP address and port number of received UE ID API message.

6.Y.2
Solution details

The procedure of the solution is presented in figure 6.y.2-1 and steps are explained in detail below.
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Figure 6.y.2-1 EEC provided IP address verification via existing public IP address and port number

Step 0.
If NAT is used, the UPF stores the mapping between private IP address, public IP address, port number.

Step 1.
The EEC in the UE sends UE Identifier API request with the private IP address#1 to the EES as clause 8.6.5 of 3GPP TS23.558 [3].
Step 2.
EES obtains the UE public IP address#2, port number based on the sourse IP address and source port number of the IP data from UPF which include the UE Identifier API request.

Step 3.
EES requests to retrieve UE ID via the Nnef_UEId_Get service operation. The request message includes private IP address #1, public IP address#2, port number associated with the public IP address#2.

Steps 4-5.
NEF obtains the private IP address#3 from UPF via existing procedure specified in clause 4.15.10 (from step 3 to step 6) of 3GPP TS23.502 [xx].

Step 6.
NEF verify if the private IP address#3 is equal to EEC provided IP address#1, if verification is successful, the NEF continues to obtain the AF specific GPSI via step 7 and step 8.

Steps 7-8.
NEF obtains AF specific GPSI via existing procedure specified in clause 4.15.10 (from step 7 to step 10) of 3GPP TS23.502 [xx].

Steps 9-10.
NEF sends Nnef_UEId_Get response with AF specific GPSI to EES, and the EES send UE Identifier API request with AF specific GPSI to EEC.

6.y.3
Solution evaluation

Editor’s Note: The evaluation of this solution is FFS.
*************** End of the 1st change ****************

