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1
Decision/action requested

Propose to add new threat and requirement to key issue#5 in TR 33.745.
2
References

NA
3
Rationale

The backhaul of the 5G NR Femto and 5GC may carry both signallng data and user plane data. The signalling data and user plane data shall be integrity, confidentiality and replay-protected based on the requirement from TS 33.501. 
4
Detailed proposal

*****Start of Change *****
5.5
Key Issue #5: Protection of backhaul link between 5G NR Femto and 5GC

5.5.1
Key issue details
5G NR Femto will connect with operator’s core network . The backhaul will carry signaling messages of the UE and 5G NR Femto, and the User Plane messages of UE. This key issue investigates the protection mechanism for the traffic on the backhaul link between 5G NR Femto and network elements in the core network.

NOTE 1: This key issue will be further revised based on the progress of RAN3.
5.5.2
Security threats

Not applicable.
5.5.3
Potential security requirements


The transport of control plane data over backhaul shall be integrity, confidentiality and replay-protected.
The transport of user data over backhaul shall be integrity, confidentiality and replay-protected
*****The End*****
