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Decision/action requested

It is proposed to add new solution for KI#3 in TR 33.784
2
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[1]       3GPP TR 33.784, ' Study on security aspects of Core Network Enhanced Support for AIML'
[2]  
3GPP TS 23.288, ' Architecture enhancements for 5G System (5GS) to support network data analytics services'
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3
Rationale

This solution is proposed to address Key Issue#3: Privacy of VFL between VFL members. 

4
Detailed proposal

6.Y
Solution #Y: UE ID privacy protection of VFL between VFL members
6.Y.1
Introduction

This solution is proposed to address Key Issue#3[1]: Privacy of VFL between VFL members.

As description of KI#3, the UE ID privacy may be leaked between VFL participants from different domains when doing VFL, the AF may obtain UE information (UE ID) supported by another AF. In clause 6.4.4 of TS 23.288 [2], for Analytics ID for observed service experience, the consumer needs to request the Analytics ID "Service Experience" for a UE identified by a SUPI or a group of UEs identified by a list of Internal Group-Ids in the procedure. In this case, the UE ID (e.g., SUPI, GPSI, AF specific UE identifier) may need to be shared to the VFL participants (e.g., NWDAF(s), AF(s)). However, The AF specific UE identifier is ensured to be unique across different AFs as defined in TS 23.003 [3], which means the different AF have different UE IDs for the specific UE. For example, UE1 is the user for both AF1 and AF2. The AF1 specific UE ID of UE1 is different from the AF2 specific UE ID of UE1. 

The sample alignment procedure may involve the exchange of information (e.g., UE ID) which is sensitive and could potentially compromise the privacy of UEs.

The basic principle for this solution is that VFL participants only know the overlapped samples IDs and don’t know any other information in the sample alignment procedure. This solution introduces a new network functionality for sample alignment which can be supported by the NEF or new NF (VFL Coordinator). 

The main functionality for the VFL Coordinator is to assist the VFL active doing VFL sample alignment and assign new VFL sample ID(s) for the overlapped sample ID(s). It is helpful for VFL members to improve the efficiency of VFL when doing VFL, for example, avoid sample ID mapping in the VFL, especially for the NEF. 

6.Y.2
Solution details
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Figure 6.Y.1 Sample alignment procedure

0a-0c. The VFL entities (e.g., VFL active Participant, VFL passive Participant, VFL Coordinator) register its supported VFL Interoperability ID(s). The VFL Interoperability ID is a list of Vendor IDs. If the AF is also in the VFL group, the VFL Interoperability ID also includes Application Name or AF Identifier(s).

1. VFL Active Participant discoveries the VFL members via NRF by invoking the NF discovery.

2. VFL Active Participant sends sample alignment request to the VFL Coordinator including the VFL Interoperability ID and VFL members.

3. VFL Coordinator sends VFL sample information request to each VFL members received in the step2.

4. VFL members return the supported sample ID(s) to the VFL Coordinator. If the Sample ID(s) is external UE ID(GPSI), the NEF may map the external UE ID to the Internal UE ID(SUPI).

NOTE: How VFL Participants determine the returned sample ID(s) is up to SA2.
5. This step is same with step3.

6. This step is same with step4.

7. VFL Coordinator determines the intersection sample ID(s) of the VFL members and may assign VFL sample ID(s). The VFL sample ID is new sample ID for the intersection of sample ID(s) which is same among all VFL members.

8a. VFL Coordinator returns the intersection sample ID(s) and VFL sample ID(s) to the VFL Active Participant.

8b. VFL Coordinator returns the intersection sample ID(s) and VFL sample ID(s) to the VFL Passive Participant(s).

9. All VFL members determine the overlapped VFL sample ID(s). 

6.Y.3
Evaluation

TBD
