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1	Overall description
SA3 would like to thank RAN2 for their LS on security handling for inter-CU LTM in non-DC cases.
After evaluating the options proposed in the LS, SA3 would like to respectfully point out the following aspects:
1. For option 1, signalling between gNBs is needed to transfer the NCC (similar to the legacy Xn-handover). For option 1B, additional signalling between gNB and core network may be required to pre-configure the NCC list. Options 1A and 1B are acceptable from security perspective as long as integrity protection is applied to the message delivering the NCC value. The integrity protection token should be computed using the new key (i.e. the key derived using the NCC value signalled in the MAC CE). Ciphering the message is not required.
For option 2, the RRC signaling between the source gNB and the UE is required for pre-configuration. Based on various implementation modes, signalling between gNBs and/or signalling between gNB and core network function (e.g. AMF) is required to transfer, maintain and refresh the NCC value list of each CU.
For option 3, signalling between gNB and the core network is required. For option 3A, RRC reconfiguration message may be needed for re-synchronization. For option 3B, signaling between the source gNB and the UE is required.
For option 4, RRC signalling between the UE and gNB, signalling between gNB and core network function are required. RRC reconfiguration message needs to be sent between two LTM handovers.
2. For option 1, the change of security algorithm and/or the change of key set indicator can be indicated in MAC CE, as long as the message is at least integrity protected using the new key.
For option 2, the change of security algorithm and/or the change of key set indicator can be indicated together with the NCC pre-configuration.
For option 3, RRC message is needed after the key update to support the change of security algorithm and/or the change of key set indicator.
For option 4, the change of security algorithm and/or the change of key set indicator can be indicated in the RRC reconfiguration message between two LTM handovers.

2	Actions
To RAN2
ACTION: 3GPP TSG SA WG3 would like RAN2 to take the above feedback into account.

3	Dates of next TSG SA WG 3 meetings
SA3#117	19 - 23 August 2024		Maastricht (Netherlands)
SA3#118	14 - 18 October 2024		TBD (India)

