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1	Decision/action requested
Solution to be approved as part of the TR 33.754
2	References
[1]	3GPP TR 33.754 Study on security aspects for Multi-Access (DualSteer + ATSSS Ph-4)
3	Rationale
The contribution proposes a solution for KI#1 and KI#2 of TR 33.754 [1]. 
4	Detailed proposal
****START of FIRST CHANGE***
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****START of SECOND CHANGE***
6.Y	Solution #Y: Authentication, confidentiality, and integrity protection of UE in ATSSS while selecting MPQUIC
[bookmark: _Toc95076618][bookmark: _Toc48930870][bookmark: _Toc49376119][bookmark: _Toc513475453][bookmark: _Toc106618437][bookmark: _Toc56501633][bookmark: _Toc159226040][bookmark: _Toc164591843]6.Y.1	Introduction
This solution addresses the security requirements exposed in key issue #1 and key issue #2. 
It is assumed that the UE has been registered in 5GC via 3GPP or non-3GPP access and that a Multi-Access PDU session has been established. 
The solution relies on the following principles:
- The UE has already been registered and authenticated (primary authentication) in 5GC. 
- MPQUIC [y] steering functionality has been selected to provide multipath transport between the UE and the UPF. Therefore TLS 1.3 provides authentication, confidentiality and integrity protection in all configured paths.  
- TLS 1.3 Pre-shared Key (PSK) mode, which performs authentication based on symmetric keys, is selected. 
- PSK-only is selected as key exchange mode. 
- PSKs are generated and derived from the 5GS keys used in the security procedures between UE and 5GS, e.g., KAMF as a root key. 
[bookmark: _Toc513475454][bookmark: _Toc48930871][bookmark: _Toc106618438][bookmark: _Toc56501634][bookmark: _Toc49376120][bookmark: _Toc95076619][bookmark: _Toc159226041][bookmark: _Toc164591844]6.Y.2	Solution details
Figure 6.Y.2-1 depicts the basic protocol stack in UE and UPF connected via different types of accesses, i.e., 3GPP, Non-3GPP and Non-Integrated Non-3GPP access networks. 


Figure 6.Y.2-1: UP protocol stack between UE and UPF with MPQUIC is used as multipath protocol
The security mechanisms for authentication, confidentiality and integrity protection are provided by MPQUIC layer, i.e., TLS 1.3, and are equally applied to all paths, including those transported over non-3GPP types of access. 
Figure 6.Y.2-2 illustrate the procedure to establish TLS 1.3 PSK mode in this scenario.


Figure 6.Y.2-2: Procedure to establish TLS 1.3 PSK mode in MPQUIC used in ATSSS
0. Primary authentication between UE and 5GC
1. A Multi-Access PDU session is established and one or more ATSSS rules require the use of MPQUIC. 
2a. SMF requests AMF to generate a Pre-Shared Key to be derived from KAMF via a shared random/constant value.
2b. AMF generates the Pre-Shared Key and provides it to the SMF.
2c. UE generates the same Pre-Shared Key.
3. UPF fetches the PSK from SMF.
4. TLS 1.3 PSK mode starts, authentication based on the derived pre-shared key is performed, and traffic between UE and UPF is confidentiality and integrity protected at QUIC layer.  
6.Y.2	Evaluation
The solution works at MPQUIC level, and therefore it is agnostic to the type of access selected for the MA PDU session, and therefore support mutual authentication via TLS 1.3 between UE and UPF accessing the network via 3GPP and/or non-3GPP access. Additionally, TLS 1.3 ensures confidentiality and integrity protection in the communication between the UE and UPF. 
The solution impacts different components of ATSSS architecture as follows:
- UE: the UE generates of a new pre-shared key derived from KAMF via a shared random/constant value, and uses it for TLS authentication.
- AMF: the AMF generates of a new pre-shared key derived from KAMF via a shared random/constant value.
- SMF: the SMF fetches the pre-shared key and provides it to UPF. 
- UPF: the UPF receives the pre-shared key and use it for TLS authentication. 
****END of SECOND CHANGE***
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