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2	Classification of the Work Item and linked work items
2.1	Primary classification
 
	x
	Study 

	
	Normative – Stage 1

	
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	N/A
	N/A
	N/A



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	1030018
	Roaming traffic offloading via session breakout in HPLMN
	SA2 TEI19 WID: TEI19_HSBO



3	Justification
By offloading traditionally home-routed traffic locally within a visited country utilizing a locally deployed H-UPF PDU session anchor hosted in a 3rd party data centre, there are potential additional security requirements to be placed on the V-UPF to H-UPF (modified N9), V-SMF to H-SMF (modified N16), and H-SMF to H-UPF (cross-domain N4) which need to be studied before SA2 agrees on an architecture and session establishment procedure.

NOTE: Current architecture in TS 23.501 assumes for 5G roaming with local breakout that the N6 is within the VPLMN and N32 proxies between the VPLMN and HPLMN.

Example Architecture from SP-240491 (S2-2403552):



Figure 1. Traffic offloading at the local H-UPF controlled by H-SMF in HR roaming scenario
Whether the V-UPF will accept foreign network direct connection over N9 without a proxy controlling the resource request is an issue. Secondary issue relates to whether there is a local PSA (L-PSA) within the VPLMN.

SA2 has identified the following high level Work Tasks:
· WT 1:	Specify how to select a proper H-UPF deployed in the visited region of the serving PLMN for HR PDU session supporting roaming traffic offloading at HPLMN. 
· WT 2:	Specify how to trigger change of H-UPF in order to use a H-UPF in the home country when user plane path failure is detected between the H-UPF deployed in the visited region of the serving PLMN and the V-UPF.

4	Objective
This study has the following objectives/Work Tasks:

WT1: Study whether functional or security related modifications are needed to the SEPP when N32 is routed through an intermediary cloud provider and not across the IPX.

WT2: Study privacy and security impacts of N4 extension from the HPLMN to 3rd Party Data Center domain.

WT3: Study whether there are additional topology exposure risks associated with 3rd party intermediary services hosting a H-UPF instance.

WT4: Study whether additional PRINS functionality is needed at the roaming hub/cloud data center if the cloud data center is connected to multiple foreign networks within the VPLMN.

WT5: Study potential impacts to the existing IPUPS (inter PLMN N9 Security) solutions.

WT6: Study potential privacy and security impacts of modified N6 between an H-UPF (PSA) and local DN in a visited country or N6 between H-UPF in visited country and home country DN.

NOTE: Additional privacy and security aspects related to SA2 Work Tasks can be addressed based on SA2 progress. 

TU estimates and dependencies
	Work Task ID
	TU Estimate
(Study)
	TU Estimate
(Normative)
	RAN Dependency
(Yes/No/Maybe)
	Inter Work Tasks Dependency

	WT1
	.5
	.5
	No
	No 

	WT2
	.5
	.5
	No
	No 

	WT3
	.5
	.5
	No
	No

	WT4
	.5
	.5
	No
	No

	WT5 
	.5
	.5
	No
	No

	WT6
	.5
	.5
	No
	[bookmark: _GoBack]No



Total TU estimates for the study phase:     3
Total TU estimates for the normative phase:    3
Total TU estimates: 6

5	Expected Output and Time scale

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.7xy
	Study on security aspects of roaming traffic offload via home-session breakout
	SA#106
(December 2024)
	SA#107 (March 2025)
	



6	Work item Rapporteur(s)

7	Work item leadership
SA3
8	Aspects that involve other WGs
System architectural aspects will be covered by SA2.
Lawful Interception aspects will be covered by SA3-LI.

9	Supporting Individual Members

	Supporting IM name

	OTD_US

	US National Security Agency

	Johns Hopkins University APL

	MITRE Corporation
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