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1
Decision/action requested

This contribution proposes solution to address KI#1 and KI#2.
2
References

[1]
3GPP TR 33.700-32, ‘Study on security aspects of User Identities and Authentication (Release 19)’
[2]
TS 33.501, ‘Security architecture and procedures for 5G System’, Release 18.
3
Rationale

This contribution provides solution to KI#1 and KI#2 in TR 33.700-32.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.700-32.
*****Start of Change 1*****
6.Y
Solution #Y: User authentication and authorization of human user

6.Y.1
Introduction

The solution addresses KI#1 and KI#2.
6.Y.2
Solution details

The UDM/UDR based on operator policy, manages user authentication requirement information along with SUPI i.e., subscription data. If user authentication is required based on operator policy, the UDM/UDR also stores and manages the user identity profile which can contain user authentication and authorization data such as user identifier, applicable user type (ie., human user or devices/applications. This is to allow restriction to use only allowed user identifier. Because in SA2 architecture assumptions in TR 23.700-32, it states, ‘When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.’), service information (list of services for which user identifier based user authentication is allowed), and user service access authorization information (e.g., can be a token signed by the operator for it to be verified by the service provider, whose claims can be upto normative details. 

During registration, following a successful primary authentication, based on operator policy and UE subscription data fetched from the UDM, it indicates user authentication as required for the user identifier, the AMF/SEAF can initiate user authentication (e.g., like slice authentication). The UE if capable to support user authentication, it can send a related indication to the network along with the existing 5G security capabilities. In such as case, a user authentication is initiated by the network as described in the following steps, if the UE also supports user authentication.

1. The AMF/SEAF sends user identifier request in any NAS transport.

2. The UE sends the user identifier in response, it can also send user type set as ‘human user’.

3. The AMF/SEAF fetches the user authentication and authorization data from the UDM/UDR for the user identifier and user type. Based on the realm of user identifier, the user authentication and authorization data can be sent directly or via other function in the network (e.g., NSSAAF/AAA-P) to the related AAA-S/Application server/function to perform the necessary user authentication and authorization.

4. The user authentication specific messages can be exchanged between the UE and the network. The actual user identifier related user authentication and authorization data can be application level information whose generation and provisioning to UE and network is outside the scope of this present study. The user identifier can take a NAI form, where the username part should be assigned in privacy protected manner e.g., pseudonyms. The realm part may contain information to identify the entity/domain which is responsible to perform user authentication. The actual details of user identifier format and structure can be upto stage 3.

5. On a successful user authentication, the network AAA-S/Application server/function can send a successful result to the AMF/SEAF and the result is provided to the UE in a NAS transport.

6.Y.3
Evaluation

TBD
*****End of Change 1*****
