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1
Decision/action requested

This contribution provides clarification to resolve ENs in TR 33.794 Clause 5.1.2 on Massive number of SBI messages.
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3
Rationale

TR 33.794 Clause 5.1.2 has certain editor’s note to facilitate further clarifications on the following aspects:   

Editor's Note: The need for such configurable thresholds is FFS.

Clarifications: The basic take away here is, inorder to identify an abnormal behaviour (here DoS/DDoS suspicion due to abnormal or massive number of service message invocations), the operator security function for security evaluation and monitoring needs to be able to initially establish the baseline for historically normal behaviour for a specific SBI and to be able to detect when the normal behaviour is being exceeded. 

Editor’s Note: For this usecase, exactly which data are exposed is FFS.

Clarifications: For the massive number of SBI messages, the NF identification information (i.e., NF ID(s) related to the NF(s) which sends excess/massive services messages), and the event information that ‘service messages exceeds the configured limits’, are the essential information and optionally can include service message information (e.g., service name). Further any additional data such as any metrics (e.g., on number of similar event occurrence) if any needed can be upto the SA5. For example, if we take TS 28.552, there are various measurements provided by the management domain related to performance of NFs which is consumed by NWDAF to perform various network analytics (please see TS 23.288 clasue 6.6 Network Performance Analytics). One example of a measure is, AMF authentication procedure related measurements provided specific to no. of authentication requests, no. of failed authentications, no. of authentication rejection etc. Coming to the usecase on malformed message discussed in this contribution, if SA5 determines any additional metrics/measures are relevant/can be useful, that can be upto SA5.
Editor's Note: This clause describes the necessary actions on such data (exposure, notification, logging, etc.) and an analysis of the security implications if any. 
Clarifications: The data listed to be considered for providing to Operator security function for security evaluation and monitoring do not propagate any security risk, but instead it helps for the timely identification of NFs that pose threat to other NFs in the SBA. So, the same is clarified to resolve the EN.
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change 1*****
2
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*****Start of Change 1*****
*****Start of Change 2*****
5.1.2
Use case #2: Massive number of SBI Messages
5.1.2.1
Description

A core SBA NF that receives a massive number of service API invocations that intends to exhaust the network resource may lead to degradation or complete shutdown of a NF thus resulting in a Denial of Service (DoS). But there can be normal cases, where the service provider may still receive larger number of service requests (e.g., due to legitimate service need). Here it is important to identify if the massive number of service invocation is due to a legitimate service need or due to malicious attack attempt (like DoS or DDoS if multiple service consumer is observed to send massive number of service requests). There are several methods for detecting if the number of SBI messages are malicous or increased demand for a service, as listed below. Based on Operator policy the deviations from the normal behaviour can be identified using any one or more of the following methods:

· 
· One or more NF are sending more requests than their historic normal amount.

· Victim NF(s) begins to respond with 500 Server Error Response HTTP Status Codes.

· 
· Victim NF(s) performance begins to drop.

· The increased traffic does not adhere to historicly normal traffic flows.
· Standardized services by NRF and OAM in TS 23.288 [x] for NF load (clause 6.5) and network performance (clause 6.6) analytics. If deployed, such services can be also used additionally.

· On the SBA layer, there are standardized means to enforce a limit on the number of incoming requests via the HTTP2 SETTINGS_MAX_ CONCURRENT_STREAMS parameter as described in RFC 9113 [y]. Based on operator policy, if such limit is set and if any requests exceed the limit, such event information can also be used.
Note that the attribution of service requests is only possible when the service consumer is authenticated. For an unauthenticated service consumer (e.g., an attack on the authentication NF), the attribution is not achievable.


5.1.2.2
Relevant data

The data to be exposed includes data about the service requests using a related event name or identifier, the information on NF(s) identification (i.e., NF ID(s)) which attempted the massive number of service invocations, and optionally service message information (e.g., service name).
NOTE: Management aspects of relevant security data about malformed messages need to be coordinated with SA5.


5.1.2.3
Evaluation of the identified data
The NF(s) identification information, event information and optionally the service information can be logged and notified to the Operator’s Security Function (to enable necessary security evaluation and monitoring which can help in timely threat detection). Whether the abnormal behaviour indicates an attack or not needs to be decided based on sources from the whole network and all layers, and based on evaluation by the Operator’s security function which is out of scope of 3GPP.
NOTE: Further specific details of the event data to be collected for this scenario, and how the data is logged and notified to Operator’s security function are upto the solution discussions.

Editor’s Note: Additional evaluation if any is FFS. 

*****End of Change 2*****
