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1	Decision/action requested
It is proposed to approve this key issue on AKA related 256-bit algorithm update to study potential solutions.
2	References
[1]	3GPP TS 33.501 Security architecture and procedures for 5G system (Release 18)
[2]	3GPP TS 35.220  Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
[3]	S3‑211408 Choice of cryptographic algorithm in 256-bit Milenage
[4]	S3‑234134 Specification of Milenage-256 finalized
[5]	3GPP TS 35.231 A second example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: Algorithm specification
[6]	3GPP TS 35.231 A second example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 1: Algorithm specification
[7]	IETF RFC 2104 Keyed-Hashing for Message Authentication

3	Rationale
This contribution proposes a new key issue on AKA-related 256-bit algorithm update. 
As shown in the following figure, the AKA-related 256-bit algorithm will impact the AKA procedure and the security parameters (i.e. the CK and IK) related to NAS/AS security.


Figure 3-1 AKA related 256-bit algorithm will impact AKA procedure and NAS/AS security.
· The impacts of AKA related 256-bit algorithm on the NAS/AS security
The concatenation of 128-bit CK and 128-bit IK is used by ME /UDM/ARPF in the following scenarios.
	To derive KAUSF in 5G AKA procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [1] and TS 33.220 [2].
	To derive CK' and IK' in EAP-AKA' procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [1] and TS 33.220 [2].
According to S3‑211408 [3] and S3‑234134 [4], for candidate MILENAGE 256-bit algorithm set, i.e. MILENAGE-256-R, provided by SAGE, CK/IK can be 256-bit, The Tuak algorithm supporting 256-bit K may also generate 256-bit CK and 256-bit IK as specified in TS 35.231 [5].
If MILENAGE-256-R [4] or Tuak algorithm set [5] is selected, the USIM/UDM/ARPF will generate 256-bit CK and 256-bit IK. In the current 5GS, the traditional ME /UDM/ARPF derives the KAUSF/CK'/IK' using 128-bit CK and 128-bit IK. Moreover, the input key of HMAC-SHA-256 can be any key with length longer or equal to the length of the HMAC-SHA-256 output (i.e. 256 bits) [6]. The following statement is captured from the IETF RFC 2104 [7], in which the L is the length of the HMAC-SHA-256 output.
Keys longer than L bytes are acceptable but the extra length would not significantly increase the function strength. (A longer key may be advisable if the randomness of the key is considered weak.) 
Observation: AKA related algorithms may generate 256-bit CK/IK. The mechanism to enable the ME/UDM/ARPF to support 256-bit CK/IK is not clear.
· The impacts of AKA related 256-bit algorithm on the AKA procedure
Currently, legacy ME only supports AKA procedure using 128-bit RAND/MAC/RES. However, the 256-bit algorithm needs 256-bit RAND/MAC/RES. 
Observation: How to use new UICC (i.e. the one supporting 256-bit algorithm) in legacy ME is not clear.

4	Detailed proposal
*** Start of 1st Change ***
[bookmark: _Toc90279012][bookmark: _Toc90280139]5.X	Key Issue #X: AKA related 256-bit algorithm update
[bookmark: _Toc90279013][bookmark: _Toc90280140]5.X.1	Key issue details
· The issue of 256-bit CK/IK 
The concatenation of 128-bit CK and 128-bit IK is used by ME/UDM/ARPF in the following scenarios.
· To derive KAUSF in 5G AKA procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [3] and TS 33.220 [x].
· To derive CK' and IK' in EAP-AKA' procedure, the concatenation of 128-bit CK and 128-bit IK (i.e. CK||IK) is used as the input key of KDF (i.e. the HMAC-SHA-256) specified in TS 33.501 [4] and TS 33.220 [x].
If MILENAGE-256-R or Tuak algorithm set is selected to be used, the USIM/UDM/ARPF will generate 256-bit CK and 256-bit IK. However, how to enable the ME/UDM/ARPF to support using 256-bit CK/IK to construct the input key of KDF to derive KAUSF or CK'/IK' is not clear. 

· [bookmark: _Toc90279014][bookmark: _Toc90280141]The issue of legacy ME only supports 128-bit RAND/MAC/RES
There is a large number of legacy MEs (e.g., the ME only supports 4G, 5G ME only supports 128-bit RAND/MAC/RES) in the market. These MEs only work under legacy networks (e.g, 4G). Therefore, they can only receive the 128-bit RAND/MAC/RES from the network side. How a new UICC with 256-bit long-term key K can support legacy ME to complete the AKA procedure is unclear.

5.X.2	Security threats
[bookmark: _Toc90279015][bookmark: _Toc90280142]If the mechanism for the ME to derive KAUSF/CK'/IK' with 256-bit CK/IK is not clear, the AKA procedures cannot be completed. 
The legacy ME cannot complete the AKA procedure if the UICC uses the 256-bit algorithm.

5.X.3	Potential security requirements
5GS shall be able to support deriving KAUSF/CK'/IK' based on 256-bit CK and the 256-bit IK.
5GS shall be able to support legacy ME using UICC with 256-bit long term key. 

*** Start of the 2nd Change ***

2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[x]	3GPP TS 35.220:" Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)"

*** End of Changes ***
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