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1
Decision/action requested

It is requested to propose a new solution for KI1 of TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29: "Study on Security Aspects of 5G Satellite Access in the 5G architecture; Phase 3"
3
Rationale

This pCR is proposed to add a new solution for the Key Issue 1: Security protection in Store and Forward Satellite Operation of TR 33.700-29 [1].
4
Detailed proposal

*************** Start of the 1st Change ****************

6.Y
Solution #Y: Authorization during S&F MO transmission
6.Y.1
Introduction


This solution is proposed to address Key Issue #1, supporting the authorization during S&F MO data transmission when the eNB is on board the satellite.

This solution provides a method for the eNB to perform UE authorization during S&F MO transmission. Once receiving the MO data request, the eNB on board the satellite determines whether the UE is authorized to use S&F satellite operation based on the UE context. The UE S&F authorization information is included in the UE context, which can be provided by the MME. Only for the authorized UE, the eNB can temporarily store the MO data and forward it when the feeder link becomes available. 

The proposed solution ensures the eNB on board the satellite can resist the DoS attack launched by an unauthorized UE. If the unauthorized UE tries to exhaust the storage resource of eNB by sending excessive amounts of MO data, the eNB can detect and reject to accept the storage.

6.Y.2
Solution details
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Figure 6.Y.2-1: authorization during S&F MO data transmission
1. The UE has attached to the EPS, by performing the attach procedure under "normal/default Satellite operation" mode. 

Due to the mobility of satellite after the UE is attached, the feeder link between the eNB on board the satellite and MME on the ground network becomes unavailable and the "S&F Satellite operation" mode is supported by the eNB and MME.
2. The UE sends MO data by using the CP CIoT EPS Optimization or UP CIoT EPS Optimization.
3. Once receiving the MO data, the eNB determines whether the UE is authorized to use S&F satellite operation based on the UE context.  The UE context contains the UE S&F authorization information, which is provided by the MME based on the UE subscription information. If the UE S&F allowed geographical area is included in the UE S&F authorization information, the eNB further checks the location of the cell to which the UE is camped to determine whether to accept the MO data. If the UE S&F allowed time period is included in the UE S&F authorization information, the eNB further checks the time of MO data transmission to determine whether to accept the MO data.
4. If the UE is not authorized, the eNB sends reject message, indicating the unavailability of feeder link. If the UE is authorized, the eNB determines to temporarily store the MO data. 
When the feeder link between the eNB on board the satellite and MME on the ground network becomes available,
5. The eNB forwards the MO data to the MME.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*************** End of the Change ****************
