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1
Decision/action requested

SA3 is kindly requested to approve the proposed solution. 
2
References

3
Rationale

As per the description of key issue #1, the solutions addressing this key issue can aim to identify relevant factors for data collection that could potentially enhance security monitoring and mitigate against insider attacks. This solution proposal focusses on the security threats and potential security requirements described in key issue #1. In order to enable operator’s security evaluation and monitoring to detect a compromised NF in SBA layer, security data which can indicate un-expected behaviors from NFs need to be exposed. Also, this data exposure towards NWDAF or any other continuous security evaluation and monitoring system should not lead to any additional performance impacts on the system. This solution aims at achieving these aspects.
4
Detailed proposal

******** FIRST CHANGE ********
7.X


Solution #X: Security data exposure to enable detection of compromised NFs in SBA layer
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Figure 1: High level view of proposed solution

NOTE: In Figure 1, the NF security data collection agent/function is a logical function. This may be implemented as a separate entity or as a NF in the SBA layer itself, or in the SBMA layer.

This solution proposes collection of one or more of specific security counters and resource utilization statistics to assess if any NF is compromised in the SBA layer. Dynamic policy enforcement can allow operators to perform such data collection from selected set of NFs depending on the indicators of any malicious activity or potentially compromised NFs.

Following security counters are proposed to be collected at periodic observation/monitoring intervals.

· Counters related to SW integrity checks for NF binaries and relevant configuration files.

· Counters related to number of NF instances running.

· Counters related to number of system calls made by NFs under observation.

· Counters related to number of un-authorized attempts to access NFs.

· Counters related to authentication failures for obtaining access to NFs.

· NF resource utilization statistics

7.X.1

Solution details

· Outcomes of periodic SW integrity checks for NF binaries and configuration files.

· For e.g., if SW integrity checks for 100 NF binaries and respective configuration files are performed once every 24 hours, count of number of failed integrity checks and total checks performed can be collected.

· Periodicity and selection of which NFs need to be checked can be configurable using dynamic policies.

· Counts of number of NF instances running.

· For e.g., if 100 NFs are being monitored, how many instances of each NF is running at the end of every 1 hour.

· Number system calls made in an observation period.

· For e.g., a non-compromised NF makes 10 system calls every 1 hour, but after it got compromised, it maybe making, say, 20 system calls every hour.

· Number of un-authorized attempts and/or authentication failures to access NFs in an observation period.

· Attackers maybe scanning or attempting to access NFs before they actually succeed in obtaining the access or control over the NFs. 

· For e.g., if the number of un-authorized attempts and/or authentication failures is usually 0 during every 1 hour of observation. However, this number slowly increases within a span of 6 hours. This could indicate a potential malicious activity in the system. Other data and logs can be correlated to detect actual compromise if any.

· Resource utilization statistics for NFs under observation.

· For e.g., attacks like crypto-mining can show patterns in resource utilization statistics for NFs.

· In Kubernetes, for e.g., kubectl top command which shows the CPU, memory, and network utilization for the containers, pods, or nodes.
.

7.X.2

Solution Evaluation

· The data proposed to be exposed in this solution is mainly counters which can be statistically analysed to indicate potential compromised NFs or malicious activities in the system.

· Operators can decide on randomly monitoring some NFs using the data suggested in this solution, and dynamically change the selection to get an assessment of the system security posture over a period of time.

· NWDAF or any other security evaluation and monitoring system can use this data to correlate with other system performance metrics. Analytics applied on such data collected can further enable security monitoring systems to anticipate attacks on NFs.

· The data proposed to be exposed in this solution is inherently structured and therefore, suitable for applying AI or ML based data analysis.

· NOTE: Methods to use this data is implementation specific and not considered for standardization.

******** END OF CHANGES ********
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