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1
Decision/action requested

It is proposed to approve this key issue to study the potential solution for EEC provided information verification.
2
References
[1]
S3-235103 - New Study on Security Aspects of Enhancement of Support for Edge Computing in 5GC — phase 3
3
Rationale

This Key issue is related to the objective#4 – “Study the secure retrieval of 5G system UE Ids and privacy related information in the EDGE.”  The issue was discussed in Release-18 as KI#2.7 of TR 33.739. The key issue describes the security and privacy aspects of user information provided by the EEC/EAS in the UE ID API invocation. As no consensus was reached, it is proposed to re-open the discussion by approving this key issue.
4
Detailed proposal

*** Start of 1st Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[aa]
3GPP TS 23.558: "Architecture for enabling Edge Applications"
[bb]
3GPP TS 23.502: "Procedures for the 5G System (5GS)"
*** Start of 2nd Change ***
5.X
Key issue #X: EEC provided information verification

5.X.1
Key issue details

Clause 8.6.5 of 3GPP TS 23.558 [aa] defines UE identifier API which is used by an EAS or EEC to obtain the identifier of the UE if the EAS or EEC does not have it (e.g. has not already cached). This identifier, called UE ID (could be the GPSI or the EEL-generated Edge UE ID, defined in clause 7.2.6 of 3GPP TS 23.558 [aa]), is used by the EAS to invoke capability APIs specific to UEs over EDGE-3 and/or EDGE-7 depending on the UE ID type.

The EES uses user information (e.g. IP address) received in the UE Identifier API invocation and obtains the UE identifier by interacting with NEF as specified in clause 4.15.10 of 3GPP TS 23.502 [bb]. The EES may utilize the Nnef_UEId_Get service (clause 4.15.10 of 3GPP TS 23.502 [bb]) providing the user information provided by the EEC, i.e. private UE IP address.

Since the user information (i.e. private UE IP address) may be used to determine the UE ID, it is needed to ensure that the user information is trusted, and the EEC is authorized to use this user information as a parameter in the API invocation.
This key issue is to study the security and privacy aspects of usage of user information provided by the EEC in the UE ID API invocation.

5.X.2
Security Threats

If user information (i.e. the private UE IP address) provided by the EEC is not verified and the EEC is not authorized to use this information, a malicious or compromised EEC or a malicious API consumer can try to execute IP address spoofing attacks to learn identifiers of other UEs, including those they are not authorized to access. In this case, the EAS obtains an incorrect UE identifier, when the EAS use this incorrect UE identifier to invoke capability APIs specific to UE over EDGE-7, unauthorized information (e.g. UE location) belonging to another UE is exposed to the EAS.

5.3.7.3
Potential security requirements

The user information (i.e. private UE IP address) provided by the EEC should be verified and the EEC should be authorized to use this information. 
*** End of Changes ***
