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1
Decision/action requested

It is proposed to approve this solution for addressing key issue#1 on GERAN/UTRAN bidding down attack.
2
References
NA
3
Rationale

This contribution proposes two methods to notify UE about the decommissioned GERAN/UTRAN RAT types.
(a) The network notifies the UE during attach/registration procedure.

(b) UE is configured by the network as part of pre-configuration in the UICC.
4
Detailed proposal

*** Start Change ***
6.Y
Solution #Y: Solution to prevent GERAN/UTRAN bidding down attack
6.Y.1
Introduction

This solution addresses the security requirement of key issue#1.
6.Y.2
Solution details

In this solution two methods for notifying the UE about the restricted RAT types (GERAN/UTRAN) are proposed as follows:

(a) The network notifies the UE during Attach/Registration procedure (for the TAI/list of TAIs included in the Attach/Registration accept message or for the entire PLMN).

(b) UE is configured by the network as part of pre-configuration in the UICC (for the whole HPLMN).
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Figure 6.Y.2-1: UE is notified about the restricted RAT types (GERAN/UTRAN) in Attach/Registration accept message
During attach or registration procedure the network indicates to the UE about the information on restricted RAT types (i.e., GERAN/UTRAN) in attach or registration accept message for the TAI or included list of TAIs or for the entire PLMN, as shown in Figure 6.Y.2-1.
Further, the UICC is pre-configured with the information on restricted RAT types (ie., GERAN/UTRAN) for the entire HPLMN.
6.Y.3
Evaluation

This solution addresses key issue#1 to prevent UE from bidding down attack from fake GERAN/UTRAN.
Imapcts:

(a) UE: Preconfiguration of information on restricted RAT types in HPLMN.
(b) MME/AMF: To store information on restricted RAT types and include it along with the Attach/Registration accept message.
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