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Decision/action requested

Question the exposure of security related events at the SBA layer
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Rationale

During the course of the previous [2] as well as the new study [1] for ZTS, there is a recurring debate on the exposure of data relevant for security monitoring. Such exposure is envisioned through new services from NFs to the NWDAF. The goal is for the NWDAF to make this data available to a security monitoring entity (e.g. a SIEM) under the control of the operator and outside of the 3GPP domain. It has been argued that this is the underlying assumption for the current study. However, we have reservations on this assumption for the following reasons.
According to [3] data related to security events, i.e. security logs, is to be treated with extreme care. The NIST guide [3] goes to a great length into describing how to structure and manage such a logging framework while striking a balance between the severity of the risk and the extent of the investment into such a logging infrastructure. Even for communicating such logs, the NIST guide [3] advices to do this over a different physical or logical network. 
Furthermore, since the focus of the study is the SBA layer, it is highly questionable to use the NWDAF, which is yet another NF, as the central element for a security solution intended to protect the same layer. The NWDAF is susceptible to the same attacks as any other NF. For this particular type of solutions, a compromise of the NWDAF would be devastating and beyond recovery. 
It is worth noticing that how such data is logged is highly dependent on implementations. Some NFs might store the data locally while other may use available logging APIs (e.g. through the OS). In the latter case, the logs might not be available to NFs. With respect to the amount of data logged, in some implementations NFs might log all incoming requests while in other, NFs just record statistics. 
Deployment aspects must be also taken into consideration. In fact, it is not necessarily useful to log everything if it is pertaining to internal communication between NFs in a closed network. It would be more useful for NFs at the perimeter of the network such as SEPP or NEF, etc. Even for such perimeter NFs, in practice they might be deployed behind security gateways, firewalls, etc. In the end, it is a question of balance between the risk and the effort invested to mitigate it, taking into account implementation as well as deployment aspects.
In any case, parameters related to the communication over the SBA layer are far from being sufficient for a complete security monitoring solution in accordance to the principles of [4]. Data on resource usage and statistics, errors from different systems and applications, software upgrades, admin actions, hardware changes, alerts from security devices such IDSes and firewalls, etc. is not available at the SBA layer.
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Detailed proposal
It is proposed to not pursue solutions relying on exposure of security related events on the SBA layer from NFs or the NWDAF. 
