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*** Start of 1st Change ***
[bookmark: _Toc532211148][bookmark: _Toc44943858][bookmark: _Toc145338519]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[xx]	RFC 4754: "IKE and IKEv2 Authentication Using the Elliptic Curve Digital Signature Algorithm (ECDSA)".
*** End of 1st Change ***
*** Start of 2nd Change ***
[bookmark: _Toc532211206][bookmark: _Toc44943920][bookmark: _Toc145338590]6.2	IKE negotiation and profiling
For certificate based establishment of IPsec SAs between NDS/IP elements, the IKE profile in this clause shall be used. 
[bookmark: _Toc532211207][bookmark: _Toc44943921][bookmark: _Toc145338591]6.2.1	Void
[bookmark: _Toc532211208][bookmark: _Toc44943922][bookmark: _Toc145338592]6.2.1b	IKEv2 profile
The following requirements on certificate based IKEv2 authentication in addition to those specified in NDS/IP [1] shall be applied:
For the IKE_INIT_SA and IKE_AUTH exchanges:
-	Following algorithms shall be supported:
-	Authentication: Method 1 - RSA Digital Signature [42];
-	Implementations shall support signatures that use SHA-256, should support signatures that use SHA-384, and shall not support signatures that use SHA-1. Implementations should use SHA-256 as the default hash function when generating signatures.
-	Usage of Method 1 is not recommended as it uses PKCS#1v1.5 padding.
-	Authentication: Method 9/10/11 - ECDSA Digital Signature [xx];
-	Implementations should support ECDSA with SHA-256 on the P-256 curve.
-	Implementations should support ECDSA with SHA-384 on the P-384 curve.
-	Implementations should support ECDSA with SHA-512 on the P-521 curve.
-	Hash Algorithm Notification [43]
-	Implementations shall support SHA2-256, should support SHA2-384, and shall not support SHA1.
-	Authentication: Method 14 - Digital Signature [43].
-	Implementations shall support ecdsa-with-sha256 and should support ecdsa-with-sha384, and should support RSASSA-PSS with SHA-256. Implementations shall not support sha1WithRSAEncryption, dsa-with-sha1, ecdsa-with-sha1, RSASSA-PSS with Empty Parameters, and RSASSA-PSS with Default Parameters.
-	The identity of the CERT payload (including the end entity certificate) shall be used for policy checks;
-	Initiating/responding end entities are required to send certificate requests in the IKE_INIT_SA exchange for the responder and in the IKE_AUTH exchange for the initiator;
-	Cross-certificates shall not be sent by the peer end entity as they are pre-configured in the end entity;
-	The certificates in the certificate payload shall be encoded as type 4 (X.509 Certificate – Signature);
-	An end entity shall rekey the IKE SA when any used end entity certificate expires.
*** End of 2nd Change ***

