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1	Decision/action requested
It is proposed that the AEAD combined algorithm is added to the TR.
2	References
[x1]	TR 33.700-41, Study on enabling a cryptographic algorithm transition to 256-bits, Release 19
[x2]	S3-235091, SID on enabling a cryptographic algorithm transition.
[x3]	TS 33.501, Security Architecture
[x4]	TS 38.323, PDCP Specification
[x5]	TS 35.240, Specification of the AES based 256-bits algorithm set Document 1: Algorithm Specification
[x6]	TS 35.243, Specification of the AES based 256-bits algorithm set Document 1: Algorithm Specification
[x7]	TS 35.246, Specification of the ZUC based 256-bits algorithm set Document 1: Algorithm Specification

3	Rationale
The AEAD algorithm specifics must be described, to be able to derive the deployment options and the corresponding and relevant assumptions. 
It is proposed to add the UE states and transitions into the TR 33.700-41 ([x1]).
4	Detailed proposal


*** START of 1st CHANGE ***
4.x	Introduction of AEAD Algorithm for Air-link Data Protection
The introduction of the 256-bits cryptographic algorithms ([x2]) are implicit introducing the Authenticated Encryption with Associated Data (AEAD) algorithm, because the 256-bit algorithms are based on the AEAD. In addition to the modes for the confidentiality and integrity protection, there will be introduced the AEAD mode, which refers to the so-called combined mode. In the combined mode the algorithm is doing the integrity protection and the ciphering protection in a single procedural call/step. This has been introduced by 3GPP because it anticipates that data transfer rates of the air interface will increase in the future.
Anyway, the impacts to the security architecture specification ([x3]) and the packet data convergence protocol (PDCP) ([x4]) need to be analysed, as the usage of the AEAD algorithm might have impact to input/output parameters and/or might impact the order ciphering and integrity algorithm.


4.x.1	Impacts to Input/Output Parameters 
The input parameters that are required by the PDCP specification ([4]) are defined by the system architecture specification ([x3]). The defined parameters are the count-c, bearer, direction, cipher or integrity key, input bit stream or message and the length value. From the listed parameters it is becoming obvious, that there are parameters that are different for ciphering and integrity protection. Specifically, the key is assumed to be different. The difference is acceptable because the integrity and ciphering will be processed independently and in so-called standalone algorithms.
Now if we proceed with the AEAD algorithm parameters which are defined by 3GPP specifications ([x5], [x6], [x7]), and if we take the parameters from the well-known standalone algorithms, then these could be mapped as shown by the following Figure 4.x-1.
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Figure 4.x-1 AEAD Combined Algorithm Parameters mapping to Standalone Cipher and Integrity Protection
The following is applicable:
The AEAD1 is for the Snow 5G and the AES, while the AEAD3 is for the ZUC algorithm.
The AEAD algorithm is performing the ciphering and integrity protection within a single procedural call/step, and the output parameters are the output bit stream (OBS) and/or the message authentication code (MAC).
The standalone algorithm parameters can be mapped to the AEAD requested parameters. In comparison to the standalone algorithms, it should be noted here that there is a single key that is used for ciphering and integrity protection. Another aspect is that the initialisation vector (IV) has included the length value of the MAC output value, and there is one further input parameter for the introduction of additional/extra initialisation vector aimed to increase the entropy. 
On the left side of the Figure 4.x-1 the combined mode parameters and mapping to AEAD is out of scope of this SID.

*** End of 1st CHANGE ***

*** START of 2nd CHANGE ***

3.3	Abbreviations
AAD		Additional Authenticated Data
AEAD 	Authenticated Encryption with Associated Data
AES		Advanced Encryption Standard
AI			Algorithmic Instance
AS			Access Stratum
CF			Combined Mode Flag
CK			Cipher Key
IK			Integrity Key
IV			Initialisation Vector
IBS		Input Bit Stream
KSG		Keystream Generator
LK			Legacy Key
MAC        Message Authentication Code
NAS		Non-Access Stratum
OBS		Output Bit Stream
SAP		Service Access Point




*** End of 2nd CHANGE ***
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