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1	Decision/action requested
It is proposed to approve the key issue.
2	References
[1]	TS 33.501 Security architecture and procedures for 5G system.
3	Rationale
This contribution is proposed to add a new key issue on different cryptographic key size in EPS and 5GS.
4	Detailed proposal
For SA3 to accept this proposal.

*** Start of 1st Change ***
[bookmark: _Toc513475447][bookmark: _Toc49376112][bookmark: _Toc56501565][bookmark: _Toc104221074][bookmark: _Toc48930863]5.X	Key Issue #X: Different cryptographic key size in EPS and 5GS interworking
[bookmark: _Toc48930864][bookmark: _Toc49376113][bookmark: _Toc513475448][bookmark: _Toc104221075][bookmark: _Toc56501566]5.X.1	Key issue details
The 5G system is expected to support 256-bit cryptographic algorithms, while 4G/LTE only supports 128-bit cryptographic algorithms. The inconsistent length of supporting cryptographic algorithms may cause problems in EPS and 5GS interworking scenarios. For example, during the handover from EPS to 5GS over N26, if the target AMF does not receive the UE 5G security capabilities from the source MME, the target AMF shall assume that a default set of 5G security algorithms are supported by the UE, from which the NAS and AS security algorithms are selected by the AMF and gNB. Since the default set of 5G security algorithms only includes ciphering algorithms NEA0, 128-NEA1 and 128-NEA2, and integrity algorithm 128-NIA1 and 128-NIA2, for UE and 5GS supporting 256-bit cryptographic algorithms, they can only agree on using 128-bit cryptographic algorithm for NAS and AS security during handover procedure, leading to a weaker protection strength.
5.X.2	Threats
N/A
5.X.3	Potential security requirements
The 5G system should support the means to select and use the 256-bit cryptographic algorithms after mobility from EPS.
*** End of 1st Change ***
