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1
Decision/action requested

This contribution proposes to add new KI on AIOT device authentication and authorization
2
References

3
Rationale

The contribution proposes to add new KI on AIOT device authentication and authorization.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: AIoT device authentication and authorization
5.X.1
Key issue details

TR 23.700-13[X], key issue#1 describes its key issue regarding system architecture to support Ambient IoT Devices:

-
System architecture identified along with the solutions for KI#2 and KI#3.

-
Authentication and authorization for the Ambient IoT Device;

-
Validation of the Ambient IoT Device identifier;

....
NOTE 3: 
The security aspects related to this key issue, including the enable/disable device operation, requires coordination with SA WG3.

From a security point of view, how that authentication and authorization is realized in the new architecture for AIOT devices needs to be studied.
5.X.2
Security threats

If authentication for AIoT device is not supported, an attacker may spoof a legitimate UE to gain access to a AIoT service. If authorization for AIoT device service is not supported, an attacker may gain free access to content without any knowledge of the service provider. 
5.X.3
Potential security requirements

The 5GS shall support the authentication and authorization for AIoT device.
*************** End of the change ****************

