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1
Decision/action requested

Approve the proposed KI for TR 33.743.
2
References

[1]
3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
[2]
3GPP TR 23.700-03: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS); Phase 3".
3
Rationale

The 5G System currently supports security for 5G ProSe UE-to-Network Relay discovery (see TS 33.503 [1], clause 6.1.2).
TR 23.700-03 [2], Key Issue #1: "Support of multi-hop UE-to-Network Relays" focuses on the support of multi-hop UE-to-Network relay scenario and in particular:

-
"Whether and how to support the multi-hop UE-to-Network Relay discovery".

With the following NOTE:

NOTE 3:
Security and privacy aspects will be handled by SA WG3.

This key issue is to study the security of multi-hop UE-to-Network relay discovery.
4
Detailed proposal

It is proposed to approve the following KI in TR 33.743.


* * * * Start of Changes (all text new) * * * *
5.X
Key Issue #X: Security for multi-hop UE-to-Network relay discovery
5.X.1
Key issue details

The 5G System currently supports security for 5G ProSe UE-to-Network Relay discovery (see TS 33.503 [x], clause 6.1.2).
TR 23.700-03 [y], Key Issue #1: "Support of multi-hop UE-to-Network Relays" focuses on the support of multi-hop UE-to-Network relay scenario and in particular:

-
"Whether and how to support the multi-hop UE-to-Network Relay discovery".

With the following NOTE:

NOTE 3:
Security and privacy aspects will be handled by SA WG3.

This key issue is to study the security of multi-hop UE-to-Network relay discovery.
5.X.2
Security threats

If the discovery messages for multi-hop UE-to-Network relay discovery are not integrity protected and replay protected, the parameters included in the discovery messages (e.g. Relay Service Code) can be modified or replayed by an attacker. Consequently, a Remote UE may fail to find a UE-to-Network relay for an intended relay service.

If the discovery messages for multi-hop UE-to-Network relay discovery are not confidentiality protected, the privacy sensitive parameters (e.g. Relay Service Code) can be eavesdropped by an attacker. 

5.X.3
Potential security requirements

The 5G System shall support integrity protection and replay protection of discovery messages in open 5G ProSe Direct Discovery in the multi-hop UE-to-Network relay scenario.
The 5G System shall support confidentiality protection, integrity protection and replay protection of discovery messages in restricted 5G ProSe Direct Discovery in the multi-hop UE-to-Network relay.


* * * * End of Change * * * *
